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Abstract—Noise perturbation introduced by differential privacy
(DP) could degrade the quality of essential services like dynamic
pricing and ride-matching in ride-on-demand (RoD) services. In
this paper, we focus on RoD services under an honest-but-curious
server, and propose a Pricing-Aware Differentially Private frame-
work (PADP-RoD) to protect users’ location privacy while pro-
viding them with high-quality location-based services. Specifically,
given that a price multiplier is subject to abrupt changes in re-
sponse to shifts in supply and demand, especially near hotspots, we
propose an adaptive supply and demand aware grid to capture the
changes. Powered by the grid, we put forward two utility metrics for
quantifying the quality loss of dynamic pricing and ride-matching
services caused by perturbation, respectively. With those metrics,
PADP-RoD is formulated as a minimization problem, aiming to
minimize the quality loss of services given DP constraint. In this
way, we can achieve an optimal balance between privacy and service
quality. Due to the problem being a multi-objective optimization,
we decompose it into a dynamic-pricing utility sub-problem and a
ride-matching utility sub-problem, and solve them separately. To
solve the dynamic pricing utility sub-problem, we propose a heuris-
tic algorithm named the dynamic pricing mapping algorithm. Since
the semi-infinite and non-differentiable nature of the ride-matching
utility sub-problem, we transform this sub-problem into an uncon-
strained problem by the exact penalty function method, and solve
it employing the particle swarm optimization algorithm. Our theo-
retical analysis demonstrates that PADP-RoD satisfies both εd-DP
and εd-identifiability, and extensive experiments on a real-world
dataset show that it can provide high-quality dynamic pricing and
ride-matching services.

Index Terms—Location privacy, ride-on-demand (RoD) services,
dynamic pricing utility, differential privacy, ride-matching utility.
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I. INTRODUCTION

OVER the past decade, we have witnessed a rapid growth of
ride-on-demand (RoD) services, such as Uber, Lyft, and

Didi. In the typical RoD service, drivers and riders (a.k.a. users)
can obtain location-based services, such as dynamic pricing
and ride-matching services, by sharing their locations with RoD
server. Particularly, the server returns ride-matching result (a.k.a.
ride-matching service) and trip fare to users after obtaining their
locations, where the fare is calculated by multiplying a dynamic
price multiplier (a.k.a. dynamic pricing service) with a fixed
normal price based on trip time and distance. Dynamic pricing is
a crucial service in RoD that adaptively balances supply (i.e., the
number of cars on the road) and demand (i.e., the number of rider
requests) by utilizing the price multiplier [1], [2], [3], [4], [5],
[6], [7]. For instance, higher price multipliers can entice more
drivers to offer rides (i.e., increase supply) and delay requests
from riders who are not in rush (i.e., reduce demand). Despite
the convenience, RoD services raise serious privacy issues since
the server can directly observe users’ real locations [8], [9], [10],
[11], [12], [13].

Many state-of-the-art privacy-preserving techniques [10],
[11], [14], [15], [16], [17], [18], [19], [20] have been pro-
posed to protect users’ location privacy through perturbation,
and could be broadly classified into two categories: local (or
user-centric) privacy-preserving techniques [10], [14], [15], [16]
and central privacy-preserving techniques [11], [17], [18]. The
central techniques depend on a trusted-third-party to perform
perturbation, whereas the local techniques involve the users
performing perturbation themselves. In reality, however, finding
the trusted-third-party is not easy as it may trade users’ privacy
for commercial interests and may also be vulnerable to malicious
attacks. For example, Facebook’s data breach scandal and Didi’s
excessive collection of users’ private information have spread
across social media platforms worldwide [21], [22], further erod-
ing trust in third-party and cloud servers. As a result, developing
a local privacy-preserving framework for RoD services becomes
crucial in protecting users’ location privacy.

Nevertheless, the perturbation can potentially affect the
supply-demand balance (i.e., the balance between the number
of drivers and riders) within the RoD service area, resulting in
poor quality of dynamic pricing service. For instance, riders from
the central business district (CBD) are obfuscated to residential
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Fig. 1. Motivation example: the ride-matching service is susceptible to the
impact of perturbations. (a) The optimal ride-matching result without per-
turbation is (D1, R2) and (D2, R1), where d(xD1

, xR2
) > d(xD1

, xR1
)

and d(xD2
, xR2

) > d(xD2
, xR1

). (b) The optimal ride-matching result after
perturbation is (D1, R1) and (D2, R2), where d(zD1

, zR2
) > d(zD1

, zR1
)

and d(zD2
, zR2

) > d(zD2
, zR1

).

areas during evening rush hours, leading to higher pricing in
the residential areas compared to the CBD vicinity. As a result,
more drivers are attracted to residential areas, despite the fact
that there is actually a greater demand for drivers near the
CBD during evening rush hours. Furthermore, the ride-matching
service is highly sensitive to perturbation as it relies on the
distance between drivers and riders [23], [24]. As shown in
Fig. 1, the perturbation leads to inaccuracies in the distance,
ultimately reducing the quality of ride-matching service.

Different from existing works, we focus on a perturbation-
based privacy-preserving framework for the RoD services
against an honest-but-curious server without involving any third-
party, and aim to provide users with high-quality dynamic pric-
ing and ride-matching services while protecting their location
privacy. To this end, we are faced with three challenges. The
first challenge is how to accurately measure the quality loss
of dynamic pricing and ride-matching services caused by local
perturbation? Due to perturbation being performed locally, it
is not feasible to directly observe the entire location dataset
after perturbation. Thus, it is not easy to accurately measure the
quality loss of services caused by perturbation in local scenarios.
The second challenge is how to provide users with high-quality
dynamic pricing and ride-matching services simultaneously?
Dynamic pricing and ride-sharing services are mutually influ-
ential, meaning that preserving the dynamic pricing service
may harm the ride-sharing service, and vice versa. Therefore,
designing a privacy-preserving framework based on perturbation
that offers both high-quality dynamic pricing and ride-matching
services is a complex task. The third challenge is how to achieve
a good trade-off between service quality and location privacy?
Achieving high-quality service and location privacy simultane-
ously is a conflicting goal, and greater perturbation often means
better privacy protection but more utility loss. As a result, it
is difficult to provide high-quality services while protecting
location privacy.

To address the challenges, we propose a pricing-aware
differentially private framework for RoD services, called PADP-
RoD. Specifically, to measure the quality loss of dynamic pricing

and ride-matching services caused by local perturbation, we
propose an adaptive supply and demand aware grid to adap-
tively divide the spatio-temporal region, and then put forward
a dynamic pricing utility metric and a ride-matching utility
metric based on the grid. After measuring the quality loss, the
shortcoming of failing to balance the quality of dynamic pricing
and ride-matching services and the location privacy is avoided
naturally through structuring a multi-objective minimization
problem, whose objective is to minimize the quality loss caused
by perturbation. To find the optimal balance between quality
and privacy, the multi-objective problem is decomposed into
dynamic pricing and ride-matching utility sub-problems, which
are solved by the dynamic pricing mapping algorithm and the
ride-matching mapping algorithm, respectively. We evaluate
PADP-RoD, through a comparison with some state-of-the-art,
based on a real-world event-log dataset. The experimental re-
sults show that PADP-RoD can provide high-quality dynamic
pricing and ride-matching services while defending against the
Bayesian inference attack. The main contributions of this paper
are summarized as follows:
� We propose a pricing-aware differentially private frame-

work for ride-on-demand services called PADP-RoD.
Through applying PADP-RoD, the RoD server can offer
high-quality dynamic pricing and ride-matching services
without observing users’ real locations.

� We propose an adaptive supply and demand aware grid
to adapt price multiplier changes. According to the grid,
the dynamic pricing and ride-matching utility metrics are
proposed to measure the quality loss of services caused by
local perturbation.

� Based on the newly proposed metrics, we formulate PADP-
RoD as a multi-objective minimization problem. Due to the
problem being multi-objective, we relax it into dynamic
pricing utility and ride-matching utility sub-problems and
propose the dynamic pricing mapping algorithm and the
ride-matching mapping algorithm to solve them, respec-
tively. Additionally, we prove that PADP-RoD meets both
εd-DP and εd-identifiability.

The rest of this paper is organized as follows. Section II
describes system model, adversary model, and design goals,
and then introduces two privacy notions including differential
privacy and identifiability. Sections III and IV present the de-
tails of PADP-RoD. We propose two utility metrics to measure
the utility losses caused by perturbation in Section III. Based
on the metrics, in Section IV, we formulate PADP-RoD as a
multi-objective optimization problem and propose an efficient
algorithm to solve it. We analyze the privacy protection, compu-
tational complexity, and limitations of PADP-RoD in Section V.
Section VI presents the performance evaluation and results of
PADP-RoD. Finally, we review related work in Section VII, and
conclude this paper in Section VIII.

II. MODELS AND PRELIMINARIES

A. System Model

As shown in Fig. 2, we consider the pricing-aware privacy-
preserving RoD services, and they involve privacy-conscious
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Fig. 2. Workflow of pricing-aware privacy-preserving RoD services.

TABLE I
KEY NOTATIONS AND PARAMETERS

drivers, privacy-conscious riders, and a semi-honest RoD
server. We consider the server to be semi-honest, that is, the
server honestly provides high-quality services for users (i.e.,
riders and drivers) but is curious about the users’ location pri-
vacy. Thus, the users perform locally the proposed privacy mech-
anism, PADP-RoD, to generate perturbed (or false) locations
and then share the perturbed locations instead of real locations
with the server for location-based services. Particularly, after
receiving these perturbed locations, the server returns the trip
fare and the ride-matching result (a.k.a. ride-matching service)
to users. The trip fare is the product of two items: a dynamic
price multiplier that is determined by current supply and demand
(a.k.a. dynamic pricing service), and a fixed normal price that
depends on trip time and geo-distance. Finally, according to
the achieved trip fare and ride-matching result, the users decide
whether to accept the services. The key parameters and notations
are listed in Table I, and the subscript of locations is removed
when distinguishing between the drivers’ and riders’ locations
is unnecessary.

B. Adversary Model

The adversary observes the perturbed locations output by the
PADP-RoD, and then launches a Bayesian inference attack [25],
[26] to disclose the real locations. Below, we give a detailed
definition of the Bayesian inference attack.

Definition 1 (Bayesian Inference Attack): We assume that
the adversary’s background knowledge is a prior probability
distribution AZ|X(z | x) and a victim’s profile pX(·). Given
the perturbed location z, the posterior probabilities of its real

version can be calculated by Bayes’ formula:

p(x | z) = AZ|X(z | x) · pX(x)∑
x∗∈L AZ|X(z | x∗) · pX(x∗)

, ∀x ∈ L. (1)

After obtaining the posterior probabilities, the real version of z
can be inferred by

x̂ = argmin
x∈L

p(x | z). (2)

C. Design Goals

Our goal is that the RoD server provides users with high-
quality dynamic pricing and ride-matching services while failing
to learn their real locations. To balance these conflicting goals,
PADP-RoD is formulated as the multi-objective optimization
problem:

maximize: Dynamic pricing and ride-matching utility,
subject to: Mapping mechanism AZ|X satisfies ε-DP.
To obtain the optimal mapping mechanism AZ|X , we need

to quantify the dynamic pricing and ride-matching utility losses
arising from perturbation and a specialized algorithm to solve
the formulated problem, which will be presented in Sections III
and IV.

D. Preliminaries

In this part, we detail two different privacy notions including
differential privacy [27] and identifiability [28]. Before intro-
ducing these privacy notions, we define neighboring locations.

Definition 2 (Neighboring Locations): Let the service area of
RoD includes a set of locations L arranged in M rows and N
columns. The location ∀x ∈ L is denote as (m,n), where m ∈
{1, . . . ,M} and n ∈ {1, . . . , N}. A pair of locations x, x′ ∈ L
are neighbors when they have a different element. For example,
a pair of locations x := (m,n) and x′ := (m,n′ �= n) (or x′ :=
(m′ �= m,n)) are neighbors, while locations x := (m,n) and
x′ := (m′ �= m,n′ �= n) are not.

DP is widely used to protect users’ location privacy by per-
turbing their real locations before uploading to the server [15],
[16], [29]. When any two neighbor locations have comparable
probabilities of perturbing to the same location through a ran-
domized mechanism, the mechanism satisfies DP and can be
defined as follows.

Definition 3 (Differential Privacy): Let the service area of
RoD includes a set of locations L. The mapping mechanism
AZ|X is said to be εd-differential privacy (εd-DP) for some εd ∈
R

+, if for any pair of neighboring locations ∀x, x′ ∈ L:

AZ|X(z | x) ≤ eεd · AZ|X(z | x′), ∀z ∈ L, (3)

where AZ|X(z | x) is the probability of perturbing x to z.
Identifiability [28] is defined based on the indistinguishability

between any two neighboring locations from a Bayesian view.
Particularly, any two neighboring locations in the dataset cannot
be distinguished from the posterior probabilities after observing
the perturbed location, which makes any users’ real location hard
to identify. Therefore, identifiability is widely used to defend
against Bayesian inference attack [25], [26], and its detailed
definition is given below.
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Definition 4 (Identifiability): Let the service area of RoD
includes a set of locations L. The mapping mechanism AZ|X
satisfies εi-identifiability for some εi ∈ R

+, if for any pair of
neighboring locations x, x′ ∈ L:

AX|Z(x | z) ≤ eεi · AX|Z(x′ | z), ∀z ∈ L, (4)

where AX|Z(x | z) is the posterior probability after observing
the perturbed location z.

III. DESIGN OF UTILITY LOSS METRICS

A. Adaptive Supply and Demand Aware Grid

The price multiplier is prone to sudden change near hotspots,
such as CBD (spatial dimension) and morning peak (temporal
dimension) [1], [2]. To adapt to the changes, we propose an
adaptive supply and demand aware grid, i.e., placing smaller
(or finer) cells near hotspots and dividing other regions (i.e.,
far from hotspots) into larger (or coarser) cells. In this way, we
can guarantee that the price multipliers within the same cell
are nearly identical, while those in adjacent cells are distinct.
To this end, we propose price multiplier elasticity to measure
the rate-of-change of price multiplier in spatial and temporal
dimensions, respectively. Then, based on the price multiplier
elasticity, we propose an adaptive supply and demand aware
discretization algorithm to divide the spatio-temporal region.

The price multiplier is determined by supply-demand rela-
tionship, which means that the price multiplier varies as the
supply-demand relationship changes. Thus, we define the price
multiplier elasticity as the absolute value of the slope of supply-
demand relationship, and its detailed definition is given below.

Definition 5 (Price Multiplier Elasticity in Spatial Dimen-
sion): Let the supply and demand functions be S(x, t) and
D(x, t), respectively. We formulate the supply-demand rela-
tionship as S(x, t)−D(x, t). Then, in the spatial dimension,
the price multiplier elasticity is defined as

ρs(x, t) =

∣∣∣∣∂S(x, t)∂x
− ∂D(x, t)

∂x

∣∣∣∣ . (5)

Definition 6 (Price Multiplier Elasticity in Temporal Dimen-
sion): Let S(x, t) is the supply function and D(x, t) is the
demand function. The supply-demand relationship is formulated
as S(x, t)−D(x, t). Then, in the temporal dimension, the price
multiplier elasticity is defined as

ρt(t) =

∣∣∣∣ ddt
∫
Ω

S(x, t)−D(x, t)dx

∣∣∣∣ . (6)

The price multiplier elasticity ρs(x, t) defined in Definition 5
will be greater if the location x is a hotspot during time t.
Similarly, if the time t is a hotspot, the price multiplier elasticity
ρt(t) defined in Definition 6 will be larger. Thus, the fine-grained
cells need to be placed near location x during time t when
ρs(x, t) is larger, and the spatial grid structure needs to be
re-adjusted during time t when ρt(t) is greater. Next, we detail
how to discretize spatio-temporal region based on the price
multiplier elasticity.

We adopt the CVDT structure [30] to discretize the spatial
region. Compared with the traditional grid structures, such as

Algorithm 1: Lloyd Algorithm for CVT.

uniform grid [31] and two-step grid [17], the CVDT grid adjusts
the grid size/structure adaptively according to the price multi-
plier elasticity ρs(x, t). Then, we give the definition of CVDT
and the commonly used construction algorithm below.

Definition 7 (Centroidal Voronoi Delaunay Triangulation):
Given a spatial service area Ω and a set of generators {li}gni=1 ⊂
Ω. We define the Voronoi region Vi corresponding to generator
li as

Vi = {l ∈ Ω | d(l, li) < d(l, lj), ∀j ∈ {1, . . . , gn}/{i}}, (7)

whered(l, ∗) denotes the geo-distance between locations l and ∗.
It could be seen from (7), the Voronoi region Vi ∩ Vj = ∅, ∀j �=
i and∪gni=1V i = Ω, i.e., {Vi}gni=1 is a tessellation ofΩ. We refer to
a Voronoi tessellation {(xi, Vi)}gni=1 ofΩ as a Centroidal Voronoi
Tessellation (CVT) if and only if for each generator li is the
centroid of its corresponding region Vi, i.e.,

li =

∫
Vi

l · ρs(l, t)dl∫
Vi

ρs(l, t)dl
, ∀i ∈ {1, . . . , gn}. (8)

The corresponding dual tessellation is the so-called CVDT.
As detailed in the Definition 7, the generators are pulled

around the locations where price multiplier elasticity ρs(x, t)
is larger (i.e., hotspots in the spatial dimension), resulting in
the division into finer cells around the hotspots. The Lloyd
algorithm used to construct CVDT is presented in Algorithm 1.
We use initialization generators {li}gni=1 as the starting point
of the next iterator (line 1). At each iteration, we construct the
Voronoi tessellation {Vi}gni=1 according to the generators {li}gni=1

(line 3), then calculate the centroid of each Voronoi according
to (8) (line 4), and finally use these centroids as new generators
(line 6). After many iterations, we can obtain CVT of the spatial
region (i.e., {li, Vi}gni=1) when the centroids of {Vi}gni=1 are no
longer moves (line 5). The dual tessellation of {li, Vi}gni=1 is the
CVDT of spatial region.

We adopt the dichotomy strategy [11] to discretize the tem-
poral region. In each refinement iteration, we mark the cells
with larger price multiplier elasticity ρt(t), and then subdivide
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Algorithm 2: Adaptive Supply and Demand Aware Dis-
cretization Algorithm.

each marked cell into two equal-sized cells. After the above
discussion, we propose an adaptive supply and demand aware
discretization algorithm that combines CVDT structure and
dichotomy strategy as presented in Algorithm 2. Particularly, we
place a uniform grid in the temporal region [0, 24× 60 minutes]
(line 1). At each iteration step in the temporal dimension (lines 2
to 6), we calculate the price multiplier elasticity of each temporal
cell by

∫ ti+1

ti
ρt(t)dt (temporal cell is defined as (ti, ti+1), ∀ti ∈

T ) (line 3), then mark the top refper · (|T |+ 1) temporal cells
of price multiplier elasticity as needing to be refined (line 4),
and finally bisect each marked cell (line 5). After ref itera-
tions, we can obtain an adaptive temporal discretization grid
T = {t1, t2, . . .}. According to the obtained temporal gridT , we
re-discretize the spatial region at time ∀ti ∈ T by Algorithm 1
(lines 7 to 10), and obtain an adaptive supply and demand aware
grid G = {Di | ∀ti ∈ T}.

B. Dynamic Pricing Utility Metric

In the local scenario, the utility loss caused by perturbation
cannot be measured from the dataset-level viewpoint, because
the perturbation is performed locally and the location dataset
cannot be completely observed. Thus, we propose the dynamic
pricing utility metric based on the gridG from the user-level per-
spective to measure the dynamic pricing utility loss arising from
local perturbation. Particularly, we can preserve the dynamic
pricing utility by maintaining the supply-demand relationship
within each cell. As illustrated in Fig. 3, the dynamic pricing
utility is maintained when perturbation occurs within the same
cell, meaning that the real location and its perturbed version
are in the same cell. Conversely, if the perturbation causes the
real location to be moved to different cells, the dynamic pricing
utility can be undermined. This approach is practical in the local
scenario since perturbation occurring within a cell does not alter
the supply-demand relationship within that particular cell. After

Fig. 3. An intuitive example of measuring the dynamic pricing utility. Per-
turbation occurring within the same cell results in higher dynamic pricing
utility, whereas perturbation that moves real locations to other cells leads to
lower dynamic pricing utility. Additionally, when the dynamic pricing utility is
preserved, perturbation still leads to inaccurate geo-distance between the driver’s
location and the rider’s location.

the discussion above, we will give a detailed definition of the
dynamic pricing utility metric below.

Definition 8 (Dynamic Pricing Utility Metric): Let ∀x ∈ L
(or ∀z ∈ L) is the real (or perturbed) location, AZ|X(z | x) is
a randomized obfuscation mechanism of perturbing x to z, and
G = {Di | ∀ti ∈ T} is the adaptive supply and demand aware
grid. Given time (ti, ti+1), the dynamic pricing utility metric is
defined as

Pri(AZ|X) :=
∑
x,z∈L

pX(x) · AZ|X(z | x) · 1Di(z) �=Di(x). (9)

The indicator function 1Di(z) �=Di(x) is formulated as

1Di(z) �=Di(x) =

{
1 if Di(z) �= Di(x)

0 if Di(z) = Di(x)
, (10)

where Di(∗) returns the cell of location ∗ in the grid Di

during (ti, ti+1). For example, Di(∗) = Ci
j (Ci

j ∈ Di) means
that the location ∗ is located in the spatial cell Ci

j = (m,n)
(m ∈ {1, . . . ,M}, n ∈ {1, . . . , N}) during (ti, ti+1).

Definition 8 shows that a larger dynamic pricing utility metric
means a more serious utility loss. Therefore, we can preserve dy-
namic pricing utility by minimizing the dynamic pricing utility
metric given the privacy constraint. That said, the RoD server can
provide users with high-quality dynamic pricing service without
observing the users’ real locations.

C. Ride-Matching Utility Metric

The ride-matching service is critical to the RoD service [32],
but perturbation leads to worse ride-matching utility. This is
because there are notable discrepancies in the geo-distance
between perturbed locations when compared to the geo-distance
between real locations, i.e., d(zR, zD) �= d(xR, xD). Further-
more, as shown in Fig. 3, perturbation occurring within the same
cell can maintain dynamic pricing utility, but cannot guarantee
that the geo-distance between perturbed locations is approxi-
mately equal to the geo-distance between their real locations.
As a result, the ride-matching utility cannot sufficiently be
preserved only by maintaining dynamic pricing utility.
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Fig. 4. An intuitive example of calculating the expected travel distance, where
L is formed by two rectangles of equal size (i.e., |L| = 2). The expected travel
distance between perturbed locations zR and zD (i.e., d∗(zR, zD)) is the
sum of four parts: zR ← x1,R−−x1,D → zD , zR ← x1,R−−x2,D → zD ,
zR ← x2,R−−x1,D → zD , and zR ← x2,R−−x2,D → zD , where zR ←
x1,R−−x1,D → zD denotes d(zR, zD) = d(x1,R, x1,D) with probability
pX(x1,R)×A(zR | x1,R)× pX(x1,D)×A(zD | x1,D).

Before giving a definition of ride-matching utility metric, we
estimate the geo-distance between real locations by the expected
travel distance between perturbed locations. As shown in Fig. 4,
the geo-distance d(xR, xD) can be estimated by the expected
travel distance d∗(zR, zD), where d∗(zR, zD) is the sum of four
parts: zR ← x1,R−−x1,D → zD, zR ← x1,R−−x2,D → zD,
zR ← x2,R−−x1,D → zD, and zR ← x2,R−−x2,D → zD. To
illustrate the four parts, we will use zR ← x1,R−−x1,D → zD
as a case. According to the mapping mechanism AZ|X
and the probability pX(x1,R) (pX(x1,R) can be inferred
from historical location data), we know that the real
version of perturbed location zR is x1,R with probability
pX(x1,R)×A(zR | x1,R). Similarly, the real version of per-
turbed location zD is x1,D with probability pX(x1,D)×A(zD |
x1,D). Thus, d(zR, zD) = d(x1,R, x1,D) with probability
pX(x1,R)× pX(x1,D)×A(zR | x1,R)×A(zD | x1,D), that
is, zR ← x1,R−−x1,D → zD := pX(x1,R)× pX(x1,D)×
A(zR | x1,R)×A(zD | x1,D)× d(x1,R, x1,D). Similar for
other parts, we have d∗(zR, zD) =

∑
xD,xR∈L pX(xR)×

pX(xD)×A(zR | xR)×A(zD | xD)× d(xR, xD). Then,
the detailed definition of the expected travel distance is given
below.

Definition 9 (Expected Travel Distance): Let ∀zD ∈ L (or
∀zR ∈ L) is the driver’s (or rider’s) perturbed location, andxD ∈
L (or xR ∈ L) is the real version of perturbed location zD (or
zR). Given the mapping mechanismAZ|X and the profile pX(·),
the expected travel distance between zD and zR is defined as

d∗(zD, zR) =
∑

xD,xR∈L
{pX(xD) · pX(xR)

×AZ|X(zD | xD) · AZ|X(zR | xR) · d(xD, xR)
}
, (11)

where d(xD, xR) is the geo-distance between real locations xD

and xR.
The expected travel distance d∗(·) can be calculated di-

rectly by the RoD server and used instead of d(·) in the
ride-matching service. However, relying on the expected travel
distance d∗(zD, zR) to estimate the geo-distance d(xD, xR)
is insufficiently accurate, i.e., |d(xD, xR)− d∗(zD, zR)| � 0.
To this end, we adopt the error |d(xD, xR)− d∗(zD, zR)| to
measure ride-matching utility loss caused by perturbation, and
its detailed definition is given below.

Definition 10 (Ride-Matching Utility Metric (RMUM)): Let
∀xD ∈ L (its perturbed version is zD ∈ L) is the driver’s real
location and ∀xR ∈ L (its perturbed version is zR ∈ L) is the
rider’s real location. Then, the ride-matching utility metric is
defined as

Dis(AZ|X) :=
∑

xD,xR∈L
|d(xD, xR)− d∗(zD, zR)| , (12)

where d(·) is the geo-distance and the expected travel distance
d∗(·) is defined in Definition 9.

Definition 10 shows that a larger ride-matching utility metric
means a serious utility loss. Thus, the ride-matching utility can
be preserved by minimizing the ride-matching utility metric
given the privacy constraint. That said, although the RoD server
only observes the perturbed locations, it still provides users with
high-quality ride-matching service.

IV. PRICING-AWARE MAPPING MECHANISM

Powered by the proposed dynamic pricing (detailed in Def-
inition 8) and ride-matching (detailed in Definition 10) utility
metrics, PADP-RoD is formulated as a muti-object optimization
problem (O), minimizing utility losses under the constraint
of differential privacy (detailed in Section IV-A). In this way,
the RoD server can provide high-quality dynamic pricing and
ride-matching services while protecting location data privacy.
To this end, we solve the problem (O) in Section IV-B, finding
the optimal privacy mapping mechanism. Specifically, as shown
in Fig. 5, we obtain high-quality dynamic pricing service by
ensuring perturbation occurs within the same cell (i.e., the pri-
vacy mapping mechanism BY |X ), and then achieve high-quality
ride-matching service while maintaining the quality of dynamic
pricing service by adjusting the perturbed locations within the
same cells (i.e., the privacy mapping mechanism CZ|Y ). With
this idea, the multi-objective optimization problem (O) over the
mapping mechanismAZ|X is relaxed to two single-objective op-
timization problems (Od) (which over the mapping mechanism
BY |X ) and (Or) (which over the mapping mechanism CZ|Y ),
respectively. Finally, as detailed in Sections IV-B1 and IV-B2,
we employ the proposed dynamic pricing mapping algorithm
and ride-matching mapping algorithm to solve problems (Od)
and (Or), respectively.

A. Problem Formulation

Intuitively, the better privacy the users need, the less utility
they receive, and vice versa. Thus, we formulate the muti-
objective optimization problem given in Section II-C as

(O) : minimize
AZ|X(z|x)

(
Pri(AZ|X), Dis(AZ|X)

)
, (13a)

subject to
AZ|X(z | x) ≤ eεd · AZ|X(z | x′),
∀x, x′ : x ∼ x′, z ∈ L, (13b)

∑
z∈L
AZ|X(z | x) = 1, ∀x ∈ L, (13c)

AZ|X(z | x) ≥ 0, ∀x, z ∈ L, (13d)
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Fig. 5. The workflow of PADP-RoD. The dynamic pricing mapping mechanism BY |X ensures that perturbation occurs in the same cell (i.e., the driver’s real
location and its perturbed version are in the same cell), and the ride-matching mapping mechanism CZ|Y only adjusts the users’ locations within the same cell. In
this way, we can preserve both the dynamic pricing utility and the ride-matching utility.

Algorithm 3: Dynamic Pricing Mapping Algorithm.

where εd represents the privacy budget, and the mapping mecha-
nismAZ|X is |L| × |L|-dimension matrix. Then, we can obtain
an optimal local mapping mechanism AZ|X(z | x) by solving
the problem (O). Particularly, PADP-RoD works in a user-
centric manner, i.e., PADP-RoD perturbs the real location x
to the perturbed location z locally according to the mapping
mechanism AZ|X(z | x).

B. Optimizing the Formulated Problem

The problem (O) is a multi-objective optimization, thus solv-
ing it directly and efficiently is prohibitive. With this concern, we
relax the problem (O) into two single-objective optimizations
and then solve them respectively. Particularly, we break the map-
ping mechanism AZ|X(z | x) into two concatenated stages by

AZ|X(z | x) =
∑
y∈L
CZ|Y (z | y) · BY |X(y | x), (14)

where BY |X(y | x) is the dynamic pricing mapping mechanism
andCZ|Y (z | y) denotes the ride-matching mapping mechanism.
As shown in Fig. 5, we preserve dynamic pricing utility by the
mapping mechanismBY |X (perturbation occurs within the same
cell), and then preserve the ride-matching utility while main-
taining dynamic pricing utility by the mapping mechanism CZ|Y
(adjust the users’ locations within the same cell). According to
this idea, we relax the problem (O) into a dynamic pricing utility
sub-problem (Od) and a ride-matching utility sub-problem
(Or), where the optimization over BY |X is sub-problem (Od)
and the optimization overCZ|Y givenBY |X is sub-problem (Or).

The mapping mechanisms BY |X and CZ|Y are indispens-
able to preserve both dynamic pricing and ride-matching util-
ity. We can obtain minimal dynamic pricing utility loss, i.e.,
argminPri(BY |X), by solving the sub-problem (Od). Then,
we take pri(CZ|Y ) ≤ argminPri(BY |X) + Φ as a constraint
of sub-problem (Or) to maintain dynamic pricing utility, where
Φ is the upper bound of dynamic pricing utility loss caused by
CZ|Y . When nothing is known about argminPri(BY |X), we
cannot give an appropriate dynamic pricing utility loss constraint
of sub-problem (Or).

1) Dynamic Pricing Utility Sub-Problem: The dynamic pric-
ing utility sub-problem is formulated as,

(Od) : minimize
BY |X(y|x)

∑
x,y∈L

pX(x) · BY |X(y | x) · 1Di(y) �=Di(x),

(15a)

subject to
BY |X(y | x) ≤ eεd · BY |X(y | x′),
∀x, x′ : x ∼ x′, y ∈ L, (15b)∑
y∈L
BY |X(y | x) = 1, ∀x ∈ L, (15c)

BY |X(y | x) ≥ 0, ∀x, y ∈ L, (15d)

where the mapping mechanism BY |X is |L| × |L|-dimension
matrix.

Since pX(x) · BY |X(y | x) = BX,Y (x, y) = pY (y) · BX|Y
(x | y), we have∑

x,y∈L
pX(x) · BY |X(y | x) · 1Di(y) �=Di(x)

=
∑
x,y∈L

pY (y) · BX|Y (x | y) · 1Di(y) �=Di(x). (16)

Authorized licensed use limited to: Tsinghua University. Downloaded on December 23,2025 at 10:09:47 UTC from IEEE Xplore.  Restrictions apply. 



3504 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 22, NO. 4, JULY/AUGUST 2025

We know from [33, Theorem 1] that DP and identifiability
(defined in Definition 4) imply each other, i.e., if the map-
ping mechanism BY |X satisfies εd-DP then it also satisfies
εd-identifiability; similarly if the mapping mechanismBY |X sat-
isfies εd-identifiability then it also satisfies εd-DP. Therefore, the
constraint of εd-DP, i.e., (15b), could be equivalently replaced
by the constraint of εd-identifiability, i.e.,

BX|Y (x | y) ≤ eεd · BX|Y (x′ | y), ∀x, x′ : x ∼ x′, y ∈ L.
(17)

In summary, we convert the sub-problem (Od) to its equivalent
form (O1

d), i.e.,

(O1
d) : minimize

BX|Y ,pY

∑
x,y∈L

pY (y) · BX|Y (x | y) · 1Di(y) �=Di(x),

(18a)

subject to
BX|Y (x | y) ≤ eεd · BX|Y (x′ | y),
∀x, x′ : x ∼ x′, y ∈ L, (18b)

∑
x∈L
BX|Y (x | y) = 1, ∀y ∈ L, (18c)

BX|Y (x | y) ≥ 0, ∀x, y ∈ L, (18d)∑
y∈L

pY (y) = 1, (18e)

pY (y) ≥ 0, ∀y ∈ L. (18f)

From [28, Lemma 1], we know that the optimal solution of
problem (O1

d) for any fixed y ∈ L is

BX|Y (x | y) = e−εd·1Di(y) �=Di(x)

(1 + (|L| − 1) · e−εd)2 , ∀x ∈ L. (19)

Eq. (19) shows that we assign larger probability to BX|Y (x |
y) with Di(x) = Di(y), and smaller probability to BX|Y (x | y)
with Di(x) �= Di(y). Due to the fact that

BX|Y (x | y) = BX,Y (x, y)

pY (y)
=
BY |X(y | x) · pX(x)

pY (y)
, (20)

we can obtain the optimal solution of sub-problem (Od), i.e.,

BY |X(y | x) = pY (y) · e−εd·1Di(y) �=Di(x)

pX(x) · (1 + (|L| − 1) · e−εd)2 , ∀x, y ∈ L,
(21)

where the probability pY (y) is unknown.
According to the above discussion, to obtain the mapping

mechanism BY |X , we propose a dynamic pricing mapping al-
gorithm as presented in Algorithm 3. We start with an initial
mechanism, i.e., the uniform mapping mechanism

BY |X(y | x) =

⎛⎜⎜⎝
1/|L| · · · 1/|L|

...
. . .

...

1/|L| · · · 1/|L|

⎞⎟⎟⎠
|L|∗|L|

. (22)

Then, we iterate the following three steps in order:

Algorithm 4: Ride-Matching Mapping Algorithm.

1) Fixing the mapping mechanism BY |X , the probability
pY (y) is calculated by

pY (y) =
∑
x∈L

pX(x) · BY |X(y | x), ∀y ∈ L. (23)

2) After obtaining the probability pY (y), the mapping mech-
anism BY |X(y | x) is updated by (21).

3) We normalize the mapping mechanism BY |X(y | x) by

BY |X(y | x) = BY |X(y | x)∑
y∗∈L BY |X(y∗ | x) , ∀x, y ∈ L. (24)

Through iterating these steps, the (15a) will be minimized and
so does the dynamic pricing utility loss.

2) Ride-Matching Utility Sub-Problem: The ride-matching
utility sub-problem (Or) is formulated as,

(Or) : minimize
CZ|Y (z|y)

∑
yD,yR∈L

|d(yD, yR)− d∗(zD, zR)| , (25a)

subject to
CZ|Y (z | y) ≤ eεd/2 · CZ|Y (z | y′),
∀y, y′ : y ∼ y′, z ∈ L, (25b)
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Algorithm 5: PSO for Solving minCZ|Y P (CZ|Y , δ).

Pri(CZ|Y ) ≤ argminPri(BY |X) + Φ,
(25c)∑

z∈L
CZ|Y (z | y) = 1, ∀y ∈ L, (25d)

CZ|Y (z | y) ≥ 0, ∀y, z ∈ L, (25e)

where the mapping mechanism CZ|Y is |L| × |L|-dimension
matrix.

Given the ride-utility mapping mechanism CZ|Y and the
profile pY (y), we re-formulate the expected travel distance
d∗(zD, zR) (defined in Definition 9) as

d∗(zD, zR) =
∑

yD,yR∈L
{pY (yD) · pY (yR)

×CZ|Y (zD | yD) · CZ|Y (zR | yR) · d(yD, yR)
}
. (26)

We limit the dynamic pricing utility loss arising from
the mapping mechanism CZ|Y by constraint (25c), where
argminPri(BY |X) represents the minimal dynamic pricing
utility loss caused by BY |X (obtain by solving the sub-problem

(Od)) andΦ is the upper bound of dynamic pricing utility caused
by CZ|Y .

We employ the exact penalty function method [34] to trans-
form the sub-problem (Or) into an unconstrained optimization,
because (Or) is semi-infinite programming [35] and hard to
solve directly. With the proper selection of the penalty factor,
the optimal solution of the exact penalty function converges to
the optimal solution of the original problem. Next, we give a
detailed definition of the l1-penalty function, a commonly used
exact penalty function, of sub-problem (Or).

Definition 11 (l1-penalty function): The l1-penalty function
of problem (Or) is formulated as

P (CZ|Y (z | y), δ) =
∑

yD,yR∈L
|d(yD, yR)− d∗(zD, zR)|

+ δ ·
⎧⎨⎩∑

y∈L
|H(y)|+

∑
y,y′:y∼y′,z∈L

G(y, y′, z)

+
∑
y,z∈L

I(y, z) +K(CZ|Y ,Φ)
⎫⎬⎭ , (27)

where the constant δ > 0 is the penalty factor, and the penalty
termsH(y), G(y, y′, z), I(y, z) are formulated as

H(y) =
∑
z∈L
CZ|Y (z | y)− 1, (28)

G(y, y′, z) = max
{
CZ|Y (z | y)− eεd · CZ|Y (z | y′), 0

}
,

(29)

I(y, z) = max
{−CZ|Y (z | y), 0} , (30)

K (CZ|Y ,Φ) = max
{
Pri(CZ|Y )

− argminPri
(BY |X)− Φ, 0

}
. (31)

We can obtain the mapping mechanism CZ|Y by solving
optimization problemminCZ|Y P (CZ|Y , δ)when given a suitable
penalty factor δ. However, gradient-based optimization algo-
rithms cannot be used to solve the problem minCZ|Y P (CZ|Y , δ)
because the function P (CZ|Y , δ) is non-differentiable caused by
(29)–(31). Therefore, we adopt Particle Swarm Optimization
(PSO) [36], a popular swarm-based algorithm, to solve the
problem minCZ|Y P (CZ|Y , δ). After the above discussion, we
propose the ride-matching mapping algorithm that combines the
l1-penalty function method and PSO to solve the problem (Or).

Referring to Algorithm 4, we present the details of the ride-
matching mapping algorithm. We randomly initializeS particles
(lines 1 to 4), which fly in a |L| × |L|-dimension search space to
seek an optimal solution. Particularly, the 0-th swarm containsS
particles, where each particle has a velocity matrix V 0,k, ∀k ∈
[1, S] (velocity of k-th particle in the 0-th swarm) and a position
matrix C0,kZ|Y , ∀k ∈ [1, S] (position of k-th particle in the 0-th

swarm). Each position C0,kZ|Y , a solution candidate of the problem
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(Or), is initialized as

C0,kZ|Y =

⎛⎜⎜⎝
c0,k1,1 · · · c0,k1,|L|

...
. . .

...

c0,k|L|,1 · · · c0,k|L|,|L|

⎞⎟⎟⎠
|L|×|L|,

∀k ∈ [1, S], (32)

where ∀c0,km,n ∈ C0,kZ|Y drawn from uniform distribution U(0, 1).

Then, C0,kZ|Y is normalized by

c0,km,n ←
c0,km,n∑

∀n∈[1,|L|] c
0,k
m,n

, ∀m,n ∈ [1, |L|]. (33)

Similarly, velocity V 0,k is the moving velocity of position C0,kZ|Y
and is initialized as

V 0,k =

⎛⎜⎜⎝
v0,k1,1 · · · v0,k1,|L|

...
. . .

...

v0,k|L|,1 · · · v0,k|L|,|L|

⎞⎟⎟⎠
|L|×|L|,

∀k ∈ [1, S], (34)

where ∀v0,km,n ∈ V 0,k drawn from uniform distribution
U(0, 0.1). Additionally, we also find the best position Gbest0

from 0-th swarm, i.e., the optimal solution of problem (Or)
in the 0-th swarm (lines 5 to 10). At each step in the iteration,
we increase the penalty coefficient δ according to δ = ρ · δ
(line 15), then solve the problem minCZ|Y P (CZ|Y , δ) by

PSO given the current swarm (i.e., {Cj,1Z|Y , . . . , Cj,SZ|Y } and

{V j,1, . . . , V j,S}) as shown in Algorithm 5 (line 16), and
finally assign the best position Gbestj+1 (the optimal solution
candidate of problem (Or) in the j + 1-th swarm) returned by
Algorithm 5 to the mapping mechanism CZ|Y (line 17). After
iterating these steps until convergence (line 14), we obtain
the optimal ride-matching mapping mechanism CZ|Y and the
ride-matching utility loss will be minimized.

When the penalty factor δ is fixed, the problem
minCZ|Y P (CZ|Y , δ) can be solved by PSO as presented in

Algorithm 5. Given an input swarm {C0,1Z|Y , . . . , C0,SZ|Y } and

{V 0,1, . . . , V 0,S}, we initialize the best-known position of each
particle (the optimal solution candidate of each particle) to
its initial position (lines 1 to 3), i.e., Pbestk (the best-known
position of k-th particle), and find the best-known position of the
swarm (lines 4 to 9), i.e., Gbest (the optimal solution candidate
in the swarm). At each step in the iteration, we update the
position and velocity of each particle (lines 13 to 14) by

vj+1,k
m,n = vj,km,n + d1 · r1 · (pbestkm,n − cj,km,n) + d2 · r2

× (
gbestkm,n − cj,km,n

)
, ∀m,n ∈ [1, |L|], (35)

cj+1,k
m,n = cj,km,n + vj+1,k

m,n , ∀m,n ∈ [1, |L|], (36)

where r1, r2 are drawn from the uniform distribution U(0, 1),
and the subscripts of pbestkm,n ∈ Pbestk, gbestkm,n ∈ Gbestk

are defined similarly to cj,km,n ∈ Cj,kZ|Y . Next, we update the
best-known position of each particle (lines 15 to 17), i.e.,
Pbestk, ∀k ∈ [1, S], and then update the best-known position
of the swarm (lines 18 to 20), i.e., Gbest. Through iterating

these steps, the l1-penalty function will be minimized and re-
turn the optimal swarm, i.e., Gbest, {Pbest1, . . . , P bestS},
{V MNI,1, . . . , V MNI,S}.

V. THEORETICAL ANALYSIS

A. Privacy Analysis

In this part, we prove that PADP-RoD satisfies εd-DP and
εd-identifiability, and their detailed theorems are given below.

Theorem 1: Let εd ≥ 0. Given the dynamic pricing mapping
mechanism BY |X satisfies εd-DP. We have PADP-RoD satisfies
εd-DP for any ride-matching mapping mechanism CZ|Y .

Proof: Because AZ|X(z | x) = ∑
y∈L CZ|Y (z | y) · BY |X

(y | x), we have

AZ|X(z | x)
AZ|X(z | x′) =

∑
y∈L CZ|Y (z | y) · BY |X(y | x)∑
y∈L CZ|Y (z | y) · BY |X(y | x′) , (37)

where locations x and x′ are neighbors. Since the mechanism
BY |X satisfies εd-DP, we have

BY |X(y | x)
BY |X(y | x′) ≤ eεd , ∀x, x′ : x ∼ x′, y ∈ L. (38)

Thus, we have∑
y∈L CZ|Y (z | y) · BY |X(y | x)∑
y∈L CZ|Y (z | y) · BY |X(y | x′) (39)

≤
∑

y∈L CZ|Y (z | y) · eεd · BY |X(y | x′)∑
y∈L CZ|Y (z | y) · BY |X(y | x′) , (40)

= eεd . (41)

In summary, we have

AZ|X(z | x)
AZ|X(z | x′) ≤ eεd , ∀x, x′ : x ∼ x′, z ∈ L. (42)

That is, the local mapping mechanism AZ|X satisfies εd-DP. �
Theorem 2: Let εd ≥ 0. Given the ride-matching mapping

mechanism CZ|Y satisfies εd/2-DP. We have PADP-RoD satis-
fies εd-DP for any dynamic pricing mapping mechanism BY |X .

Proof: Because AZ|X(z | x) = ∑
y∈L CZ|Y (z | y) ·

BY |X(y | x), we have

AZ|X(z | x)
AZ|X(z | x′) =

∑
y∈L CZ|Y (z | y) · BY |X(y | x)∑
y∈L CZ|Y (z | y) · BY |X(y | x′) , (43)

where locations x and x′ are neighbors. Since the mechanism
CZ|Y satisfies εd/2-DP, we have

CZ|Y (z | y) ≤ eεd/2 · CZ|Y (z | y′), ∀y, y′ : y ∼ y′, z ∈ L,
(44)

e−εd/2 · CZ|Y (z | y′) ≤ CZ|Y (z | y), ∀y, y′ : y ∼ y′, z ∈ L.
(45)

According to (44) and (45), we have

AZ|X(z | x)
AZ|X(z | x′) ≤

∑
y∈L e

εd/2 · CZ|Y (z | y′) · BY |X(y | x)∑
y∈L e−εd/2 · CZ|Y (z | y′) · BY |X(y | x′) ,

(46)
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= eεd ×
∑

y∈L BY |X(y | x)∑
y∈L BY |X(y | x′) , (47)

(a)
= eεd , (48)

where (a) follows the fact that
∑

y∈L BY |X(y | x) = 1 =
BY |X(y | x′). In summary, the local mapping mechanismAZ|X
satisfies εd-DP. �

Theorem 3: The proposed PADP-RoD satisfies both εd-DP
and εd-identifiability.

Proof: The DP constraints of sub-problems (Od) and (Or),
i.e., constraints (15b) and (25b), guarantee that the dynamic
pricing mapping mechanism BY |X and the ride-matching map-
ping mechanismCZ|Y satisfies εd-DP and εd/2-DP, respectively.
Thus, the local mapping mechanism AZ|X satisfies εd-DP ac-
cording to the Theorems 1 and 2. Besides, it is known from [33,
Theorem 1] that if the mechanism AZ|X satisfies εd-DP then
it also satisfies εd-identifiability. In summary, the mechanism
AZ|X satisfies both εd-DP and εd-identifiability. �

B. Computational Complexity and Limitations

The computational complexity of PADP-RoD is composed
of two parts: the discretization of spatio-temporal region (i.e.,
obtain the adaptive supply and demand aware grid) and the
solution of problem (O) (i.e., solve the dynamic pricing and
ride-matching sub-problems). The complexity of obtaining the
grid G is O(|T | × |L|), where |T | = (refper)

ref−1 · |To| and
To is an initialized temporal grid. Particularly, the complexity of
CVT strategy (i.e., Algorithm 1) isO(|L|) and the complexity of
dichotomy strategy (i.e., lines 2 to 6in Algorithm 2) is formulated
as

O (|To| · log |To|+ refper · |To| · log(refper · |To|)
+ · · ·+ (refper)

ref−1 · |To| · log((refper)ref−1 · |To|)
)

≈ O (|To| × (log |To|+ 1)) . (49)

Because the spatial region is re-discretize at time ∀ti ∈ T by
CVT strategy (lines 7 to 11 in Algorithm 2), the complexity of
obtaining the grid G is O(|To| × (log |To|+ 1) + |T | × |L|) ≈
O(|T | × |L|).

The complexity of solving the sub-problems (Od) and (Or)
are O(|L| × |L|) and O(S × |L|), respectively. Particularly, the
complexity of solving the sub-problem (Or)mainly comes from
Algorithm 5 (line 16 in Algorithm 4) because Algorithm 4 tends
to converge within a few iterations. Since the complexity of
Algorithm 5 isO(S × |L|), the complexity of obtaining the map-
ping mechanismCZ|Y isO(S × |L|). After the above discussion,
the complexity of PADP-RoD is O((|T |+ |L|+ S)× |L|), and
can be simplified to O(|L| × |L|) when |L| � |T |+ S. We
can obtain the local mapping mechanism AZ|X in the pre-
computation process, and then efficiently perturb users’ real
location locally.

We demonstrate that the PADP-RoD can protect users’ lo-
cation data privacy (by Theorems 1, 2, and 3) while providing
high-quality dynamic pricing and ride-matching services (by
experimental results). However, there are still two limitations

that could be addressed in future research. The first limitation
is the lack of theory analysis regarding the bounds of dynamic
pricing and ride-matching utility. Second, we propose the dy-
namic pricing utility metric from a local perspective, measuring
the local utility loss caused by perturbation. For the second
limitation, we will explore how to measure the global utility
loss of dynamic pricing in the local scenario, even though this
may be challenging.

VI. PERFORMANCE EVALUATION

In this section, we evaluate the utility (i.e., dynamic pricing
utility and ride-matching utility) and location privacy of PADP-
RoD on the real-world event-log dataset from an RoD service.

A. Experimental Setup

All experiments are conducted using the same dataset and
implementation environment. The simulations are implemented
in Python and performed on a laptop with an Intel Core i7-8750H
2.20 GHz processor and 16GB RAM.

1) Dataset: The real-world event-log dataset is collected
from Shenzhou UCar,1 one of the major RoD service providers in
China. Our dataset contains 14,587,353 entries in the complete
4 months from Aug to Nov 2016in Beijing, and all entries
are properly anonymized. Each entry corresponds to a single
event and includes the Event_time, Event_boarding_location
(longitude and latitude), Event_arriving_location (longitude
and latitude), Estimated_fare, and Price_multiplier. We find
that the Shenzhou UCar sets the lower and upper bounds for the
price multiplier (1.0 and 1.6), and all possible multipliers are
1.0, 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6. Table II shows two sampled
entries in our event-log dataset. Besides, we also collected the
GPS locations of drivers during the same period from Shenzhou
UCar. Each record includes the Record_time, Driver_ID, Lon,
and Lat. Table III shows two sampled GPS records in the GPS
dataset.

2) Baselines: We evaluate PADP-RoD by comparing it with
three literature works, i.e., Dif-Dis [16], MAL-Geo-I [37], and
Laplace [29]. Next, we briefly introduce these works.
� Dif-Dis [16]: Dif-Dis provides high-quality ride-matching

service for drivers while protecting their location pri-
vacy with geo-indistinguishability [29] and distortion pri-
vacy. Particularly, Dif-Dis uses the average travel distance,
which is calculated based on the rider’s real location,
the driver’s perturbed location, and the mapping mecha-
nism, to estimate the real geo-distance. Then, Dif-Dis is
formulated as the single-objective optimization problem
that minimizes the average travel distance given the geo-
indistinguishability and distortion privacy constraints.

� MAL-Geo-I [37]: MAL-Geo-I aims to minimize the aver-
age loss while providing location privacy protection that
satisfies geo-indistinguishability [29].

� Laplace [29]: Laplace adds quantitative Laplace noise
to the real location so that it critically satisfies geo-
indistinguishability [29]. The obfuscation probabilities are

1[Online]. Available: http://www.10101111.com
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TABLE II
SAMPLE ENTRIES IN OUR EVENT-LOG DATASET

TABLE III
SAMPLE RECORDS IN OUR GPS DATASET

formulated as

AZ|X(z | x) ∝ e−εd·
d(x,z)
D(L) , (50)

where D(L) represents the maximum geo-distance be-
tween locations in L.

3) Metrics: We evaluate PADP-RoD from the following four
aspects: the adaptive supply and demand aware grid, the dynamic
pricing utility, the ride-matching utility, and the location privacy.

Adaptive Supply and Demand Aware Grid: Average Price
Multiplier Error (APME) is utilized to measure the quality of
grids, and can be formulated as

APME =

√∑
li,tj∈Dreal

(m(li, tj)− Em(G(li, tj)))
2

|Dreal| , (51)

where m(li, tj) represents the price multiplier at (li, tj),
G(li, tj) returns the cell (e.g., cell Ck

n) where (li, tj) is located,
and Em(∗) is the average price multiplier on the cell Ck

n.
Obviously, the lower APME, the better the grid quality.

Dynamic Pricing Utility: The price multiplier is determined
by the current supply-demand relationship. Thus, we adopt Av-
erage Supply-Demand Relationship Error (ASDRE) to measure
the dynamic pricing utility, and its detailed definition is given
below.

Definition 12 (Average Supply-Demand Relationship Error
(ASDRE)): Let S(x, t)/D(x, t) (or S∗(x, t)/D∗(x, t)) repre-
sents the number of real (or perturbed) drivers’/riders’ locations
in a circular area centered at the location x during period t. We
define the supply-demand relationship error as the difference
between the real supply-demand relationship (i.e., S(x, t)−
D(x, t)) and the perturbed supply-demand relationship (i.e.,
S∗(x, t)−D∗(x, t)). The average supply-demand relationship
error is formulated as

ASDRE =
1

|T | · |L| ×
∑
t∈T

∑
x∈L

∣∣∣∣∣ (S(x, t)−D(x, t))

− (S∗(x, t)−D∗(x, t))
∣∣∣∣. (52)

Definition 12 presents the lower ASDRE, the better the ob-
tained dynamic pricing utility.

Ride-Matching Utility: We utilize RMUM (detailed in Def-
inition 10) to measure the ride-matching utility, and the better
ride-matching utility when the lower RMUM.

Location Privacy: As a standard location privacy metric,
Average Bayesian Inference Error (ABIE) is widely used to mea-
sure the effectiveness of defending against Bayesian inference
attacks and can be defined as follows.

Definition 13 (Average Bayesian Inference Error (ABIE)):
We define the Bayesian inference error as the geo-distance be-
tween the inferred location x̂ and real location x of the observed
location z (detailed in definition 1). Then, the average Bayesian
inference error can be formulated as

ABIE =
1

Dreal

∑
z∈Dreal

d(x̂, x). (53)

Obviously, the better privacy guarantee when the higher
ABIE.

4) Parameter Settings: As presented in Section IV, we need
to consider the impact of several important parameters: the
differential privacy budget εd, the number of generators gn,
and the refinement number ref . To evaluate PADP-RoD, we
set differential privacy budget εd = {0.1, 0.3, 0.5, 0.7, 0.9}, the
number of generators gn = {50, 100, 150, 200, 250, 300}, and
the refinement number ref = {6, 12, 18, 24, 30}. Besides, there
are some empirical parameters in PADP-RoD that need to be set.
In Algorithm 1, we set the threshold for convergence η = 0.01
and the percentage of cells that need to be refined refper = 0.1.
In Algorithm 3, we set the threshold for convergence θ1 = 0.01.
In Algorithm 4, following [34], we set the threshold for conver-
gence θ2 = 0.01, the penalty factor δ = 10, the penalty factor
growth coefficient ρ = 10, and the maximum dynamic pricing
utility loss that allows damageΦ = 0.1 · argminPri(BY |X). In
Algorithm 5, following [36], we set the swarm sizeS = 100, the
maximum number of iterationsMNI = 1000, and the cognitive
and social acceleration coefficients d1 = 2, d2 = 2. Addition-
ally, we divide a target area Ω into 114× 90 cells (each cell size
is 500 m× 500 m), and then the locations set L is formed by
the centers of all cells.

B. Experimental Results

1) Quality of the Adaptive Supply and Demand Aware Grid:
We evaluate the quality of the proposed adaptive supply and de-
mand aware grid through comparison with the two-step grid [17]
and the uniform grid [31]. The uniform grid technique divides
the spatial region Ω and the temporal region T into uniform-size
cells. The two-step grid technique dividesΩ and T into uniform-
size cells and then subdivides each cell into varying sizes to
reflect the price multiplier rate-of-change. The evaluation results
are shown in Fig. 6, in our dataset, the proposed adaptive supply
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Fig. 6. The quality of different grids in a real-word event-log dataset vary-
ing with the number of cells. Spatial grid granularity (x axis) represents
the number of spatial cells, and gn = {50, 100, 150, 200, 250, 300} means
spatial grid granularity: {305, 405, 501, 605, 697, 805}. Similarly, temporal
grid granularity (x axis) represents the number of temporal cells, and ref =
{6, 12, 18, 24, 30} means temporal grid granularity: {10, 23, 45, 84, 153}.
(a) Average price multiplier error varying with gn. (b) Average price multiplier
error varying with ref .

and demand aware grid outperforms the two-step grid and the
uniform grid, our Average Price Multiplier Error (APME) is
significantly less than that of the two-step grid and the uniform
grid. For example, in the spatial dimension, the APME value
of ours, the uniform grid, and the two step grid are 0.07, 0.14,
and 0.09, respectively, when the number of generators gn = 50.
As a result, we can obtain lower APME with fewer cells, and
the superiority of our proposed grid is attributed to its ability
to adaptively adjust the size of cells according to the price
multiplier elasticity.

2) Dynamic Pricing Utility Guarantee: Fig. 7(a) shows the
dynamic pricing utility provided by PADP-RoD and all baselines
under the real-world event-log dataset from Shenzhou UCar.
It could be observed that PADP-RoD outperforms Dif-Dis,
MAL-Geo-I and Laplace with the Average Supply-Demand Re-
lationship Error (ASDRE) significantly less than that of Dif-Dis,
MAL-Geo-I, and Laplace. For instance, when the privacy budget
εd = 0.9, the ASDRE value of PADP-RoD, Laplace, Dif-Dis,
and MAL-Geo-I are 2.22, 7.01, 6.20, and 6.09, respectively.
The superiority of PADP-RoD is attributed to the fact that the
Laplace, Dif-Dis, and MAL-Geo-I overlook the damage caused
by noise perturbed to the quality of dynamic pricing service.
Furthermore, as shown in Figs. 8(a) and (b) (red solid line),
we investigate the impact of the number of generators gn and
the refinement number ref on the dynamic pricing utility. We
observe that ASDRE decreases sharply when gn increases from
50 to 200, and saturates afterward. Similarly, increasing ref
from 6 to 18 leads to a sharp decrease in ASDRE. This occurs
because the increased number of cells can better capture the
dynamic nature of price multiplier, but as the number of cells
is sufficiently large, the improvement in capturing these natures
begins to saturate (detailed in Fig. 6). Finally, Fig. 8(c) (red
solid line versus red dashed line) also shows that PADP-RoD
and PADP-RoD-one (which consist of dynamic pricing mapping
mechanism BY |X only) are close in terms of ASDRE, verify-
ing that the ride-matching mapping mechanism CZ|Y does not
excessively harm the quality of dynamic pricing service.

3) Ride-Matching Utility Guarantee: Fig. 7(b) further shows
the trade-off between ride-matching utility and location privacy
of PADP-RoD and all compared methods over our dataset. It

could be observed that PADP-RoD significantly outperforms
Dif-Dis, MAL-Geo-I, and Laplace in terms of ride-matching
utility. For example, when the privacy budget εd = 0.9, the
RMUM value of PADP-RoD, Laplace, Dif-Dis, and MAL-Geo-I
are 1.00, 7.00, 6.17, and 5.00, respectively. The superiority of
PADP-RoD is attributed to MAL-Geo-I and Laplace ignoring
the quality losses of ride-matching service caused by noise
perturbation, and while MAL-Geo-I estimates the geo-distance
between real locations using the expected travel distance, it does
not attempt to reduce the errors between these distances. More-
over, we also investigate the impact of the number of generators
gn and the refinement number ref on the ride-matching utility
(measured by the proposed ride-matching utility metric), which
is shown in Fig. 8(a) and (b) (blue solid line). It shows that the
Ride-Matching Utility Metric (RMUM) increases slowly when
gn increases from 50 to 200, and increases sharply afterward.
The ride-matching utility does not vary with ref increases,
because ref does not affect the ride-matching utility (detailed in
Section III). These results demonstrate that an excessive number
of generators gn (i.e., when the size of the adaptive grid is
too small) leads to poorer ride-matching utility. This occurs
due to the challenge of finding suitable perturbed locations
in excessively small cells, which hampers efforts to reduce
the service quality losses caused by noise in ride-matching.
Lastly, Fig. 8(c) (blue solid line versus blue dashed line) also
shows that PADP-RoD outperforms PADP-RoD-one (i.e., the
local mapping mechanism that contains only dynamic pricing
mapping mechanism BY |X ) in terms of ride-matching utility
with the RMUM significantly less than that of PADP-RoD-one,
verifying that the dynamic pricing mapping mechanism BY |X
cannot provide high-quality ride-matching service and the ride-
matching mapping mechanism CZ|Y is necessary.

4) Effectiveness of Privacy Protection: The location pri-
vacy protection provided by PADP-RoD is evaluated under our
dataset. Fig. 7(c) shows that the effectiveness of PADP-RoD
and all baselines defend against Bayesian inference attack.
It could be observed that PADP-RoD, Dif-Dis, MAL-Geo-I,
and Laplace provide comparable privacy protection to resist
Bayesian inference attack. For instance, when the privacy budget
εd = 0.9, the ABIE value of PADP-RoD, Laplace, Dif-Dis, and
MAL-Geo-I are 5.10, 5.00, 4.87, and 5.01, respectively. This
is because PADP-RoD and all baselines satisfy εd-differential
privacy or εd-Geo-indistinguishability (a generalized version of
differential privacy). Furthermore, we also investigate the impact
of the differential privacy budget εd, the number of generators
gn, and the refinement number ref on the location privacy,
as shown in Fig. 9 (the magenta line: PADP-RoD). It shows
that the Average Bayesian Inference Error (ABIE) decreases
as privacy budget εd increases, i.e., the effectiveness of location
privacy protection decreases as privacy budget εd increases. The
number of generators gn and the refinement number ref only
affect the dynamic pricing and ride-matching utilities (detailed
in Section II-C). As a result, ABIE is stable with the variation
of gn and ref .

Finally, we propose PADP-RoD-AOne and PADP-RoD-
ATwo, aiming to validate Theorem 1, Theorem 2, and Theo-
rem 3. Specifically, PADP-RoD-AOne consists of an optimal
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Fig. 7. (a) Dynamic pricing utility loss of different location-privacy preserving mechanisms. (b) Ride-Matching utility loss of different location-privacy preserving
mechanisms. (c) Effectiveness of different location privacy-preserving mechanisms defends against the Bayesian inference attack.

Fig. 8. Utility loss (the red line represents the dynamic pricing utility loss and the blue line represents the ride-matching utility loss) in a real-word event-log
dataset varying with the number of generators gn, the refinement number ref , and the differential privacy budget εd. The dynamic pricing utility loss is measured
by the Average Supply-Demand Relationship Error (ASDRE) and the ride-matching utility loss is measured by the Ride-Matching Utility Metric (RMUM).
(a) Utility loss varies with gn. (b) Utility loss varies with ref . (c) Utility loss varies with εd, where the comparison of PADP-RoD and PADP-RoD-one (consists
only of dynamic pricing mapping mechanism BY |X ) is used to evaluate whether the mapping mechanism BY |X can preserve the ride-matching utility and whether
the mapping mechanism CZ|Y can damage the dynamic pricing utility.

Fig. 9. Average Bayesian Inference Error (ABIE) in a real-word event-log dataset varying with the differential privacy budget εd, the number of generators
gn, and the refinement number ref . PADP-RoD-AOne consists of an optimal stage-one privacy mapping mechanism BY |X and an arbitrary stage-two privacy
mapping mechanism CZ|Y . Similarly, PADP-RoD-ATwo consists of an arbitrary BY |X and an optimal CZ|Y . Additionally, our propose PADP-RoD consists of
the optimal BY |X and CZ|Y . (a) ABIE varies with εd. (b) ABIE varies with gn. (c) ABIE varies with ref .

dynamic pricing mapping mechanism BY |X and an arbitrary
ride-matching mapping mechanism CZ|Y . PADP-RoD-ATwo
consists of an arbitrary dynamic pricing mapping mechanism
BY |X and an optimal ride-matching mapping mechanism CZ|Y .
The experimental results are shown in Fig. 9. It shows that
PADP-RoD-AOne, PADP-RoD-ATwo, and PADP-RoD (i.e., it
consists of the optimal BY |X and CZ|Y ) provide comparable
privacy protection to resist Bayesian inference attack, which is
consistent with our privacy analysis results (i.e., Theorem 1,
Theorem 2, and Theorem 3).

VII. RELATED WORK

Many privacy-preserving techniques have been proposed to
protect users’ location privacy, and we review the RoD services
with dynamic pricing and the privacy-preserving ride-matching
service. These works focus on three dimensions: Dynamic Pric-
ing Utility (providing high-quality dynamic pricing service),
Data Privacy (protecting users’ location data privacy), and
Ride-Matching Utility (providing high-quality ride-matching
service). As shown in Table IV, previous works mainly fall
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TABLE IV
RELATED WORKS ON RIDE-ON-DEMAND SERVICES

into two topics. First, the authors design dynamic pricing strate-
gies from the service providers’ perspective or propose dy-
namic pricing prediction approaches from the users’ viewpoint,
focusing on providing high-quality dynamic pricing service
(which emphasizes that dynamic pricing service is crucial).
Second, the authors focus on the trade-off between data privacy
and ride-matching utility, proposing various privacy-preserving
mechanisms that protect location data privacy while providing
high-quality ride-matching service (which ignores the damage
caused by noise perturbation to dynamic pricing service). Dif-
ferent from these works, we propose a pricing-aware differen-
tially private framework, protecting users’ location data privacy
while providing them with high-quality dynamic pricing and
ride-matching services.

A. RoD Services With Dynamic Pricing

RoD services as on-demand ride-hailing services can adap-
tively adjust supply and demand through dynamic pricing. In
recent years, a lot of works have been done around dynamic
pricing [1], [2], [3], [4], [5], [6], [7]. For example, Guo et al. [2]
studied the process of searching for the best price before getting
on a car, and the searching process reflects the riders’ reaction
to dynamic prices. Guo et al. [1] studied the effect of traditional
counterparts (e.g., metro, bus, and taxi) on the dynamic prices,
and proposed a dynamic price prediction approach based on
multi-source urban data. Guo et al. [3] studied how drivers seek
riders to earn more under the dynamic pricing mechanism, and
proposed the RoD-Revenue to predict drivers’ revenue based
on multi-source urban data. Guo et al. [4] studied how riders
maximize revenue under the dynamic pricing mechanism, and
proposed the route recommendation approach based on multi-
source urban data. Additionally, some works have investigated
better dynamic pricing strategies from the view of economics [5],
[6], [7]. For instance, Huang et al. [6] proposed the dynamic
pricing scheme based on deep reinforcement learning to better
balance the demands and supplies. Shao et al. [7] devised a novel
dynamic (or fair) pricing policy under asymmetrical demand
patterns. As a result, dynamic pricing plays a very important
role in RoD services, and is designed based on supply and
demand. To protect users’ location privacy, perturbation-based
privacy-preserving mechanisms are widely used in RoD ser-
vices. However, perturbation leads to severe dynamic pricing
utility loss because it disrupts the supply-demand relationship
within the RoD service area.

B. Privacy-Preserving Ride-Matching Service

Although ride-matching is an essential service in RoD ser-
vices, it is seriously damaged by obfuscation. Thus, a lot of
works [14], [15], [16], [38], [39], [40] have been proposed to
protect users’ location privacy while providing them with high-
quality ride-matching service. For example, Wang et al. [14]
used the average travel distance of selected drivers (calculated
based on riders’ real location and drivers’ perturbed location)
instead of real geo-distance in the ride-matching service. Then,
finding a driver closest to the rider (i.e., ride-matching ser-
vice) is formalized as a mixed-integer non-linear programming
problem that minimizes selected drivers’ travel distance to the
rider’s location given the constraint of differential privacy. Wang
et al. [15] proposed a novel location obfuscation mechanism
that is formulated as a single-object minimization problem and
aims to minimize the utility loss caused by perturbation under
the constraints of ε-differential privacy and δ-distortion privacy.
Following these works, Wang et al. [16] proposed an optimal
task allocation framework with the differential-and-distortion.

However, estimating the real geo-distance based on known
information such as the observed locations and the privacy-
preserving mechanism is inaccurate, which leads to lower-
quality ride-matching service. To improve the quality of ride-
matching service, some works [38], [39], [40] have designed
various privacy-preserving mechanisms that do not change the
ranking of real locations’ relative distance. For example, To
et al. [40] proposed a framework for assigning tasks (or riders) to
workers (or drivers) in an online manner without compromising
the location privacy of both workers and tasks. Particularly, they
designed a novel privacy mechanism based on hierarchically
well-separated trees to preserve the ranking of real locations’
relative distance. Following this work, Wang et al. [38] propose
a planar Laplace distribution-based privacy mechanism that does
not change the ranking of these locations’ relative distances, and
then design a threshold-based online task assignment mecha-
nism that could deal with the one-worker-many-tasks assign-
ment. As shown in Fig. 1, however, it is difficult to achieve
high-quality ride-matching service by just keeping the ranking
unchanged. Different from existing works, PADP-RoD estimates
the real geo-distance by the proposed expected travel distance,
and then minimizes the estimated error (i.e., the difference be-
tween the expected travel distance and the geo-distance) caused
by obfuscation under DP constraint. In this way, PADP-RoD
can provide users with high-quality service without leaking the
users’ location privacy.
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VIII. CONCLUSION

In this paper, we have proposed a pricing-aware differen-
tially private framework for ride-on-demand services named
PADP-RoD. PADP-RoD can provide users with high-quality
dynamic pricing and ride-matching services while protecting
their location privacy. Moreover, the proposed dynamic pricing
and ride-matching utility metrics are generic, and can accurately
measure quality loss caused by perturbation in the sporadic loca-
tion privacy scenarios. Importantly, PADP-RoD can be adapted
to other location-based applications such as mobile crowdsens-
ing to improve service quality while protecting users’ location
privacy. For the future work, we will investigate a non-sporadic
location privacy protection mechanism, which can protect
users’ location traces privacy while providing them with high-
quality location-based services.
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