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Abstract—Modern Wi-Fi networks are commonly protected by
the security mechanisms, e.g., WPA, WPA2 or WPA3, and thus it
is difficult for an attacker (a malicious supplicant) to hijack the
traffic of other supplicants as a man-in-the-middle (MITM). In
traditional Evil Twins attacks, attackers may deploy a bogus
wireless access point (AP) to hijack the victim supplicants’
traffic (e.g., stealing credentials). In this paper, we uncover a
new MITM attack that can evade the security mechanisms
in Wi-Fi networks by spoofing the legitimate AP to send a
forged ICMP redirect message to a victim supplicant and thus
allow attackers to stealthily hijack the traffic from the victim
supplicant without deploying any bogus AP. The core idea is
to misuse the vulnerability of cross-layer interactions between
WPAs and ICMP protocols, totally evading the link layer security
mechanisms enforced by WPAs. We resolve two requirements to
successfully launch our attack. First, when the attacker spoofs the
legitimate AP to craft an ICMP redirect message, the legitimate
AP cannot recognize and filter out those forged ICMP redirect
messages. We uncover a new vulnerability (CVE-2022-25667) of
the Network Processing Units (NPUs) in AP routers that restrict
the AP routers from blocking fake ICMP error messages passing
through the router. We test 55 popular wireless routers from 10
well-known AP vendors, and none of these routers can block
the forged ICMP redirect messages due to this vulnerability.
Second, we develop a new method to ensure the forged ICMP
redirect message can evade the legitimacy check of the victim
supplicant and then poison its routing table. We conduct an
extensive measurement study on 122 real-world Wi-Fi networks,
covering all prevalent Wi-Fi security modes. The experimental
results show that 109 out of the 122 (89%) evaluated Wi-Fi
networks are vulnerable to our attack. Besides notifying the
vulnerability to the NPU manufacturers and the AP vendors,
we develop two countermeasures to throttle the identified attack.

I. INTRODUCTION

Public Wi-Fi networks are available almost everywhere
these days, whether you are in an airport, a coffee shop, a
hotel, or a library. Different from wired LAN (e.g., Ethernet)
where the end hosts usually belong to the same organization,
supplicants in the same Wi-Fi network may be owned by
people from all over the world. Since attackers may hijack the
traffic from other users in the same wireless network, security
mechanisms are evolving from the old Wired Equivalent
Privacy (WEP) to the latest Wi-Fi Protected Access 3 (WPA3)
on protecting Wi-Fi networks, along with the war against the
emerging vulnerabilities [1]-[9].

Due to the open access characteristic, public Wi-Fi networks
become the targets for Man-in-the-Middle (MITM) attacks.

Attackers may launch Rogue Access Point attacks (also known
as Evil Twins attacks) by installing a bogus AP to entice
victim supplicants’ connections [10]-[13]. To masquerade as
a legitimate AP, the rogue AP keeps broadcasting the same or
similar SSID (Service Set Identifier) as that of the legitimate
AP to trick the victims. When a Wi-Fi network requires
a credit card for access (e.g., an airplane “pay per hour”
network), the attackers can easily steal the user’s credit card
information. Moreover, the attacker can hijack the victims’
DNS requests and redirect them to bogus websites for stealing
their login credentials. To hijack an existing Wi-Fi connection
between a wireless user and the legitimate AP, the attacker
needs to first break the connection via a denial of service
attack and then reconnect the user to the rogue AP. As the
countermeasures, the rogue AP may be identified by the
wireless users via carefully comparing the fake SSID to the
legitimate SSID or by the operators of the legitimate AP via
detecting the SSID broadcast from the bogus AP. In addition,
the pre-requisite denial of service attacks to break the existing
connections may lead to the detection of the rogue AP attack.

In this paper, we uncover that the security mechanisms in
Wi-Fi networks can be evaded by spoofing the legitimate AP to
send a forged ICMP redirect message to a victim supplicant, so
attackers can launch a MITM attack that stealthily hijacks the
traffic from the victim supplicant without deploying an extra
bogus AP [10]-[13]. After receiving a fake ICMP redirect
message from the attacker, the victim supplicant with ICMP
redirects enabled by default (i.e., Linux 2.6.39 and beyond,
FreeBSD 6.0 and beyond, Mac OS 10.0.4~10.10.5, iOS 1~8,
and Android kernel version before 10.0') will be tricked to
set the attacker as the next hop and ask the legitimate AP to
forward all its traffic to the attacker. Compared with traditional
Rogue AP attacks in Wi-Fi networks, our attack has three
advantages. First, it does not require deploying a bogus AP
or a fake authentication server. It only requires the attacker
to be in the same Wi-Fi network as the victim supplicant.
Second, it does not need to broadcast the same or similar
SSID. The victim is still connected to the legitimate AP. Third,
it can hijack existing Wi-Fi connections without performing
any denial of service attacks. Our attack is more stealthy than

ITable 1I in Section V-B shows the details of the affected Android devices
from different manufacturers we tested.
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Rogue AP attacks.

Essentially, our new MITM attack misuses the vulnera-
bility of cross-layer interactions between WPAs and ICMP
protocols, totally evading the link layer security mechanisms
enforced by WPAs. The security mechanisms of WPAs provide
per-hop encryption at the link layer using a session key shared
between the AP and each attached supplicant. However, due
to the crafted ICMP redirect message, the victim supplicant
will set the attacker as the next hop in the IP layer. Therefore,
when the AP receives the encrypted link-layer frames from
the victim supplicant, it needs multi hop at the link layer to
complete forwarding the frames. The AP will first decrypt the
encrypted frames using the shared secret key with the victim
supplicant. Next, according to the Destination Address
(which has been poisoned as the attacker) in the frame header,
the AP encrypts the frames using the secret key shared with
the attacker and sends them to the attacker. Consequently,
after decrypting the frames, the attacker can hijack the victim
supplicant’s traffic. The link-layer per-hop encryption in Wi-Fi
networks is successfully evaded by the attacker.

We resolve two challenges to successfully launch our at-
tacks. First, when the attacker spoofs the legitimate AP to send
a fake ICMP redirect message to the victim supplicant, the le-
gitimate AP cannot recognize and filter out those forged ICMP
error messages when they pass through the AP. We uncover
that a vulnerability in the AP router’s Network Processing Unit
(NPU) restricts a legitimate AP router from blocking those
forged ICMP messages. Since the NPUs (e.g., Qualcomm
IPQ5018 and Hisilicon Gigahome Quad-core) directly forward
the forged messages to the victim supplicant at the lower layer,
the Access Control List (ACL) rules at the higher layers of
the AP cannot be enforced to block the messages. We evaluate
55 popular wireless routers from 10 well-known AP vendors,
and we find that none of the 55 routers can block the crafted
ICMP redirect message issued from an attacker. We disclose
the identified vulnerability to Qualcomm and Hisilicon, as well
as the affected AP vendors. Qualcomm and Hisilicon have
confirmed this vulnerability and they are currently fixing it in
their NPUs according to our suggestions?. 6 out of the 10 AP
vendors also confirmed the vulnerability in their products.

Second, the forged ICMP redirect message should be able
to pass the legitimacy check of the victim supplicant and then
poison its routing table. Following ICMP specifications [14],
[15], the victim supplicant will check at least 28 octets of
the payload in the ICMP redirect message and confirm if the
message is really triggered by the packet originated from the
supplicant itself. In the hub-connected Ethernet, attackers can
easily eavesdrop on the victim’s packet and then embed the
packet into a crafted ICMP redirect message, thus evading the
victim’s legitimacy check to perform a MITM attack [16]-
[21]. However, these ICMP redirect attacks cannot be simply
ported from Ethernet to Wi-Fi networks. Since Wi-Fi packets
are always encrypted at the link-layer, attackers cannot directly
eavesdrop on the victim’s packet to craft an evasive ICMP

2Qualcomm has assigned CVE-2022-25667 for the identified vulnerability.

redirect message. Moreover, modern supplicants check the
existence of the corresponding UDP socket when an ICMP
redirect message embedded with a UDP header is received.
If the UDP socket does not exist, the supplicant will discard
the message silently to prevent some prior attacks [22]-[25],
including the “DoubleDirect” attack that crafts a random UDP
header to mislead the victim traffic [26].

We develop a new solution to solve this problem. The
attacker can craft a fake UDP header with an active source
UDP port on the victim supplicant. Then, it embeds the
fake UDP header into the crafted ICMP redirect message,
which will pass the supplicant’s check on the existence of the
corresponding UDP socket. Our solution can evade the checks
of a wide range of OSes with ICMP redirects enabled (e.g.,
Linux 2.6.39 and beyond, FreeBSD 6.0 and beyond, Mac OS
10.0.4~10.10.5, iOS 1~8, and Android kernel version before
10.0). Moreover, our evasion is unique to Wi-Fi scenarios. The
malicious probing to active UDP ports in Wi-Fi networks can
hardly be blocked by firewalls or middleboxes that are always
deployed at network borders, since our probing traffic in Wi-Fi
networks does not traverse the border.

Our extensive measurement results show that the identified
MITM attack can be successfully performed in various Wi-
Fi networks to cause serious damages. We evaluate 122 real-
world Wi-Fi networks in six months, including all prevalent
Wi-Fi security modes (i.e., WPA2-Personal, WPA2-Enterprise,
WPA3-Personal, and WPA3-Enterprise) and most popular real-
world Wi-Fi scenarios (e.g., Wi-Fi networks in coffee shops,
hotels, shopping malls, and campuses). The experimental
results show that 109 out of the 122 evaluated Wi-Fi networks
are vulnerable to our MITM attack, resulting in a vulnerable
rate of higher than 89%. Our attack can also be successfully
performed in IPv6 Wi-Fi networks. We disclose the vulnera-
bility to the affected Wi-Fi network operators. Most of them
have confirmed the vulnerability and planned to fix their Wi-
Fi networks according to our suggestions. Besides, we report
our attack to the Wi-Fi Alliance, which acknowledges our
revelation and states that “you have identified an interesting
area for Wi-Fi Alliance to explore and we look forward to
discussing with our members after your research is published”.

We develop two countermeasures to throttle the identified
MITM attack. First, we propose to enhance security checks on
cross-layer interactions in Wi-Fi networks to fix the root cause,
especially that associated with ICMP. In Wi-Fi networks,
attackers and victims always reside in the same network, which
opens the attack surface to construct ICMP error messages.
Thus, we propose fine-grained checks on the received ICMP
error messages by the supplicants, i.e., identifying inconsis-
tencies of the received messages between the link layer and
the network layer. We prototype the proposed mechanism in
Linux 4.18 and confirm its effectiveness in practice. Second,
we propose to enhance wireless routers to filter and block
spoofed ICMP redirect messages, which does not require
kernel modifications and recompilation to supplicants.
Contributions. Our main contributions are as follows:

e We uncover a vulnerability of the NPUs in AP routers
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that can be exploited by a malicious supplicant to spoof
the legitimate AP to forge ICMP error messages in Wi-Fi
networks.

« We develop a new technique in Wi-Fi networks to evade
the legitimacy checks of supplicants on the received ICMP
redirect messages.

« we demonstrate that ICMP redirects can be exploited to
evade security features (even WPA3) of Wi-Fi networks to
perform a MITM attack without a rogue AP or complicated
cracking. Our extensive evaluations against 55 popular AP
routers and 122 real Wi-Fi networks show that our attacks
can cause serious damage in the real world.

e We propose two countermeasures and prototype our
supplicant-side countermeasure in Linux 4.18. The evalu-
ation confirms its effectiveness to foil the identified attack
while preserving the functionality of ICMP redirects.

Ethical Considerations. When we evaluate the impacts of
our attack in the real world, we design and conduct the
experiments carefully to avoid causing damages or negative
impacts on the evaluated Wi-Fi networks. Before we conduct
the experiments, we first obtain the consent from the net-
work operators. With their help, we conduct our experiments
when no other users were using the target Wi-Fi networks.
Therefore, we ensure that during the experiments, the target
supplicants whose traffic may be hijacked are all our controlled
machines. After the experiments, we report the results and the
vulnerability to the corresponding operators, who also restart
the APs to clear route caches.

During our measurement studies, we identify 55 vulnerable
wireless routers on the market that cannot block a crafted
ICMP redirect message (with a spoofed source IP address of
the wireless router itself) due to a vulnerability of the adopted
NPU. These routers are from 10 AP vendors, which use two
NPUs from Qualcomm and Hisilicon. We have responsibly
disclosed the vulnerability to the 10 AP vendors and the chip
manufacturers. Qualcomm and Hisilicon have confirmed this
vulnerability, and 6 out of the 10 vendors have also con-
firmed the incapability of blocking the crafted ICMP redirect
messages. The rest 4 AP vendors are still in the process of
investigating the vulnerability. We also report the vulnerability
of incorrectly processing crafted ICMP redirect messages to
the communities of Linux, FreeBSD, and Android (as well
as the affected Android device manufacturers of Samsung,
HUAWEI, HTC, Meizu, Lenovo, Xiaomi, Nubia, OnePlus, and
vivo). Google has confirmed the vulnerability.

II. BACKGROUND
A. Security Modes in Wi-Fi Networks

Since WEP and WPA have been abandoned for many
years, we focus on the security mechanisms of WPA2 and
WPA3, which support two security modes, namely, personal
mode and enterprise mode. In the personal mode, a pre-
shared key (PSK) or a passphrase is used by the AP to
authenticate all supplicants. Once a supplicant is authenticated,
a unique session key called the Pairwise Transient Key (PTK)

is generated to encrypt all the traffic between the supplicant
and the AP. This session key is 512 bits in the Temporal Key
Integrity Protocol (TKIP) or 384 bits in the Counter Mode
CBC-MAC Protocol (CCMP). The personal mode is typically
adopted by small organizations (e.g., coffee shops, bookstores,
and restaurants) to secure their network traffic without using
a dedicated authentication server.

In the enterprise mode, a RADIUS server is deployed to au-
thenticate supplicants using user name, mobile phone number,
password, etc. When a supplicant passes the authentication,
the RADIUS server will return a random 256-bit Pairwise
Master Key (PMK) that CCMP uses to encrypt traffic for the
current supplicant only. The enterprise mode is a more secure
option to protect the Wi-Fi networks of big organizations
and corporations, since it provides individual authentication
for each supplicant. Without using a bogus AP or a fake
RADIUS server, our new MITM attack can successfully hijack
the victim supplicants’ traffic in both the personal mode and
the enterprise mode.

B. ICMP/ICMPv6 Redirect Mechanism

In IPv4 networks, the ICMP redirect mechanism is de-
signed to improve the network performance via optimizing
the forwarding paths [14], [15]. When an end host tries to
send packets to a remote host through its default gateway, if
the default gateway discovers that it uses another gateway on
the same network to forward the packets, the default gateway
will issue an ICMP redirect message to inform the end host
that the best next hop to the remote host will be the new
gateway. Once the received ICMP redirect message passes
the legitimacy checks, the end host updates its routing and
redirects its subsequent traffic to the new gateway.

The ICMP redirect message is defined as one type of ICMP
error messages [14]. The Type field in ICMP header is
specified as 5, and the Code field can be specified arbitrarily
as 0, 1,2, or 33. The Gateway Internet Address field
defines the new next hop to the destination. According to RFC
792 [14], ICMP redirects should carry at least 28 octets (20
octets of the IP header plus at least 64 bits) of the original
datagram that triggered the redirect message, which is used by
the supplicant to locate the corresponding process and check
the legitimacy of the message. In addition, RFC 1122 [27]
states that ICMP redirects should only be sent by the current
default gateway (i.e., the AP in Wi-Fi networks) and should
not be sent by any hosts.

In IPv6 networks, ICMPv6 redirect is defined in the Neigh-
bor Discovery (ND) protocol that is used to find neighboring
routers for forwarding packets on their behalf [15]. ICMPv6
redirects work similarly to those in IPv4 networks. When
issuing ICMPv6 redirects to supplicants for a better next
hop, the AP in IPv6 Wi-Fi networks first specifies the Next
Header field in IPv6 header as 58 to indicate that the packet
is an ICMPv6 packet. Then, a value of 137 in the Type field

3As defined in RFC 792 [14], the Code field equal to 0, 1, 2, 3 indicates
that redirecting packets for the network, for the host, for the type of service
and network, and for the type of service and host, respectively.
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of the ICMPv6 header identifies the ICMPv6 redirect message.
The Code field of ICMPv6 header is always specified as
0. The Target Address field and the Destination
Address field of the ICMPv6 header define the better next
hop and the destination that is redirected, respectively.

Similar to ICMP redirects in IPv4 networks, ICMPv6 redi-
rects have to pass certain legitimacy checks before being
accepted by the supplicants. The ICMPv6 redirect packets
should only be sent by the current default AP, and the Hop
Limit field in IPv6 header should have a value of 255, i.e.,
the ICMPv6 redirect message cannot be forwarded by a router.
Besides, ICMPv6 redirect messages should embed as much
of the original IPv6 datagram that triggered the message as
possible, without exceeding 1280 octets (i.e., the minimum
IPv6 MTU) [15].

III. THREAT MODEL

Figure 1 illustrates the threat model of our man-in-the-
middle (MITM) attack. The AP encrypts the network traffic of
its supplicants via the security mechanisms developed by the
Wi-Fi Alliance. The security mechanisms enforced by the AP
can be WPA2 or WPA3. Accordingly, the security mode used
by the AP can be WPA2-Personal, WPA2-Enterprise, WPA3-
Personal, or WPA3-Enterprise. A victim supplicant (e.g., a
mobile phone or a laptop) is attached to a public wireless
AP to access remote servers on the Internet. The attacker
is a malicious supplicant with no particular demands for the
hardware or software. We assume the attacker can access the
same AP in both personal mode and enterprise mode before
launching our MITM attacks to hijack the traffic sent from the
victim supplicant to the remote server.
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Fig. 1. Threat model of traffic hijacking in Wi-Fi networks.

Accessing Personal Mode Wi-Fi Networks. When the Wi-
Fi network uses the personal mode, the attacker needs to
obtain the pre-shared key of the network to connect to the AP.
This requirement can be easily fulfilled in most cases, since
the pre-shared key (PSK) is publicly known for everyone to
access the Wi-Fi networks. Note even if the attacker obtains
the pre-shared key, it still cannot hijack the traffic of other
supplicants, since their connections are protected by a unique
random session key (see Section II-A).

Accessing Enterprise Mode Wi-Fi Networks. The Wi-Fi
networks using enterprise mode authenticate supplicants based
on their unique credentials rather than the pre-shared key.

Our survey shows that the credential used the most is the
authorization code sent to the user’s mobile phone. When
the users (including attackers) are connected to the Wi-Fi
network, a dialog box pops up and requests the user’s mobile
phone number. Then, an authorization code will be sent to the
user’s mobile phone. After the user inputs the authorization
code into the dialog box, the RADIUS server completes the
authentication and generates a session key for the supplicant.
Note it is difficult for an outsider attacker to access non-
public Wi-Fi networks protected by the enterprise mode, e.g.,
corporate networks employing the enterprise mode with user-
specific Wi-Fi credentials. Similar to the personal mode, even
if the attacker successfully access the Wi-Fi network, it cannot
hijack the traffic of other supplicants before performing our
attacks.

In order to hijack the victim supplicant’s traffic sent to the
server, the following requirements should be satisfied:

o ICMP redirects are enabled in the target Wi-Fi network.
Once the AP router issues an ICMP redirect message to the
attached supplicants according to ICMP specifications, the
supplicant will respond to the message by optimizing its
routing. Our extensive investigations show that the ICMP
redirect mechanism is well supported by a wide range of
supplicants and the real-world Wi-Fi networks.

o The supplicants (e.g., the victim supplicants and the at-
tacker) residing in the Wi-Fi network can communicate with
each other, so the attacker can receive the victim supplicant’s
traffic after performing our attack. In the real world, we
discover that most of the Wi-Fi networks (more than 89%
in our tests) allow communications between the supplicants.

o The attacker is able to know the IP addresses of the victim
supplicant and the server that the supplicant is communi-
cating with or will communicate to. In IPv4 networks, the
attacker can easily probe the network to identify the IP
address of a potential victim supplicant. In IPv6 networks,
it is achievable too. It only needs to probe the resided
Wi-Fi network (instead of the huge IPv6 address space),
and existing studies on IPv6 address probing [28]-[30] can
be used to improve the efficiency. In our experiments, we
validate that an attacker can identify an active IPv6 victim in
the same /64 prefix within 5 seconds by leveraging existing
IPv6 scan tools (e.g., vodisc.sh [31]). The attacker can set
the destination server as some popular services, e.g., famous
DNS servers, famous web search engines, or social sites.

« The attacker is able to identify open UDP ports on the victim
supplicant. In our experiments, we validate that an attacker
can identify an open UDP port on the victim within 9 sec-
onds by leveraging Nmap [32]. In practice, we observe that
it is difficult to block the probing to open UDP ports, since
the probing is originated from a normal request to the target
UDP ports and the internal probing traffic does not traverse
the border of the Wi-Fi network where firewalls are usually
deployed. Besides, according to our investigations, several
public known UDP ports are often opened on supplicants by
default for lightweight communications (e.g., more than 6 in
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Linux 5.4.0, including 5353 for mDNS and 68 for DHCP),
and any one of them can be exploited to perform our attack
without probing.

« The attacker can send spoofed packets using the AP as the
source IP address. IP address spoofing is well known in the
TCP/IP network [20]. Besides, according to our studies on
55 popular AP routers, we find that none of them can prevent
the attacker to send spoofed packets to the victim supplicant,
even when the spoofed messages use the AP router as the
source IP address.

IV. MITM ATTACKS WITHOUT ROGUE AP
A. Attack Overview

Our attack exploits the vulnerability incurred by the cross-
layer interactions between WPAs and ICMP in Wi-Fi net-
works. Since the TCP/IP protocol suite is based on the
hierarchical model [33], the communication content destined
to a remote receiver will be processed and encapsulated across
multiple protocols at different layers before being sent from
the sender. Specific network functionalities (e.g., frame relay,
packet routing, flow control) are isolated at different layers.
It involves cross-layer protocol interactions via various pro-
cedure calls when assembling these functionalities to deliver
the communication content, and it will inevitably raise a lot
of exceptions. The designed or expected functionality of a
certain layer may be disturbed by the exceptions even when
other layers during the cross-layer interactions are executed
correctly. For example, a known cross-layer issue in Wi-Fi
networks is that a frame loss on a wireless link (happening
frequently in practice) may be mistaken as an indicator of
network congestion by the TCP layer [34].

ICMP is designed for diagnostic and control purposes dur-
ing packets forwarding on the Internet. The ICMP messages
usually carry certain layer’s information (e.g., a TCP segment,
UDP datagram, or an ICMP message) to report the errors to
that layer, which will respond to the messages and handle the
errors. In this paper, we show that the designed functionality
of wireless frames encryption at the link layer, which aims to
prevent traffic hijacking in wireless channels, can be disturbed
by the normal executions of ICMP errors handling at the IP
layer, thus allowing an attacker to hijack the traffic of victim
supplicants.

Figure 2 presents the three steps of our attack. At the
beginning, the traffic originating from the victim supplicant to
the remote server is sent to the AP and encrypted by a session
key between the AP and the victim. The attacker may sniff the
encrypted frames, but it cannot decrypt the packets without
knowing the session key. In the first step of the attack, by
leveraging the ICMP Destination Unreachable Message [14]
that is unimpeded in Wi-Fi networks, the attacker focuses on
probing the target Wi-Fi network to identify an exploitable
UDP port on the victim supplicant. In the second step, the
attacker crafts an ICMP redirect message embedded with a
fake UDP header (carrying the probed open UDP port) to
poison the victim supplicant’s routing. In the third step, the
attacker evades WPAs and hijacks the victim supplicant’s
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Fig. 2. Three attack steps in our MITM attack.

traffic in plaintext at the link layer. In the following, we
elaborate the three steps.

B. Network Probing

In this step, the attacker prepares the MITM attack in
two aspects, namely, creating a routing entry on the victim
supplicant for the target remote server and identifying an
active UDP port on the victim supplicant. First, the attacker
actively tricks the victim supplicant into creating a routing
entry for the remote server. As shown in Figure 2, the attacker
spoofs the remote server (i.e., source IP address spoofing)
and issues forged ping requests (ICMP packets with Type=8
and Code=0) to the victim supplicant. When the AP enables
NAT [35] and assigns private IP addresses to its supplicants,
the destination IP address of the forged ping request packets
will be a private IP address, and the source IP address will
be a public IP address (i.e., the remote server’s IP address).
Note that if the attacker is located out of the Wi-Fi network,
these forged packets will be discarded on the Internet and
cannot be forwarded to the victim supplicant, since IP packets
with a private IP address as the destination are only allowed
in the local networks. In our attack, since the attacker can
access the same Wi-Fi network with the victim supplicant, the
forged ping request packets can be successfully delivered to
the victim supplicant, which is similar to external ICMP echo
requests and replies with NATed hosts [36].
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After receiving the forged ping requests, the victim suppli-
cant will create an entry in its routing cache table (e.g., “remote
server via next-hop dev Interface src victim supplicant”),
which instructs how to forward the packets for the remote
server. Moreover, due to the forged ping requests, the victim
supplicant is tricked into replying to the requests. The reply
packets will be destined to the remote server, which simply
discards those unexpected packets.

Second, the attacker probes the victim supplicant to find
active UDP ports. In Wi-Fi networks, an attacker can easily
determine if a UDP port on the target supplicant is opened
by sending probing packets to the target supplicant via tools
like Scapy [37]. After receiving a UDP request packet, if
the destination UDP port (i.e., the target UDP port that the
attacker is probing) in the packet is not active (i.e., unopened)
on the victim supplicant, the supplicant will reflect an ICMP
Destination Unreachable Message with Type=3 and Code=3
directly to the attacker according to ICMP specifications,
indicating that the currently probed UDP port is unreachable.
By contrast, when the target UDP port is active, the attacker
will not receive such an ICMP error message*. Our probing
in Wi-Fi networks is more accurate and efficient than the
UDP port probing on the Internet, since the middleboxes or
firewalls on the Internet may block both the crafted UDP
request packets from the attacker and the reflected ICMP
Destination Unreachable Message from the victim supplicant.
However, our probing in Wi-Fi networks does not traverse the
network border where middleboxes and firewalls are usually
deployed in practice.

Note that brute force probing on active UDP ports may
incur intrusions to the victim supplicant. To avoid this, we
can choose to probe public UDP service ports to minimize the
impact of probing. Modern OSes usually open certain public
known UDP ports by default for lightweight communications
(e.g., DHCP, NTP, etc.). Therefore, in practice, the attacker
may be able to directly exploit those active UDP ports to
carry out subsequent attacks without conducting complicated
probing [38], [39]. For example, there are more than six known
UDP ports (e.g., 53, 68, 681, 5353, 38837, 43800, etc.) opened
by default in Linux kernel version 5.4.0. On Android systems,
more UDP ports are opened by default [40].

C. Routing Poisoning

After probing an active UDP port on the victim supplicant,
the attacker crafts a fake ICMP redirect message and spoofs
the AP to poison the victim supplicant’s routing. According to
ICMP specifications, modern OSes will check the legitimacy
of the received ICMP redirects based on the embedded 28
octets data (see Section II-B). We discover that the legitimacy
check can be evaded by exploiting UDP to craft an evasive
ICMP redirect message. Figure 3 shows the structure of our
crafted ICMP redirect message, where the embedded 28 octets
data consists of an IP header (20 octets) and a UDP header

4The probing on UDP ports is quite different from probing TCP ports. If the
probed TCP port is not open, the target will not reflect an ICMP Destination
Unreachable Message, but a TCP RST packet.

]

Bit? 3
(=]

= ICMP
= AP

Protocol

Source address

Topeay 1

Destination address = Victim

Type =5 Code =1 Checksum
Gateway Internet Address = Attacker

| Topeay
1 DI

224
\

Protocol = UDP

Source address = Victim

Destination address = Server

Active port Destination port

Iopeay ddN
© pue 10pesy J[

Length Checksum

448

Fig. 3. Crafted ICMP redirects carrying a UDP header.

(8 octets). The Protocol field in the IP header is specified
as UDP, which tricks the victim into believing that an original
UDP datagram from the victim to the server triggers the ICMP
redirect mechanism. One active UDP port on the victim is
specified as the source port in the UDP header. The destination
port and the Length field in the UDP header can be set
arbitrarily. Figure 4 in Section IV-D shows the delivery of the
crafted ICMP redirect message from the attacker to the victim
at the link layer, particularly, the different MAC addresses of
the message.

This crafted ICMP redirect message can successfully evade
the checks of a wide range of supplicants, e.g., Linux
2.6.39 and beyond, FreeBSD 6.0 and beyond, Mac OS
10.0.4~10.10.5, iOS 1~8, and Android kernel version before
10.0 (see Table II in Section V-B for more details about the
affected Android devices we tested from different manufactur-
ers) with ICMP redirects enabled by default. Then, the victim
supplicants will be tricked into updating their routing cache,
and the next hop to the server will be replaced by the attacker’s
address, i.e., the Gateway Internet Address field in
the message.

Note that prior ICMP redirect attacks [22]-[26] may embed
an empty or a random UDP header to craft an ICMP redirect
message; however, those attacks can only succeed on the
early OSes that do not enforce any legitimacy checks on the
received ICMP redirect messages embedding a UDP header.
In contrast, modern OSes will check the existence of the
corresponding UDP socket, and if the UDP socket does not
exist, the supplicant will discard the message silently. Hence,
the prior attacks will fail on modern Wi-Fi networks. Instead,
we uncover that the check enforced in modern OSes can be
evaded by attackers in Wi-Fi networks via probing an open
UDP port on the victim supplicant.

D. Traffic Hijacking

After the victim supplicant’s routing to the server is poi-
soned by the crafted ICMP redirect message, the attacker will
act as the new next hop at the IP layer and be responsible for
forwarding the supplicant’s traffic to the server. However, the

attacker cannot directly receive the victim’s frames at the link
layer to hijack the traffic, since in the infrastructure mode of
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Wi-Fi networks [41], all frames will go through the AP. The
attacker overcome this issue by exploiting the vulnerability
arising during the cross-layer interactions between the IP layer
and the link layer in Wi-Fi networks.

Different from wired LAN (e.g., Ethernet), Wi-Fi frames
can have up to 4 address fields in the MAC header, i.e.,
transmitter address, receiver address, source address, and des-
tination address. The transmitter address and receiver address
are the MAC addresses of the wireless devices (i.e., the AP or
supplicants) that are directly transmitting and receiving frames
over the wireless LAN. The source address and destination
address are the MAC addresses of the wireless devices that
are the ultimate source and destination of this frame. When
a supplicant communicates with a remote server, the source
address is identical to the transmitter address (i.e., the suppli-
cant’s MAC address) and the destination address is identical
to the receiver address (i.e., the AP’s MAC address).

Instead, if supplicants in the same Wi-Fi network commu-
nicate with each other internally, the wireless frame’s source
address and the transmitter address will be different, as well
as the destination address and the receiver address. In our
attacks, the communication between the victim supplicant and
the attacker can be completed in one hop at the IP layer;
however, multi hop forwards are required at the link layer.
The AP becomes the receiver and the transmitter alternately
for relaying the frames between the source (i.e., the victim
supplicant) and the destination (i.e., the attacker).

The security mechanisms of WPAs encrypt each hop at the
link layer independently using a session key (between the AP
and the attached supplicant). However, a crafted ICMP redirect
message will result in the multi hop forwarding of the wireless
frames at the link layer. The mis-redirected frames from the
victim supplicant to the attacker will be firstly decrypted by
the AP and then encrypted using the session key shared with
the attacker, thus allowing an attacker who is reachable in one
hop at the IP layer to hijack the victim supplicant’s traffic.

Figure 4 elaborates how the security mechanisms in Wi-
Fi networks can be evaded during the cross-layer interactions
between the link layer and the IP layer. At first, the normal
encrypted frames originated from the victim supplicant to the
remote server are sent to the AP with the AP’s MAC address
as the receiver and destination address. As a result, when the
AP receives such a frame, the AP realizes that it is the final
destination of the frame. Then, the AP decrypts the frame
using the session key and forward it to the next-hop router on
the way to the remote server.

During our attack, a frame carrying the crafted ICMP
redirect message is sent from the attacker to the AP. The AP
will forward the received message to the victim supplicant
based on the destination address of the frame. Tricked by the
forged ICMP redirect message, the victim treats the attacker
as a better next hop to the remote server. Consequently,
subsequent IP packets destined to the remote server will be
routed to the attacker at the IP layer. However, at the link
layer, the encrypted frames will still be forwarded to the AP
at first, since all wireless traffic must be forwarded through
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A = @
D WIEl E
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Destination address: AP
Transmitter address: Victim supplicant
Source address: Victim supplicant

010111010010011101010111011100111
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Receiver  address: Attacker
Destination address: Attacker
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“ Hello remote server Bob! ”

Fig. 4. Attacking interactions at the link layer.

the AP in the infrastructure mode.

Compared with the normal encrypted frames (see “1. Nor-
mal encrypted frames” in Figure 4), the destination address
of the mis-redirected frame is the attacker (instead of the
AP), since the victim supplicant considers that the destination
(i.e., the next-hop router on the way to the remote server) of
the frame is no longer the AP, but the attacker who is also
reachable at the link layer.

After receiving the frame, the AP considers the attacker
as the final destination of the frame according to the link-
layer headers. Hence, the AP first decrypts the frame using
the session key between the AP and the victim supplicant,
and then the AP encrypts the frame again using the attacker’s
session key and forwards it to the attacker. In the header of the
new encrypted frame, the receiver address and the destination
address are set as the attacker. After receiving the frame, the
attacker is capable of decrypting the frame using its session
key. Consequently, the security mechanisms enforced in Wi-Fi
networks to protect the victim supplicant’s traffic are evaded
stealthily. The attacker successfully constructs a man-in-the-
middle attack that can silently hijack and modify the victim
supplicant’s traffic without using any rogue APs.

V. EMPIRICAL STUDY

We conduct extensive real-world evaluations to measure the
impacts of our attack. We first investigate if vulnerable APs
can block crafted ICMP redirect messages issued from an
attacker to a victim supplicant. We test 55 popular wireless
routers in our lab and find that none of these routers can block
forged ICMP redirect messages. Next, we evaluate our attack
against the security mechanisms of WPA2 and WPA3 in both
IPv4 and IPv6 Wi-Fi networks, respectively. We evaluate 122
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real-world Wi-Fi networks and discover that 109 (89%) of
them may suffer from our MITM attack.

A. Vulnerability Analysis of Vulnerable APs

According to ICMP specifications [14], [15], [27], [42],
ICMP redirects should only be issued by the current default
gateway (i.e., the AP in Wi-Fi networks) of the victim sup-
plicants to inform a better next hop for the remote server.
Modern OSes (e.g., Linux 2.6.39 and beyond, FreeBSD 6.0
and beyond, and Android 1.5 and beyond) faithfully implement
this check via IP address matching. However, the attacker can
craft ICMP redirect messages via source IP address spoofing,
i.e., specifying the message’s source IP address as the AP’s IP
address. Then, the attacker issues the crafted message to the
victim supplicant, who will be misled into believing that the
ICMP redirect message is issued from the AP.

In Wi-Fi networks, the crafted ICMP redirect message will
be relayed by the AP to the victim supplicant. Theoretically,
the AP should be able to identify the illegality of the crafted
ICMP redirect message whose source IP address is specified
with the AP itself, and then discard the message to prevent
potential attacks. However, we discover that the crafted ICMP
redirect message can always be successfully forwarded to the
victim. It cannot be blocked by the AP and existing security
mechanisms [43]-[45]. Due to the performance consideration,
the NPU (e.g., Qualcomm IPQ5018 and Hisilicon Gigahome
Quad-core) in the AP router will directly forward the received
fake message of ICMP redirects to the victim supplicant, and
thus ACL rules at the higher layers of the AP cannot be
enforced to block the messages. This vulnerability affects a
wide range of AP routers and restricts the AP vendors from
easily repairing their products, since the repair relies on the
collaboration between the NPU chip manufacturers and the
AP vendors.

Our evaluations against 55 mainstream wireless routers
(acting as an AP to provide the Internet access services) in
the market confirm the vulnerability. We discover that none
the 55 wireless routers can block the crafted ICMP redirect
messages with the spoofed source IP address of the wireless
router itself, thus allowing the crafted message to traverse
through and arrive at the victim supplicants eventually.

Figure 5 shows the statistics of the 55 vulnerable wireless
routers. The distribution is plotted according to four attributes
of the wireless routers, i.e., the Wi-Fi generation that the router
supports, the WPA that the router is compatible with, whether
the router enables IPv6, and the vendor of the router. Based
on our measurement results, we can conclude that most of
mainstream wireless routers in the market are vulnerable to
our attack, regardless of which Wi-Fi generation the routers
support, whether IPv6 is enabled, whether the routers are
compatible with the latest security mechanism of WPA3, or
by which vendor they are manufactured.

Table I shows the detailed information of 32 vulnerable
wireless routers in our investigations. As shown in the first
row, the vulnerable wireless router “TL-XVR1800L” produced
by TP-LINK supports the latest generation of Wi-Fi, i.e.,
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Fig. 5. Statistics of the 55 vulnerable wireless routers.

Wi-Fi 6, and is compatible with WPA3. The router also
supports IPv6. According to the product specification, “TL-
XVRI1800L” enables MAC-ADDR Filtering, i.e., filtering fake
MAC address announcements in the ARP protocol to prevent
ARP poisoning attacks (see Section VI-B), Anti-Flooding, i.e.,
throttling malicious flooding traffic to prevent DoS attacks,
and Suspicious Packets Blocking, i.e., blocking malformed or
crafted packets. Therefore, the router should be able to block
the crafted ICMP redirect messages issued from attackers and
prevent potential attacks. However, our tests show that the
crafted messages can traverse through the router and thus
arrive at the victim supplicants, which means the router does
not strictly follow its product specification and there is an
inconsistency between the AP product and its product specifi-
cation. In fact, all vulnerable wireless routers we investigated
have enabled different security mechanisms to prevent various
attacks. However, our study demonstrates that the existing
security mechanisms are inadequate to prevent our attack.

B. Attack Evaluation

We conduct comprehensive experiments to evaluate the
impacts of our attack in the real world. We perform our
attack in 122 real-world Wi-Fi networks, including various
IPv4 and IPv6 Wi-Fi networks secured by WPA2 or WPA3.
The experimental results illustrate that our attack can be
constructed with a success rate of higher than 89% (109 out
of 122) to hijack the victim’s plaintext traffic in the Wi-Fi
networks.

Experimental Setup. Our experiments consist of four types
of devices, i.e., an AP, a victim supplicant, a remote server,
and an attacker.

e AP. The AP in the public Wi-Fi networks broadcasts the
SSID to allow the supplicants to access. In our experiments,
the AP enables WPA2 or WPA3 to secure the traffic from its
supplicants. When the attacker connects to a Wi-Fi network,
the IP address of AP can be easily identified.

o Victim Supplicant. The victim supplicants affected by our
attack include Linux 2.6.39 and beyond, FreeBSD 6.0 and
beyond, Mac OS 10.0.4~10.10.5, iOS 1~8, and Android
kernel version before 10.0 with ICMP redirects enabled by
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TABLE I
VULNERABLE WIRELESS ROUTERS ALLOWING CRAFTED ICMP REDIRECT MESSAGES TO PASS THROUGH

Wi-Fi router Generation WPA Vendor pUPWE 1\ \DDR Filtering Ar?teifll?lf(;:));lilr\n/{getlélS:picious Packets Blocking
TL-XVR1800L Wi-Fi 6 WPA3 TP-LINK  Yes [ ] [ )

TL-XDR1860 Wi-Fi 6 WPA3 TP-LINK  Yes o O O
TL-WAR1200L Wi-Fi 5 WPA2 TP-LINK  Yes o [ ) o
TL-WDR7660 Wi-Fi5 WPA2 TP-LINK  No O o o
TL-WR845N Wi-Fi4 WPA2 TP-LINK  No O O [ )
WAP150 Wi-Fi5 WPA2 Cisco Yes [ ) [ ) [ )
WAP125 Wi-Fi5 WPA2  Cisco Yes [ O [ )
Ax12 Wi-Fi 6 WPA3  Tenda Yes [ ] [ ) [ )
AC23 Wi-Fi5 WPA2 Tenda Yes o o O
ACI1 Wi-Fi 5 WPA2 Tenda No o O O
AC10 Wi-Fi5 WPA2 Tenda Yes [ ) o o
AX3pro Wi-Fi 6 WPA3 HUAWEI  Yes [ ] o [
AX2pro Wi-Fi 6 WPA3 HUAWEI  Yes [ O o
WS5281 Wi-Fi 5 WPA2 HUAWEI  Yes o ( J O
WS5102 Wi-Fi5 WPA2 HUAWEI  Yes o O O
V6G Wi-Fi 6 WPA3 360 Yes [ ) [ ) [ )
5Pro Wi-Fi5 WPA2 360 Yes [ ) [ ) O
360mini Wi-Fi4 WPA2 360 No O [ O
GR-5400AX Wi-Fi 6 WPA3  H3C No [ ) [ ) [ )
N21 Wi-Fi5 WPA2 H3C No o @) O
ER-8300G2 Wi-Fi4 WPA2  H3C No [ ) (] O
RG-EW1800GX PRO Wi-Fi 6 WPA3 Ruijie No o O o
RG-EW1200G PRO  Wi-Fi5 WPA2 Ruijie Yes o O O
RG-EW1200 PRO Wi-Fi 5 WPA2  Ruijie No o O O
Redmi AX9000 Wi-Fi 6 WPA3 Xiaomi  Yes [ ) [ ] [ ]
Redmi AX5 RA67 Wi-Fi 6 WPA3 Xiaomi  Yes o ( J O
Mi 4C Wi-Fi4 WPA2 Xiaomi No [ ) O O
X18G Wi-Fi 6 WPA3 MERCURY Yes [ ) [ ) [ )
DI21 Wi-Fi 5 WPA2 MERCURY  Yes [ ) o o
MW325R Wi-Fi 4 WPA2 MERCURY _ No [ O O
RAX50 Wi-Fi 6 WPA3 NETGEAR  Yes o [ ) o
RAX20 Wi-Fi 6 WPA3 NETGEAR  Yes @ (] @

O means that the security metric is not supported by the router, and . means that the security metric is supported.

default. Particularly, we test Android devices (with kernel
version before 10.0) from different manufacturers and con-
firm the impacts on the devices. Table II shows the details of
the affected Android devices we test in practice (Figure 9
in Appendix shows the mobile devices in our tests). The
victim is attached to the AP of the public Wi-Fi networks.

e Remote Server. We set Google’s public DNS resolver
(8.8.8.8) as the remote server. The remote server is requested
by the victim supplicant for resolving domain names.

o Attacker. An attack machine is equipped with Linux 5.4.0.
The attack machine is capable of crafting packets with a
spoofed source IP address of the AP by using the Scapy tool.
The attacker aims to hijack the victim supplicant’s plaintext
DNS requests (destined to the remote server) by performing
our attack. Once the attack succeeds, the attacker will
receive the DNS requests issued from the victim supplicant.

Experimental Results. We evaluate our attack against 122
real-world Wi-Fi networks to cover most typical public Wi-
Fi scenarios, e.g., Wi-Fi networks in coffee shops, hotels,
shopping malls, airports, campuses, and office buildings. The

TABLE 11
AFFECTED ANDROID DEVICES IN OUR TESTS.

Device  Android version Device Android version
HTC-S710e 2.2.1 HTC-X920e 4.1.1
HTC-609d 4.1.2 HTC-802t 4.4.2
Meizu-M040 4.4.4 Galaxy S4 5.0.1
Nexus 10 5.1 HUAWEI Honor 5 5.1
HUAWEI 5A 5.1 Xiaomi Mi 4 6.0.1
Galaxy S6 6.0.1 Lenovo Tab S6000 7.0
OnePlus 3 7.1.1 Xiaomi Mi 4 7.1.1
Xiaomi Mi 4 8.0.0 Nubia Z11 8.0.0
OnePlus 3 8.0.1 vivo X9s 8.1.0
Nexus 10 8.1.0 Xiaomi Mi 4 9.0
Galaxy S6 9.0 Pixel 3 9.0

experimental results illustrate that more than 89% of the real-
world Wi-Fi networks (i.e., 109 out of the 122 evaluated
networks) are vulnerable to our attacks, which allow an
attacker to hijack the victim supplicants’ plaintext traffic, thus
causing privacy breach in the real world. Next, we elaborate
our experimental results. The failures of our attack in 13 of
the 122 evaluated networks (due to specific network policies
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Fig. 6. Attacks evaluation based on 122 real-world Wi-Fi networks.

that the networks enforce) are detailed in Section VI-A.

Figure 6 shows the overall measurement results. Among
the 122 Wi-Fi networks, 109 of them are IPv4 enabled only
and the rest 13 are IPv6 enabled. It is consistent with our
expectation that the IPv6 deployment is still in the progress.
Among the 109 IPv4 Wi-Fi networks, 39 of them adopt the
security mode of WPA2-Personal, and 35 out of 39 (89.7%)
are vulnerable to our attack. 46 IPv4 Wi-Fi networks adopt the
security mode of WPA2-Enterprise, and 43 out of 46 (93.5%)
are vulnerable to our attack. 23 IPv4 Wi-Fi networks adopt the
security mode of WPA3-Personal, and the vulnerable rate is
82.6% (19 out of 23). Since the WPA3-Enterprise-compatible
Wi-Fi networks have not been widely deployed in practice,
we only find one Wi-Fi network in an enterprise that enables
the security mode of WPA3-Enterprise. We observe that the
real-world WPA3-Enterprise-compatible Wi-Fi network is also
vulnerable to the attack.

With respect to 13 IPv6 Wi-Fi networks, 7 of them adopt the
security mode of WPA2-Personal, and the vulnerability rate
is 85.7%. 1 of 13 IPv6 Wi-Fi networks adopts the WPA2-
Enterprise mode, which is vulnerable to our attack as well.
The rest 5 networks are WPA3-compatible. 4 of them adopt
the WPA3-Personal model, and the vulnerability rate is 75%.
The one WPA3-Enterprise-compatible IPv6 Wi-Fi network in
our measurement is also vulnerable to our attack.

Our measurement results demonstrate that Wi-Fi networks
widely deployed in the real world are vulnerable to our attack.
As a result, our attack can be successfully constructed with a
probability higher than 89%, i.e., totally 109 of the 122 Wi-
Fi networks. 13 of 122 Wi-Fi networks are not affected by
our attacks mainly due to two reasons. First, the mechanism
of ICMP redirect is disabled in the network. Second, the
communication between internal supplicants in the target Wi-
Fi network is forbidden. We further discuss the issues that may
affect the success rate of our attack in Section VI.

We elaborate more on the experimental results of 30 Wi-Fi
networks in Table III. We take the first row of Table III as an
example to analyze the results. In our study, a Wi-Fi network

with the SSID of “Restaurant 1°” is publicly available in a
restaurant, and the AP of the Wi-Fi network is produced by
the vendor of Abloomy. This IPv4 Wi-Fi network supports the
generation of Wi-Fi 4 and is secured by the WPA2-Enterprise
mode. We can use our mobile phone numbers as credentials
to pass the authentication and then access the Wi-Fi network.
In this Wi-Fi network, we can hijack the victim supplicant’s
traffic with a success rate of 92%. The four failure cases in
our 50 tests are due to the loss of the crafted ICMP redirect
messages in the wireless channel of the target Wi-Fi network.

VI. DISCUSSION

A. Factors Impacting Effectiveness

Supplicants with ICMP Redirects Disabled. According to
ICMP specifications, ICMP redirects are used to reduce route
hops and thus improve network performance. Hence, the ICMP
redirect mechanism is enabled by default in a wide range of
OSes, e.g., Linux 2.6.39 and beyond, FreeBSD 6.0 and be-
yond, Mac OS 10.0.4~10.10.5, iOS 1~8, and Android kernel
version before 10.0. We observe that supplicants equipped
with these OSes can be tricked into accepting the crafted
ICMP redirects and then redirecting the plaintext traffic to the
attacker. With respect to Windows systems (e.g., Windows 7
Professional 64-bit and Windows 10 Pro in our tests), although
the ICMP redirect mechanism is enabled by default, we find
that Windows will not be affected by our attack. When an
ICMP redirect message arrives at supplicants equipped with
Windows, Windows will discard the message simply and does
not respond at all, even when the message is benign that is
truly issued from the legitimate AP.

Supplicants equipped with OSes that do not enable the

mechanism of ICMP redirect by default will not be af-
fected by our attack directly. However, once the ICMP
redirect mechanism is enabled (e.g., via the command
of “sysctl net.inet.icmp.drop_redirect=0" on
Mac OSes 10.11.6 and beyond), we observe that the suppli-
cants will also be vulnerable to our attack.
Wi-Fi Networks with Specific Network Policies. The effec-
tiveness of our attack may also be affected by specific network
configurations enforced by the target Wi-Fi networks. In our
measurement study on 122 real-world Wi-Fi networks, we find
that 13 of them enforce specific network policies. Those Wi-Fi
networks will be not impacted by our attack.

First, Wi-Fi networks may disable the mechanism of ICMP
redirect in local networks. For example, in our evaluation
on a Wi-Fi network with the SSID of “Watsons Free Wi-
Fi” (secured by the WPA2-Enterprise mode), we identify
that ICMP redirect messages will always be discarded by
the network, regardless of whether the message is benign or
crafted from attackers. This specific configuration will throttle
our attack. Unfortunately, our measurement results show that,

SWe observe that the real-world SSID of a Wi-Fi network is always related
with the name of the organization, which may result in the disclosure of the
organization. Thus, due to the ethical considerations, we anonymized the real
SSIDs of the Wi-Fi networks.
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TABLE III
EXPERIMENTAL RESULTS OF TRAFFIC HIJACKING IN 30 WI-FI NETWORKS.

No. SSID AP vendor IPv4/IPv6 Wi-Fi generation Enter[‘))XiIs’g/%’/grsonal Success rate
1 Restaurant 1 Abloomy © Wi-Fi 4 WPA2-Enterprise 46/50
2 Restaurant 2 TP-LINK © Wi-Fi 5 WPA2-Enterprise 42/50
3 Restaurant 3 H3C © Wi-Fi 4 WPA2-Personal 45/50
4 Campus 1 TP-LINK o Wi-Fi 5 WPA2-Enterprise 47/50
5 Campus 2 H3C (D) Wi-Fi 5 WPA2-Enterprise 49/50
6 Campus 3 iKuai 0 Wi-Fi 4 WPA2-Personal 44/50
7 Fast food restaurant 1 ~WiMaster © Wi-Fi 5 WPA2-Enterprise 47/50
8 Fast food restaurant 2 Abloomy © Wi-Fi 4 WPA2-Enterprise 44/50
9 Fast food restaurant 3 WiMaster-Mini © Wi-Fi 5 WPA2-Enterprise 46/50
10 Coftee shop 1 WiMaster © Wi-Fi 4 WPA2-Enterprise 49/50
11 Coffee shop 2 TP-LINK (D) Wi-Fi 4 WPA2-Enterprise 47/50
12 Coffee shop 3 TP-LINK © Wi-Fi 5 WPA2-Personal 49/50
13 Shopping mall 1 HUAWEI © Wi-Fi 5 WPA2-Enterprise 45/50
14 Shopping mall 2 TP-LINK () Wi-Fi 4 WPA2-Enterprise 46/50
15 Shopping mall 3 Tenda © Wi-Fi 5 WPA2-Enterprise 44/50
16 Bookstore 1 360 © Wi-Fi 4 WPA2-Enterprise 44/50
17 Bookstore 2 Xiaomi © Wi-Fi 6 WPA3-Personal 47/50
18 Bookstore 3 H3C L) Wi-Fi 6 WPA3-Personal 48/50
19 Office building 1 TP-LINK © Wi-Fi 5 WPA2-Enterprise 46/50
20 Office building 2 Tenda © Wi-Fi 5 WPA2-Enterprise 45/50
21 Office building 3 TP-LINK o Wi-Fi 6 WPA3-Personal 46/50
22 Experience store 1 Xiaomi © Wi-Fi 6 WPA3-Personal 45/50
23 Experience store 2 H3C o Wi-Fi 5 WPA2-Personal 47/50
24 Experience store 3 Xiaomi 0 Wi-Fi 5 WPA2-Personal 47/50
25 Cinema 1 Xiaomi [ ) Wi-Fi 5 WPA2-Enterprise 48/50
26 Cinema 2 HUAWEI © Wi-Fi 6 WPA2-Enterprise 49/50
27 Hotel 1 Gee © Wi-Fi 5 'WPA2-Enterprise 48/50
28 Hotel 2 ZH-A0101 © Wi-Fi 4 WPA2-Enterprise 43/50
29 Enterprise 1 TP-LINK © Wi-Fi 6 WPA3-Enterprise 46/50
30 Enterprise 2 TP-LINK o Wi-Fi 6 WPA3-Enterprise 44/50

except the network with the SSID of “Watsons Free Wi-
Fi”, almost all Wi-Fi networks enable the ICMP redirect
mechanism. Hence, the crafted ICMP redirect messages can
be successfully forwarded in these networks.

Second, Wi-Fi networks may be enforced with special net-
work policies to constrain the communication between internal
supplicants, which may prevent our attack. For example, in
our measurement study, we discover 12 Wi-Fi networks where
internal supplicants under the same AP cannot communicate
with each other. The supplicants can communicate with ex-
ternal hosts (e.g., public servers on the Internet) successfully.
However, once the destination address of the wireless frames
is not the AP’s MAC address, i.e., internal communication
happening between supplicants within the same network, the
frame will be blocked by the AP. This special network config-
uration prevents our attack. In our attack, the communications
among supplicants need to be allowed so that victims can
communicate with the attacker and the decrypted frames of the
victim supplicant can be relayed to the attacker by the AP (see
Figure 4). This particular network policy throttles our attack;
however, it may impact the network availability. As a result,
we observe that less than 10% (12 out of 122) of the real-world
Wi-Fi networks enforce this network policy. In our attack, a
vulnerable AP is incapable of blocking spoofed packets and

capable of forwarding benign packets. However, the APs in
these two failure situations are set to drop the packets even if
the packets may be benign. When we investigate more deeply
on the AP routers, the network operators decline our request.

B. ARP Poisoning in LANs

ARP poisoning is a typical attack by which an attacker
associates its own MAC address with the IP address of a
victim target (that is connected to the same network with the
attacker) via crafting spoofed ARP reply messages. As a result,
the traffic destined to the victim target will be mis-forwarded
to the attacker [46], and the attacker successfully performs a
MITM attack. ARP poisoning in wired or wireless LANs have
been well prevented in recent years, e.g., discarding unsolicited
ARP replies [47], [48] or retaining a mapping table between
IP address and MAC address [49], [50].

By contrast, our attack exploits the vulnerability incurred
during the cross-layer interactions, instead of the vulnerability
at a certain layer. As a result, all behaviors generated by our
attack at the link layer are legal. In addition, compared with the
ARP poisoning attack, our attack is stealthier since the attacker
realizes the MiTM attack by crafting one ICMP redirect
message to the victim supplicant, instead of broadcasting
spoofed ARP replies in the LAN. Therefore, it is difficult to
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prevent our attack by leveraging existing security mechanisms,
e.g., packet filtering and malicious traffic monitoring.

VII. COUNTERMEASURES

Responsible Vulnerability Disclosure. We have reported the
vulnerability of allowing a crafted ICMP redirect message to
pass through to the ten affected AP vendors that we identified
(see Figure 5) and the NPU chip manufacturers of Qualcomm
and Hisilicon. Qualcomm and Hisilicon have confirmed the
vulnerability and they are currently fixing it in their NPUs.
NETGEAR, HUAWEI, TP-LINK, Tenda, H3C, and Ruijie
have also confirmed the vulnerability. They will repair their
AP routers after the chip manufacturers fix the vulnerability
in the NPUs. For example, Ruijie plans to add an ICMP
attack prevention module in the subsequent AP products.
Besides, in our evaluations on the 109 real-world vulnerable
Wi-Fi networks, we reported the vulnerability to the network
operators. 94 of them have confirmed the vulnerability and
plan to fix their Wi-Fi networks to prevent the attack. The
operators of the rest 15 networks are still investigating the
vulnerability until now. We also reported the vulnerability of
incorrectly processing crafted ICMP redirect messages to the
communities of Linux, FreeBSD, and Google (as well as the
affected Android manufacturers of HTC, Samsung, HUAWEI,
Lenovo, Meizu, Xiaomi, Nubia, OnePlus, and vivo). Google
has confirmed the vulnerability.

In this section, we propose two countermeasures to prevent
the identified attack. The ICMP redirect mechanism is de-
signed to improve network performance [14], [15] and is also
helpful to network troubleshooting [51], hence it is not a good
decision to disable ICMP redirects. Instead, we propose to
perform more precise checks over the received ICMP redirect
message at the supplicant side or allow APs in Wi-Fi networks
to block the crafted ICMP redirect messages, thus throttling
the MITM attack identified in this paper while preserving the
normal functionality of ICMP redirects.

A. Enhancing Supplicants to Check Cross-Layer Interactions

Figure 7 shows the comparison between a legitimate ICMP
redirect message issued from the AP and a forged ICMP
redirect message crafted by a malicious attacker. We can see
that users (i.e., victim supplicants) who receive a crafted ICMP
redirect message can identify the message illegitimacy due to
the inconsistency of the addresses in the message. As shown in
Figure 7(a), the source IP address and the source link address
(i.e., MAC address) of legitimate ICMP redirect messages
(issued from the AP) are consistent. They are the IP address
and the MAC address of the AP, respectively.

By contrast, if the ICMP redirect message is crafted by
an attacker, the source IP address in the message will not
be consistent with the source link address. As shown in
Figure 7(b), in order to trick the victim user into believing
that the crafted message is issued by the AP, the source IP
address in the message is specified as the AP’s IP address.
However, at the link layer, the source address of the wireless
frame is the attacker’s MAC address. This violates the normal
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(a) Legitimate ICMP redirect mes- (b) Illegitimate ICMP redirect mes-
sage issued from the AP. sage crafted by an attacker.

Fig. 7. Differences between the legitimate and crafted ICMP errors.

practice, i.e., the source address of the wireless frame should
also be the AP’s MAC address. The inconsistency in the
crafted ICMP redirect message can be easily identified by
supplicants in Wi-Fi networks. Therefore, we propose to
enhancing the supplicants to detect such inconsistency and
discard the crafted ICMP redirect message. Note that it is
difficult for the attacker to change its MAC address into the
AP’s MAC address (i.e., the BSSID of the Wi-Fi network)
to evade this countermeasure, since this will cause BSSID
conflicts in the Wi-Fi network and the attacker’s network
adapter will lose the connection to the AP. As a result, the
attacker will not be able to issue any message. Instead, if the
attacker chooses to directly issue the ICMP redirect message
to the user via radio, it needs to know the session key between
the AP and the user.

we implement our countermeasure via modifying the
function of “static bool icmp_redirect (struct
sk_buff =*skb)” in the Linux 4.18 kernel. We first iden-
tify the source MAC address of the received ICMP redirect
message in the struct of “sk_buff xskb”. Then, we call
the function of “___ipv4_neigh_lookup_noref ()” to
get the corresponding MAC address of the ICMP redirect
message’s source [P address. Finally, we compare the two
identified MAC addresses. If they are not equal, we discard the
ICMP message (see Section A in Appendix for more details).

Through evaluations in the Wi-Fi network of our campus,
we confirm that our countermeasure can foil the identified
attack. The supplicant protected with our countermeasure and
an attacker connect to our campus Wi-Fi network. The attacker
issues a crafted ICMP redirect message to the supplicant
to hijack the supplicant’s traffic. In our experiments, the
supplicant will identify the inconsistency in the received ICMP
redirect message and thus discard the message. Meanwhile,
our countermeasure preserves the normal redirect mechanism.
The supplicant will respond to ICMP redirects issued from the
legitimate AP. The supplicant-side countermeasure can protect
the supplicant that concerns our MITM attack, and it does not
rely on the AP of the attached Wi-Fi network.
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B. Enhancing APs to Throttle Crafted ICMP Redirects

Alternatively, we can enhance APs to throttle the attack
by filtering fake ICMP redirect messages. As we stated in
Section V-A, the attacker needs to spoof the AP to craft an
acceptable ICMP redirect message. The crafted message will
be relayed by the AP from the attacker to the victim supplicant.
Since the source IP address of the crafted ICMP redirect
message is specified as the AP’s IP address, the anomaly can
be identified by the AP during the message forwarding.

It is difficult for the current design to prevent IP address
spoofing inside Wi-Fi networks using existing security filtering
mechanisms, because they are only enforced to ensure that
packets entering or leaving the network are with legal IP
addresses [43]-[45]. Thus, we propose to enhance APs to
verify all received packets to actively identify such address
anomalies, regardless of whether the packets are only for-
warded internally or will be routed to enter or leave the
network. If a packet that the AP receives is forwarded from
other hops, AP will filter the packet if its source IP address is
the AP’s IP address itself. This countermeasure can be widely
deployed at APs to protect all supplicants attached to the AP
from being manipulated by the crafted ICMP error messages.
However, as we stated in Section V-A, this countermeasure
relies on the collaboration between the chip manufacturers of
the vulnerable NPUs and the AP vendors, and now we are
discussing this countermeasure with the AP vendors.

VIII. RELATED WORK

Breaking Wi-Fi. Wi-Fi is a popular access method for end
users to connect the Internet [52] and is an appealing target for
attackers. In order to protect wireless users in Wi-Fi networks,
several types of security mechanisms have been proposed
in recent years, i.e., WEP, WPA, WPA2, and WPA3 [53].
However, existing studies [1]-[3], [5]-[9], [54], [55] show
that implementation vulnerabilities or design flaws have been
discovered in these security mechanisms to compromise Wi-
Fi networks. For example, due to the adopted vulnerable
encryption algorithm of RC4 [2], WEP compatible Wi-Fi
networks can be cracked in minutes [2], [3], even in seconds by
leveraging automation tools of Aircrack-ng [3], [54]. Hence,
WPA was proposed with the 802.11g Wi-Fi standard to super-
sede WEP. However, WPA was discovered to be vulnerable
to key recovery attacks [1], [5], and Moskowitz demonstrated
that WPA is also vulnerable to dictionary attacks [4].

WPA2 replaced TKIP in WPA with AES-CCMP [56] for
the non-enterprise authentication, thus mitigating attacks that
WPA suffered. However, existing studies show that WPA2
is vulnerable to the KRACK attack that allows attackers to
reconstruct the keys of WPA2-compatible networks via forcing
nonce reuse [6], [7]. Besides, Steube demonstrated that WPA2
PSK passwords can be cracked via exploiting RSNIE of a
single EAPOL frame [55]. WPA3 replaced PSK in WPA2
with SAE that is designed to securely exchange the initial
key in personal mode [57]. Recent studies show that WPA3
may still be vulnerable to downgrade attacks or dictionary
attacks [8], [9]. Attackers may force WPA3-compatible APs to

use weaker cryptography algorithms via altering the handshake
procedure or force the devices to downgrade to WPA2, and
then they perform the KRACK attacks [8]. Attackers can
also exploit side channels to crack the network password or
forge encrypted frames via malicious frame fragmentation [9].
However, it is still difficult to hijack other supplicants’ traffic
in plaintext in WPA3-compatible networks.

Attackers may deploy a rogue AP to perform an Evil
Twins attack to hijack victim supplicants’ traffic [10]-[13].
This attack requires broadcasting the same or similar SSID.
Moreover, it is difficult to hijack existing Wi-Fi connections
by performing this attack. Different from previous attacks that
mainly focus on discovering vulnerabilities in Wi-Fi protocols
at the link layer or relying on rogue APs, our study is to
find the vulnerabilities of Wi-Fi networks incurred by the
cross-layer interactions. The vulnerability can be exploited to
perform a MITM attack without using a rogue AP.

Hijacking Traffic. Traffic hijacking has been extensively
studied. For instance, via abusing the weaknesses in the ARP
protocol, an attacker can corrupt the MAC-to-IP mappings of
victims’ devices on the same network. The attacker can craft
spoofed ARP reply messages and thus perform an ARP poi-
soning attack to hijack the victims’ traffic on the network [46].
Fortunately, ARP poisoning attacks have been well mitigated
in recent years through MAC-IP address bindings [49], [50]
and discarding unsolicited ARP reply messages [47], [48].

The ICMP redirect mechanism was abused previously to
perform a MITM attack to hijack a victim’s traffic [16]-[25].
However, previous ICMP redirect attacks can only succeed in
the outdated hub-connected Ethernet in which attackers can
eavesdrop on the victim’s traffic to craft an evasive ICMP
redirect message [16]-[21], or the victim does not perform
any legitimacy checks on the received ICMP redirect mes-
sages [22]-[26]. ICMP echo messages were exploited by Kulas
to craft evasive ICMP redirect messages against Windows
7 and certain Linux systems (i.e., excluding kernel version
3.6.x) in IPv4 LANSs [58]. We develop a new method to evade
the ICMP redirect legitimacy checks in Wi-Fi networks and
present a new MITM attack to evade the security mechanisms
of WPAs, thus hijacking the victim wireless traffic.

Hijacking TCP connections by leveraging side chan-
nels [59]-[63] allows off-path attackers to inject forged TCP
segments into the target connection or terminate the con-
nection. Via poisoning OSPF routing tables [64]-[66] and
announcing anomalous BGP messages [67]-[69]), attackers
can construct a routing hijacking attack on control planes.
IP fragmentation is another widely abused technique to ma-
nipulate the traffic [70]-[74]. Off-path attackers may inject a
fake IP fragment into the target connection. Once the fake IP
fragment is mis-reassembled with the benign ones, the target
traffic is poisoned. Fortunately, most of the attacks have been
mitigated by the security communities [60], [61], [65], and
some specific security mechanisms have been proposed to foil
these attacks [75]-[78]. However, our MITM attack in Wi-Fi
networks poses a new challenge to the security communities.
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IX. CONCLUSION [12]
In this paper, we study the vulnerability incurred by the

cross-layer interactions between WPAs and ICMP in Wi-Fi [13]

networks. We uncover that the link-layer security mechanisms

of WPA2 and WPA3 enforced in Wi-Fi networks, which [14]

encrypt wireless frames from being hijacked, can be broken

by the ICMP errors handling at the IP layer. By leveraging [15]

one carefully crafted ICMP redirect message, an attacker

can evade existing security mechanisms of WPAs and thus

develop a MITM attack in modern Wi-Fi networks without (16l

using rogue APs. We demonstrate that our MITM attack can 17

be successfully constructed in various Wi-Fi networks and

thus cause serious damages in the real world. We responsibly (18]

disclosed the identified vulnerability and propose two coun-

termeasures. We prototype our countermeasure at supplicants.

The evaluations validate its effectiveness to foil the identified [1°]

attack while preserving the functionality of ICMP redirects. [20]
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APPENDIX

A. Implementation of Enhancing Supplicants to Check the
Received ICMP Redirect Messages

Figure 8 shows part of the source code for implementing
our countermeasure in Linux 4.18 that enhances supplicants to
perform a more precise check on the received ICMP redirect
message. If source IP address and source MAC address of
the received ICMP redirect message are inconsistent, i.e., a
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crafted message from attackers (see Figure 7(b)), the suppli-
cant protected by our countermeasure will discard the message
to prevent potential attacks.

1. static bool icmp_redirect (struct sk_buff *skb)

3 *identify source MAC address of the received ICMP redirect message*/
4 struct ethhdr *eth = (struct ethhdr *) skb_mac_header (skb);

5 memcpy (source_mac, eth->h_source, ETH_ALEN);

6. *identify source IP address of the message*

7 struct iphdr* firstiph = ip_hdr (skb);

8 u32 src_ip = firstiph->saddr;

9. [*locate the network adapter*

10.  struct rtable *rt = skb_rtable (skb);

11.  struct net_device *dev = rt->dst.dev;

12.  /*identify MAC address of source IP of the received message™/

13.  struct neighbour *neigh = _ipv4_neigh_lookup_noref (dev, src_ip);
14. memcpy (ap_real mac, neigh->ha, 6);

15.  /*check whether source MAC address of the received message is equal to

the identified MAC address of the message's source IP, if not, discard it*/

16.  if (strncmp (source_mac, ap_real_mac, ETH_ALEN) !=0){
17. return false;

18. }

19. *the message is legal and delivered to be handled*

20. icmp_socket deliver (skb, icmp_hdr(skb)->un.gateway);
21. return true;

22. }

Fig. 8. Implementation of enhancing supplicants to check the received ICMP
redirect message in Linux 4.18.

We modify “static bool icmp_redirect (){}” in
Linux kernel 4.18 to implement our countermeasure. First, we
identify source MAC address of the received ICMP redirect
message in the struct of “sk_buff xskb” and store the
identified MAC address into “source_mac” (as shown in
line 4 and line 5 of Figure 8). Then, we identify source IP
address of the message and store the identified IP address into
“src_1ip” (see line 7 and line 8 in Figure 8). Before calling
the function of “___ipv4_neigh_lookup_noref ()” in
line 13 to get the corresponding MAC address of “src_ip”,
we have to locate the network adapter of the supplicant
used to access the Wi-Fi network. Once the MAC ad-
dress of “src_ip” is identified, we then store it into
“ap_real_mac” (see line 13 and line 14).

Finally, we compare the two identified MAC addresses
“source_mac” and “ap_real_mac”. If they are not equal,
we discard the ICMP message (see line 16 and line 17).
Instead, if “source_mac” and “ap_real_mac” are equal
(the message is legal and is issued from the legitimate AP),
we deliver the message to be handled in line 20, i.e., updating
the supplicant’s gateway.

Our countermeasure can block the crafted ICMP redirect
message issued from attackers, thus foiling the MITM attack
presented in this paper. Meanwhile, it does not rely on the
AP routers and preserves the normal functionality of the
redirect mechanism defined in ICMP specifications. If the

ICMP redirect message is truly issued from the legitimate AP,
the supplicant protected by our countermeasure will respond

to the message to optimize its routing accordingly.

Fig. 9. Mobile devices in our tests.
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