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Abstract—Gradient Inversion Attacks invert the transmitted
gradients in Federated Learning (FL) systems to reconstruct the
sensitive data of local clients and have raised considerable privacy
concerns. A majority of gradient inversion methods rely heavily
on explicit prior knowledge (e.g., a well pre-trained generative
model), which is often unavailable in realistic scenarios. This
is because real-world client data distributions are often highly
heterogeneous, domain-specific, and unavailable to attackers,
making it impractical for attackers to obtain perfectly matched
pre-trained models, which inevitably suffer from fundamental
distribution shifts relative to target private data. To alleviate this
issue, researchers have proposed to leverage the implicit prior
knowledge of an over-parameterized network. However, they only
utilize a fixed neural architecture for all the attack settings.
This would hinder the adaptive use of implicit architectural
priors and consequently limit the generalizability. In this paper,
we further exploit such implicit prior knowledge by proposing
Gradient Inversion via Neural Architecture Search (GI-NAS),
which adaptively searches the network and captures the implicit
priors behind neural architectures. Extensive experiments verify
that our proposed GI-NAS can achieve superior attack perfor-
mance compared to state-of-the-art gradient inversion methods,
even under more practical settings with high-resolution images,
large-sized batches, and advanced defense strategies. To the best
of our knowledge, we are the first to successfully introduce
NAS to the gradient inversion community. We believe that
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this work exposes critical vulnerabilities in real-world federated
learning by demonstrating high-fidelity reconstruction of sensitive
data without requiring domain-specific priors, forcing urgent
reassessment of FL privacy safeguards. The source code is
available at https://github.com/cswbyu/GI-NAS

Index Terms—Federated learning, gradient inversion attacks,
neural architecture search, privacy leakage.

I. INTRODUCTION

EDERATED Learning (FL) [1], [2], [3] serves as an

efficient collaborative learning framework where multiple
participants cooperatively train a global model and only the
computed gradients are exchanged. By adopting this dis-
tributed paradigm, FL systems fully leverage the huge amounts
of data partitioned across various clients for enhanced model
efficacy and tackle the separateness of data silos [4]. Moreover,
since merely the gradients instead of the private data are
uploaded to the server, the user privacy seems to be safely
guaranteed as the private data is only available at the client
side.

However, FL systems are actually not so secure as what
people have expected [5], [6], [7], [8], [9], [10], [11], [12],
[13]. Extensive studies have discovered that even the trans-
mitted gradients can disclose the sensitive information of
users. Early works [5], [6], [7], [8] involve inferring the
existence of certain samples in the dataset (i.e., Membership
Inference Attacks [14]) or further revealing some properties of
the private training set (i.e., Property Inference Attacks [15])
from the uploaded gradients. But unlike the above inference
attacks that only partially reveal limited information of the
private data, Gradient Inversion Attacks [9], [10], [11], [12],
[13] stand out as a more threatening privacy risk as they
can completely reconstruct the sensitive data by inverting the
gradients.

Zhu et al. [9] first formulate gradient inversion as an
optimization problem and recover the private training images
by minimizing the gradient matching loss (i.e., the dis-
tance between the dummy gradients and the real gradients)
with image pixels regarded as trainable parameters. Ensu-
ing works improve the attack performance on the basis of
Zhu et al. [9] by designing label extraction techniques [16],
switching the distance metric and introducing regularization
[10], or considering settings with larger batch sizes [17], but
still restrict their optimizations in the pixel space. To fill this
gap, recent studies [11], [12], [18] propose to explore various
search algorithms within the Generative Adversarial Networks
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Fig. 1. Quantitative and qualitative results when randomly attacking 3 different batches by 5 different models on ImageNet. In Figure 1b, the first, second,

and third rows are respectively from Batch 1, Batch 2, and Batch 3.

(GAN) [19], [20] to leverage the rich prior knowledge encoded
in the pre-trained generative models. While incorporating these
explicit priors indeed improves the attack performance, it is
usually tough to pre-prepare such prerequisites in realistic
FL scenarios where the data distribution at the client side is
likely to be complex or unknown to the attackers. Therefore,
Zhang et al. [13] propose to employ an over-parameterized
convolutional network for gradient inversion and directly
optimize the excessive network parameters on a fixed input,
which does not require any explicit prior information but still
outperforms GAN-based attacks. The reason behind this is that
the structure of a convolutional network naturally captures
image statistics prior to any learning [21] and Zhang et al.
[13] leverage this characteristic as implicit prior knowledge.
However, Zhang et al. [13] only utilize a fixed network
for all the attack settings, regardless of the specific batch
to recover. An intuitive question naturally arises: Can we
adaptively search the architecture of the over-parameterized
network to better capture the implicit prior knowledge for each
reconstructed batch?

In Figure 1, we randomly select 5 over-parameterized net-
works with different architectures to attack 3 different batches.
All the networks are optimized for the same number of
iterations on ImageNet [22]. The results indicate that the Peak
Signal-to-Noise Ratio (PSNR) performance varies significantly
when changing the architectures. For the same batch, various
architectures can hold remarkably different implicit priors on
it. Besides, since the optimal models for Batch 1, Batch 2, and
Batch 3 are respectively Model 1, Model 3, and Model 4, there
exists no network that can consistently perform the best on all
the given batches. Thus, the rigid use of a single architecture
by Zhang et al. [13] lacks optimality under dynamic FL
scenarios where different batches require different implicit
architectural priors, and it is of great significance to adaptively
select the most suitable architecture for each batch.

Inspired by the above phenomena, we propose a novel
gradient inversion method, named Gradient Inversion via

Neural Architecture Search (GI-NAS), to better match each
batch with the optimal model architecture. Specifically, we first
enlarge the potential search space for the over-parameterized
network by designing different upsampling modules and skip
connection patterns. To reduce the computational overhead, we
utilize a training-free search strategy that compares the initial
gradient matching loss for a given batch over all the candidates
and selects the best of them for the final optimization. We
further provide substantial experimental evidence that such
a metric highly correlates with the real attack performance.
We also consider more rigorous and realistic scenarios where
the victims may hold high-resolution images and large-sized
batches for training, and evaluate advanced defense strategies.
Extensive experiments validate that GI-NAS can achieve state-
of-the-art performance compared to existing gradient inversion
methods. To the best of our knowledge, we are the first
to introduce Neural Architecture Search (NAS) to Gradient
Inversion Attacks. Our main contributions are as follows:
We systematically analyze existing methods, emphasize
the necessity of equipping image batch recovery with the
optimal model structure, and propose GI-NAS to boost
gradient inversion through neural architectural search.
We expand the model search space by considering dif-
ferent upsampling units and skip connection modes, and
utilize a training-free search that regards the initial gradi-
ent matching loss as the search metric. We also provide
extensive experimental evidence that such a metric highly
correlates with the real attack performance.
Numerous experimental results demonstrate that GI-NAS
outperforms state-of-the-art gradient inversion methods,
even under extreme settings with high-resolution images,
large-sized batches, and advanced defense strategies.
We provide deeper analysis on various aspects, such as
computational efficiency, ablation studies, generalizability
to more FL global models, robustness to network param-
eters and latent codes initialization, and implications
behind the NAS searched results.
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A. Research Purpose and Real-World Significance

This research reveals a critical security vulnerability in
federated learning by developing GI-NAS, an adaptive gra-
dient inversion attack that dynamically adjusts to diverse
real-world conditions. Unlike existing methods constrained
by fixed architectures or unrealistic data assumptions, our
approach automatically identifies optimal network configu-
rations through neural architecture search, enabling more
effective privacy attacks across varying batch characteristics.
The practical significance lies in exposing security risks in
actual FL deployments where data resolutions, batch sizes,
and defense mechanisms constantly vary. By demonstrating
how the architectural adaptation enhances the attack effec-
tiveness, we believe that this work will not only advance
attack methodologies but also provide crucial insights for
developing stronger defense systems in real-world distributed
learning environments where sensitive data protection remains
paramount.

II. RELATED WORK
A. Gradient Inversion Attacks and Defenses

Zhu et al. [9] first propose to restore the private samples via
iterative optimization for pixel-level reconstruction, yet limited
to low-resolution and single images. Geiping et al. [10] empir-
ically decompose the gradient vector by its norm magnitude
and updating direction, and succeed on high-resolution Ima-
geNet [22] through the angle-based loss design. Furthermore,
Yin et al. [17] extend the attacks to the batch-level inversion
through the group consistency regularization and the improved
batch label inference algorithm [16]. With strong handcrafted
explicit priors (e.g., fidelity regularization, BN statistics),
they accurately realize batch-level reconstruction with detailed
semantic features allocated to all the individual images in a
batch. Subsequent studies [11], [12], [18] leverage pre-trained
GAN models as generative priors to enhance the attacks.
Current defenses focus on gradient perturbation to alleviate
the impact of gradient inversion with degraded gradients [23],
[24]. Gaussian Noise [25] and Gradient Clipping [26] are
common techniques in Differential Privacy (DP) [27], [28] that
effectively constrain the attackers from learning through the
released gradients. Gradient Sparsification [29], [30] prunes
the gradients through a given threshold, and Soteria [31] edits
the gradients from the aspect of learned representations.

B. Neural Architecture Search (NAS)

By automatically searching the optimal model architecture,
NAS algorithms have shown significant effectiveness in multi-
ple visual tasks such as image restoration [32], [33], semantic
segmentation [34], [35], and image classification [36], [37].
In image classification tasks, Zoph and Le [36] regularize the
search space to a convolutional cell and construct a better
architecture stacked by these cells using an RNN [38] con-
troller. For semantic segmentation tasks, Liu et al. [35] search
for the optimal network on the level of hierarchical network
architecture and extend NAS to dense image prediction. In
terms of image restoration tasks, Suganuma et al. [32] exploit
a better Convolutional Autoencoders (CAE) with standard
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network components through the evolutionary search, while
Chu et al. [33] discover a competitive lightweight model via
both micro and macro architecture search.

Existing NAS methods adopt different strategies to exploit
the search space, including evolutionary methods [39], [40],
[41], Bayesian optimization [42], [43], [44], Reinforcement
Learning (RL) [36], [45], [46], [47], and gradient-based search
[48], [49], [50]. Different RL-based methods vary in the way
to represent the agent’s policy and the optimization process.
Zoph and Le [36] utilize RNN networks to sequentially
encode the neural architecture and train them with the REIN-
FORCE policy gradient algorithm [51]. Baker et al. [45] adopt
Q-learning [52], [53] to train the policy network and realize
competitive model design. Notably, recent works [54], [55],
[56] propose training-free NAS to mitigate the issue of huge
computational expenses. Instead of training from scratch, they
evaluate the searched networks by some empirically designed
metrics that reflect model effectiveness. In this paper, we
adopt the initial gradient matching loss as the training-free
search metric and provide substantial empirical evidence that
such a search metric highly correlates with the real attack
performance.

III. PROBLEM FORMULATION
A. Basics of Gradient Inversion

We consider the training process of a classification model
f parameterized by in FL scenarios. The real gradients
g are calculated from a private batch (with real images x
and real labels y) at the client side. The universal goal of
Gradient Inversion Attacks is to search for some fake images
£2RE H W C ith labels § 2 f0; 198  so that (&, §) can be
close to (x, y) as much as possible, where B, H, W, C, and L
are respectively batch size, image height, image width, number
of channels, and number of classes. This can be realized by
minimizing the gradient matching loss [9]:

X1y =argminD(r L(f (%);$);2); M
%y
where D( ; ) is the distance metric (e.g., /,-norm loss, cosine-
similarity loss) for the gradient matching loss and L(; ) is the
loss function of the global model f .

Previous works [16], [17] in this field have revealed that
the ground truth labels y can be directly inferred from the
uploaded gradients g. Therefore, the formulation in (1) can be
simplified as:

X = argmin D(F(R); ); @)

where F(X) = r L(f (X);§) calculates the gradients of f
provided with X.

The key challenge of (2) is that gradients only provide lim-
ited information of private data and there even exists a pair of
different data having the same gradients [57]. To mitigate this
issue, subsequent works incorporate various regularizations
(e.g., total variation loss [10], group consistency loss [17])
as prior knowledge. Thus, the overall optimization becomes:

X =argmin D(F(R);g) + Rior(X); 3)
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Fig. 2. Overview of the proposed GI-NAS attack. We leverage a two-stage strategy for private batch recovery. In the first stage, we traverse the model search
space and calculate the initial gradient matching loss (i.e., our training-free search metric) of each model based on the fixed input zg. We regard the model
that achieves the minimal initial loss as our best model, for its performance at the start can stand out from numerous candidates. In the second stage, we
adopt the architecture of the previously found best model and optimize its excessive parameters to reconstruct the private data.

where R,i,( ) is the introduced regularization that can estab-
lish some priors for the attacks, and is the weight factor.

B. GAN-Based Gradient Inversion

Nevertheless, the optimization of (3) is still limited in the
pixel space. Given a well pre-trained GAN, an instinctive idea
is to switch the optimization from the pixel space to the GAN
latent space:

z =argmin D(F(G1(2));8) + Ryrior(G1(2)); “4)

where Gy and z 2 R® ! are respectively the generator and
the latent vector of the pre-trained GAN. By reducing the
optimization space from R® # W € o RE ! (4) overcomes
the uncertainty of directly optimizing the extensive pixels and
exploits the abundant prior knowledge encoded in the pre-
trained GAN. Based on this, recently emerged GAN-based
attacks [11], [12], [18] explore various search strategies within
the pre-trained GAN to utilize its expression ability.

C. Gradient Inversion via Over-Parameterized Networks

But as previously mentioned, incorporating such GAN
priors is often impractical in realistic scenarios where the
distribution of x is likely to be mismatched with the training
data of the pre-trained GAN. Furthermore, it has already been
discovered in [13] that explicitly introducing regularization in
(3) or (4) may not necessarily result in convergence towards
X, as even ground truth images cannot guarantee minimal loss
when R,,,() is added. To mitigate these issues, Zhang et
al. [13] propose to leverage an over-parameterized network as
implicit prior knowledge:

= arg min D(F(Gover(z(); ))1 g)r (5)

where G, is the over-parameterized convolutional network
with excessive parameters , and zy is the randomly generated
but fixed latent code. Note that the regularization term is
omitted in (5). This is because the architecture of Gy,

itself can serve as implicit regularization, for convolutional
networks have been discovered to possess implicit priors that
prioritize clean images rather than noise as shown in [21].
Thus, the generated images that highly resemble the ground
truth images can be obtained through X = Ger(zZo; ).
However, only a changeless over-parameterized network is
employed for all the attack settings in [13]. As previously
shown in Figure 1, although the network is over-parameterized,
the attack performance exhibits significant differences when
adopting different architectures. To fill this gap, we propose to
further exploit such implicit architectural priors by searching
the optimal over-parameterized network G, for each batch.
We will discuss how to realize this in Section IV.

IV. METHOD

Our proposed GI-NAS attack is carried out in two stages. In
the first stage, we conduct our architecture search to decide the
optimal model G,);. Given that the attackers may only hold
limited resources, we utilize the initial gradient matching loss
as the training-free search metric to reduce the computational
overhead. In the second stage, we iteratively optimize the
parameters of the selected model G,,, to recover the sensitive
data. Figure 2 illustrates the overview of our method.

A. Threat Model

1) Attacker’s Aim: The fundamental aim of an attacker in
our method is to reconstruct the original private training data
x from client devices with maximum fidelity by exploiting the
exchanged gradients g in federated learning systems.

2) Attacker’s Knowledge: The attacker possesses three key
categories of knowledge: complete access to the gradient
vectors g transmitted during federated updates, including their
structural organization and numerical values; full architec-
tural specifications of the global model f being trained;
and the standard assumptions about input data dimensions
x 2 RBE H W C yithout requiring distributional priors that
are needed in previous GAN-based attacks [11], [12], [18].
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Fig. 3. The design of search space for skip connection patterns. Different skip connection patterns are determined by the skip connection matrix A 2 f0; 1¢" .
A;; = 1 indicates that there exists a skip connection from e; to d; and A;; = 0 means that there is not such a skip connection.

Crucially, the knowledge requirement in our method excludes
any direct access to the original training data samples or
client-side information beyond the gradients, making our threat
model both realistic and concerning for practical deployments.

3) Attacker’s Capabilities: The attacker’s capabilities
encompass executing local computations to optimize recon-
struction networks G,,;, deploying adaptive architectures
through our NAS framework to handle varying batch charac-
teristics, and maintaining attack efficacy even when gradients
are protected by common defense mechanisms. The attacker
is not allowed to modify the exchanged gradients or transmit
malicious data that may compromise the training process, even
if doing so can enhance the reconstruction results.

B. Stage 1: Training-Free Optimal Model Search

Before we elaborate on the Stage 1 (i.e., Training-free
Optimal Model Search), we outline its key components and
objectives as follows:

Input for this stage: Real gradients g, fixed latent code
zo sampled from N (0; 1), and the model search space

Output for this stage: The searched optimal architecture
G, with minimal initial loss.

Purpose for this stage: In this stage, we traverse the model
search space and calculate the initial gradient matching
loss (i.e., our training-free search metric) of each model
based on the fixed input zy. We regard the model that
achieves the minimal initial loss as our best model G,,.

1) Model Search Space Design: One crucial factor for NAS
is that the potential search space is large and diverse enough
to cover the optimal design. Therefore, we adopt U-Net [58], a
typical convolutional neural architecture as the fundamental of
our model search, since the skip connection patterns between
its encoders and decoders can provide adequate alternatives of
model structure. Besides, the configurations of the upsampling
modules (e.g., kernel size, activation function) can also enable
numerous possibilities when arranged and combined. Similar
to previous NAS methods [59], [60], we enlarge the search
space of our model from two aspects, namely Upsampling
Modules and Skip Connection Patterns.

a) Search space for upsampling modules: We decompose
the upsampling operations into five key components: feature
upsampling, feature transformation, activation function, kernel

size, and dilation rate. Then, we allocate a series of possible
options to each of these components. When deciding on
feature upsampling, we choose from commonly used inter-
polation techniques, such as bilinear interpolation, bicubic
interpolation, and nearest-neighbour interpolation. As for fea-
ture transformation, we choose from classical convolution
techniques, such as 2D convolution, separable convolution,
and depth-wise convolution. As regards activation function, we
select from ReLU, LeakyReL.U, PReLU, etc. Furthermore, we
supply kernel size and dilation rate with more choices, such
as1l 1,3 3,or5 5 for kernel size and 1, 3, or 5 for
dilation rate. The combination of these flexible components
can contribute to the diversity of upsampling modules.

b) Search space for skip connection patterns: We assume
that there are ¢ levels of encoders and decoders in total,

in Figure 3, We consider different skip connection patterns
between encoders and decoders. To represent each of these
patterns, we define a skip connection matrix A 2 f0; 1g" ’
that serves as a mask to determine whether there will be
new residual connections [61] between pairs of encoders and
decoders. More concretely, A;; = 1 indicates that there exists a
skip connection from e; to d; and A;; = 0 means that there is
not such a skip connection. As the shapes of feature maps
across different network levels can vary significantly (e.g.,
64 64 for the output of ¢; and 256 256 for the input
of d;), we introduce connection scale factors to tackle this
inconsistency and decompose all the possible scale factors
into a series of 2 upsampling operations or downsampling
operations with shared weights. By allocating O or 1 to each of
the #? bits in A, we broaden the search space of skip connection
patterns as there are 2" possibilities altogether and we only
need to sample a portion of them.

2) Optimal Model Selection: We build up our model search
space M by combining the possibilities of the aforementioned
upsampling modules and skip connection patterns. We assume
that the size of our model search space is n and the candidates
inside it are denoted as M
sample the latent code zy from the Gaussian distribution and
freeze its values on all the models for fair comparison. We
then traverse the model search space and calculate the initial
gradient matching loss of each individual G,(1 r n):

Leraa(Gr) = D(T (F(G(20; ))); 8); (6)
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where L,.q() is the gradient matching loss, T () is the
estimated gradient transformation [11], and , are the param-
eters of G,. Here we introduce T () to estimate the gradient
transformation following the previous defense auditing work
[11], since the victims may apply defense strategies to g (e.g.,
Gradient Clipping [25]) and only release disrupted forms of
gradients. Empirically, the model that can perform the best
at the start and stand out from numerous candidates is likely
to have better implicit architectural priors with respect to the
private batch. This is because the model would have a superior
optimization starting point (i.e., a smaller initial loss) due to
its inherent structural advantages. We further provide extensive
experimental evidence that such a metric highly correlates
with the real attack performance in Section V-D. Therefore,
we regard the model that achieves the minimal initial loss
as our best model G,,, and update our selection during the
traversal. Since only the initial loss is calculated and no back-
propagation is involved, this search process is training-free and
hence computationally efficient.

C. Stage 2: Private Batch Recovery via the Optimal Model

Similar to Section IV-B, we outline the key components and
objectives of this stage as follows:
Input for this stage: The searched optimal architecture
G,p: from Stage 1, the randomly initialized network
parameters |, real gradients g, and the fixed latent code
zy from Stage 1.
Output for this stage: The final parameters
reconstructed private data X = Gopi(zo; ).
Purpose for this stage: In this stage, we iteratively opti-
mize the parameters of the selected model G, to recover
the sensitive data.

, and the

After deciding on the optimal model G,,; with the param-
eters |, we iteratively conduct gradient decent optimizations
on G,p; to minimize the gradient matching loss:

r r I—grad(Gopt); (7)

where k is the current number of iterations (1 &k m), ;4
are the parameters of G, after the k-th optimization, and
is the learning rate. Once the above process converges and we
obtain = ., that satisfy the minimum loss, the private
batch can be reconstructed by X = Gop(zg; ). In summary,
the pseudocode of GI-NAS is illustrated in Algorithm 1.

k+1 = &k

V. EXPERIMENTS
A. Experimental Setup

1) Evaluation Settings: We test our method on CIFAR-10
[62] and ImageNet [22] with the resolutions of 32 32 and
256 256. Unlike many previous methods [12], [18] that scale
down the ImageNet images to 64 64, here we emphasize that
we adopt the high-resolution version of ImageNet. Thus, our
settings are more rigorous and realistic. Following previous
gradient inversion works [9], [13], we adopt ResNet-18 [61]
as our global model and utilize the same preprocessing pro-
cedures. We build up the search space and randomly generate
the alternative models by arbitrarily changing the options of
upsampling modules and skip connection patterns.
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Algorithm 1 Gradient Inversion via Neural Architecture

Search (GI-NAS)

Input: n: the size of the model search space; g: the uploaded
real gradients; m: the maximum iteration steps for the final
optimization;

Output: X : the generated images;

1: Build up the model search space: M = fG1;G3;:::; G,

2:zg N(@O;1), loss,;, +1
3: fori 1tondo
loss; D(T (F(Gizo; ;)));g) // calculate the initial
gradient matching loss
5: if loss; < loss,,;, then
L0SSmin lossi, Gopr
selection of G,
: end if
8: end for
9: for k
10: k+1 k
11: end for

Gi, 1 ; // update the

1 to m do
r DT (F(Gop(zo; D)8

12: ma1
13: return X = Gp(Zo; )

2) State-of-the-art Baselines for Comparison: We imple-
ment the following gradient inversion baselines: (1) IG
(Inverting Gradients) [10]: pixel-level reconstruction with
angle-based loss function; (2) GI (GradInversion) [17]: real-
izing batch-level restoration via multiple regularization priors;
(3) GGL (Generative Gradient Leakage) [11]: employing
strong GAN priors to produce high-fidelity images under
severe defense strategies; (4) GIAS (Gradient Inversion in
Alternative Space) [18]: searching the optimal latent code
while optimizing in the generator parameter space; (5) GIFD
(Gradient Inversion over Feature Domain) [12]: leveraging
intermediate layer optimization for gradient inversion to fur-
ther exploit pre-trained GAN priors; (6) GION (Gradient
Inversion via Over-parameterized Networks) [13]: designing
an over-parameterized convolutional network with excessive
parameters and employing a fixed network architecture as
implicit regularization. Note that when implementing GAN-
based methods such as GGL and GIAS, we adopt BigGAN
[63] pre-trained on ImageNet, which may result in mismatched
priors when the target data is from CIFAR-10. This is because
there is an inherent distribution bias between the ImageNet and
CIFAR-10 datasets. However, such mismatched priors can be
very common under realistic FL. scenarios as mentioned in
previous works [12], [13].

3) Quantitative Metrics: We utilize four metrics to measure
the quality of reconstruction images: (1) Peak Signal-to-Noise
Ratio (PSNR) ''; (2) Structural Similarity Index Measure
(SSIM) *'; (3) Feature Similarity Index Measure (FSIM) "'; (4)
Learned Perceptual Image Patch Similarity (LPIPS) # [64].
Note that “#” indicates that the lower the metric, the better
the attack performance while “'"” indicates that the higher the
metric, the better the attack performance.

4) Implementation Details: The learning rate in (7) is
set as 1 10 3. We utilize the signed gradient descent and
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TABLE I

ATTACK RESULTS UNDER DIFFERENT VALUES OF SEARCH SIZE n. WE RANDOMLY SELECT IMAGES (STRICTLY HAVING NO INTERSECTIONS WITH THE
IMAGES USED IN THE REMAINING EXPERIMENTS OF THIS PAPER) FROM IMAGENET WITH THE DEFAULT BATCH SIZE B = 4 FOR TESTING

Metric 1 10 50 100 500 1000 2000 3000 4000 5000 6000 7000 8000 9000

PSNR 1 21.5034 21.6179 21.2776 22.0846 22.1451 22.5949 22.7380 23.3836 23.5626 24.1603 23.1646 23.3276 23.2485 22.9561
SSIM 1 0.6314 0.5960 0.6222 0.6069 0.6099 0.6335 0.5960 0.6314 0.6424 0.6566 0.6518 0.6395 0.6324 0.6306

FSIM 1 0.8281
LPIPS | 0.4391

0.7938 0.8019 0.8082 0.8125 0.8269 0.8028 0.8243 0.8337 0.8439 0.8334 0.8347 0.8319 0.8228
0.5238 0.5212 0.4808 0.4839 0.4540 0.4499 0.4369 0.4317 0.4103 0.4289 0.4281

0.4282 0.4913

TABLE II

ATTACK RESULTS UNDER DIFFERENT VALUES OF NETWORK DEPTH . WE
RANDOMLY SELECT IMAGES (STRICTLY HAVING NO
INTERSECTIONS WITH THE IMAGES USED IN THE
REMAINING EXPERIMENTS OF THIS PAPER) FROM
IMAGENET WITH THE DEFAULT BATCH
SIZE B = 4 FOR TESTING

Metric 3 4 5 6 7

PSNR 1 21.3108 22.4132 24.1603 23.1865 22.9935
SSIM 1 0.6114 0.6314 0.6566 0.6441 0.6293
FSIM 1 0.8249 0.8314 0.8439 0.8317 0.8287
LPIPS | 0.4478 0.4263 0.4103 0.4263 0.4301

adopt Adam optimizer [65] when updating the parameters of
G,pi- We choose the negative cosine similarity function as the
distance metric D(; ) when calculating the gradient matching
loss Lgrqq( ) in (6). We conduct all the experiments on NVIDIA
GeForce RTX 3090 GPUs for smaller batch sizes and on A100
GPUs for larger batch sizes.

B. Choices of Search Size n and Network Depth t

To obtain the best reconstruction performance, we need to
carefully decide on the values of search size n and network
depth r. Note that both these two hyper-parameters reflect
the degree of NAS, and there is a trade-off between under-
fitting and over-fitting when choosing their values. Thus, we
randomly select images (strictly having no intersections with
the images used in the remaining experiments of this paper)
from ImageNet and test the attack results under different values
of n and ¢ with the default batch size B = 4. From Table I
and Table II, we find that when n and ¢ are small (e.g.,
n = 100 and ¢t = 3), increasing any one of them indeed
improves the attacks, as more optimal alternatives are provided
or the models are more complicated to tackle the under-fitting.
However, when n and ¢ are large (e.g., n = 7000 and ¢ = 6),
further increasing any one of them cannot improve the attacks
and will conversely lead to performance degradation due to
the over-fitting. This is because candidates that focus too much
on the minimal initial loss while neglecting the fundamental
patterns of data recovery may be included in the search space
and eventually selected. Thus, we adopt n = 5000 and ¢ = 5 in
the remaining experiments of this paper, as they strike a better
balance and acquire the best results in Table I and Table II.

C. Comparison With State-of-the-Art Methods

Firstly, we compare GI-NAS with state-of-the-art gradient
inversion methods on CIFAR-10. From Table III, we conclude

TABLE III

QUANTITATIVE COMPARISON OF GI-NAS TO STATE-OF-THE-ART
GRADIENT INVERSION METHODS ON CIFAR-10 (32 32) AND
IMAGENET (256  256) WITH THE DEFAULT BATCH SIZE B = 4

Metric 1G GI GGL GIAS GIFD GION GI-NAS

PSNR 1 16.3188 15.4613 12.4938 17.3687 18.2325 30.8652 35.9883
SSIM 1 0.5710 0.5127 0.3256 0.6239 0.6561 0.9918 0.9983
FSIM 1 0.7564 0.7311 0.6029 0.7800 0.8025 0.9960 0.9991
LPIPS | 0.4410 0.4878 0.5992 0.4056 0.3606 0.0035 0.0009

PSNR 1 7.9419 8.5070 11.6255 10.0602 9.8512 21.9942 23.2578
SSIM 1 0.0815 0.1157 0.2586 0.2408 0.2475 0.6188 0.6848
FSIM 1 0.5269 0.5299 0.5924 0.5719 0.5767 0.8198 0.8513
LPIPS | 0.7194 0.7168 0.6152 0.6563 0.6561 0.4605 0.3952

Dataset

CIFAR-10

ImageNet

that GI-NAS achieves the best results with significant per-
formance improvements. For instance, we realize a 5.12 dB
PSNR increase than GION, and our LPIPS value is 74.3%
smaller than that of GION. These validate that in contrast to
GION that optimizes on a fixed network, our NAS strategy
indeed comes into effect and better leverages the implicit
architectural priors.

We also discover that the GAN-based method GGL under-
performs the previous GAN-free methods (i.e., IG and GI).
This is because GGL utilizes BigGAN [63] pre-trained on
ImageNet for generative priors in our settings, which has
an inherent distribution bias with the target CIFAR-10 data
domain. Besides, GGL only optimizes the latent vectors and
cannot dynamically handle the mismatch between the training
data of GAN and the target data. In contrast, GIAS optimizes
both the latent vectors and the GAN parameters, which can
reduce the distribution divergence and alleviate such mismatch
to some extent. Therefore, although also GAN-based, GIAS
exhibits much better performance than GGL on CIFAR-10.

1) High-Resolution Images Recovery: We then consider a
more challenging situation and compare various methods on
ImageNet with the resolution of 256  256. In Table III,
most methods encounter significant performance decline when
attacking high-resolution images. The amplification of image
pixels greatly increases the complexity of reconstruction tasks
and thus obstructs the optimization process for optimal images.
But GI-NAS still achieves the best attack results, with a PSNR
increase of 1.26 dB than GION.

2) Extension to Larger Batch Sizes: As shown in Table IV,
we extend GI-NAS to larger batch sizes both on CIFAR-10 and
ImageNet, which is more in line with the actual training pro-
cess of FL systems. We observe that the performance of most
methods degrades as batch sizes increase because it would be
harder for the attackers to distinguish each individuals in a
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Fig. 4. Qualitative comparison of GI-NAS to state-of-the-art gradient inversion methods on ImageNet (256  256) with the larger batch size B = 32.

TABLE IV

QUANTITATIVE COMPARISON OF GI-NAS TO STATE-OF-THE-ART GRADIENT INVERSION METHODS ON CIFAR-10 (32
WITH LARGER BATCH S1ZES WHEN B > 4

32) AND IMAGENET (256 256)

Dataset  Metric Batch Size  IG GI GGL GIAS GIFD GION GI-NAS Batch Size IG GI GGL GIAS GIFD GION GI-NAS
PSNR 1 10.2647 11.2593 9.9964 11.1952 11.6853 24.8746 30.5315 9.5802 10.5863 9.4104 9.8669 11.0898 28.6832 33.0586
SSIM 16 0.2185 0.2431 0.1658 0.2638 0.3222 0.9816 0.9948 3 0.1595 0.2020 0.1481 0.1724 0.2824 0.9892 0.9974
FSIM 1 0.5254 0.5350 0.4988 0.5569 0.6393 0.9869 0.9965 0.5186 0.5325 0.4995 0.5180 0.6015 0.9882 0.9984
CIFAR-10 LPIPS | 0.6254 0.6225 0.6655 0.5804 0.5925 0.0177 0.0035 0.6598 0.6626 0.6922 0.6362 0.6305 0.0218 0.0017
PSNR 1 9.5446 10.2000 9.1200 9.6376 10.3709 29.5312 38.7054 9.2363 9.9500 8.8575 9.2982 10.3227 28.9723 31.8026
SSIM 1 48 0.1574 0.1697 0.1552 0.1652 0.2460 0.9932 0.9983 96 0.1402 0.1643 0.1516 0.2180 0.2389 0.9878 0.9941
FSIM 1t 0.5112 0.5167 0.4869 0.5126 0.5824 0.9949 0.9987 0.4961 0.5238 0.4801 0.5365 0.5775 0.9865 0.9941
LPIPS | 0.6660 0.6571 0.7213 0.6554 0.6504 0.0072 0.0020 0.6865 0.6593 0.7248 0.7297 0.6476 0.0227 0.0071
PSNR 1 7.6011 8.3419 11.5454 9.6216 8.8377 20.4841 20.8451 7.7991 8.0233 11.4766 9.2563 8.8755 20.3078 21.4267
SSIM 1 3 0.0762 0.1113 0.2571 0.2218 0.2095 0.5681 0.6076 16 0.0704 0.0952 0.2561 0.2189 0.2193 0.5507 0.6141
FSIM 1 0.5103 0.5365 0.5942 0.5765 0.5726 0.7908 0.8105 0.5077 0.5165 0.5872 0.5832 0.5629 0.7840 0.8157
ImageNet LPIPS | 0.7374 0.7251 0.6152 0.6621 0.6701 0.5162 0.4613 0.7424 0.7362 0.6165 0.6656 0.6718 0.5313 0.4613
PSNR 1 7.1352 7.9079 10.9910 9.6601 9.2921 20.6845 21.7933 7.1085 7.8752 10.8987 10.0563 8.4252 16.1275 20.0011
SSIM 1 24 0.0549 0.0892 0.2583 0.2270 0.2421 0.5868 0.6236 3 0.0554 0.0763 0.2558 0.2361 0.2013 0.3415 0.5485
FSIM 1 0.4794 0.4943 0.5811 0.5618 0.5642 0.7978 0.8163 - 0.4940 0.4951 0.5889 0.5762 0.5545 0.6823 0.7819
LPIPS | 0.7540 0.7475 0.6261 0.6667 0.6651 0.5219 0.4651 0.7493 0.7427 0.6296 0.6674 0.6853 0.6291 0.5265
TABLE V

QUANTITATIVE COMPARISON OF GI-NAS TO STATE-OF-THE-ART GRADIENT INVERSION METHODS ON CIFAR-10 (32
UNDER VARIOUS DEFENSE STRATEGIES WITH THE DEFAULT BATCH SI1ZE B = 4

32) AND IMAGENET (256 256)

Dataset ~ Metric Defense  IG GI GGL GIAS GIFD GION GI-NAS Defense 1G GI GGL GIAS GIFD GION GI-NAS
PSNR 1 8.8332 82797 10.3947 9.8146 9.8441 9.7658 10.5192 9.6183 10.9486 10.4323 12.1328 14.0772 30.3518 39.8739
SSIM 1 Gaussian 0.1177 0.0976 0.1856 0.1301 0.1734 0.0280 0.0375 Gradient ~ 0.1592 0.2168 0.1862 0.3227 0.4492 0.9920 0.9987
FSIM 1 Noise 0.4844 0.4806 0.5123 0.4843 0.5481 0.5945 0.6300 Sparsification 0.5151 0.5329 0.5223 0.6015 0.6984 0.9951 0.9987
CIFAR-10 LPIPS | 0.7258 0.7077 0.6255 0.7129 0.7330 0.6752 0.6740 0.6895 0.6855 0.6298 0.5582 0.5292 0.0047 0.0014
PSNR 1 16.6203 11.5888 10.1373 17.9859 19.0230 32.4744 36.2490 9.4103 10.2939 10.4217 15.5825 17.6231 31.1003 34.1804
SSIM 1 Gradient 0.5952 0.2851 0.1760 0.6703 0.7050 0.9933 0.9985 Soteria 0.1404 0.1707 0.1889 0.5405 0.6319 0.9900 0.9973
FSIM 1 Clipping 0.7464 0.4976 0.5070 0.7751 0.8237 0.9966 0.9992 0.5086 0.5086 0.5144 0.7133 0.7834 0.9952 0.9986
LPIPS | 0.3811 0.6413 0.6205 0.3054 0.3313 0.0029 0.0008 0.7008 0.6940 0.6335 0.3748 0.3654 0.0038 0.0014
PSNR 1 7.7020 7.4553 9.7381 6.8520 8.3526 9.2449 11.2567 8.6540 8.6519 9.8019 9.7894 9.8620 13.7358 15.4331
SSIM 1 Gaussian 0.0311 0.0197 0.2319 0.1045 0.1618 0.0277 0.0416 Gradient  0.0669 0.0627 0.2315 0.2515 0.2424 0.2387 0.3154
FSIM 1 Noise 0.4518 0.3804 0.5659 0.4562 0.5091 0.5714 0.5846 Sparsification 0.5073 0.4696 0.5624 0.5664 0.5688 0.6365 0.6786
ImageNet LPIPS | 0.7775 0.8220 0.6639 0.7282 0.7085 0.8033 0.7805 0.7480 0.7681 0.6589 0.6604 0.6583 0.6909 0.6535
PSNR 1 8.0690 7.2342 11.3215 9.7556 9.5759 22.2016 23.2074 6.5675 6.6693 11.5690 9.7588 9.0612 22.9617 23.7917
SSIM 1 Gradient 0.0881 0.0659 0.2531 0.2547 0.2390 0.6266 0.7023 Soteria 0.0323 0.0382 0.2623 0.2425 0.2166 0.6698 0.7143
FSIM 1 Clipping 0.5362 0.5434 0.5900 0.5794 0.5731 0.8229 0.8635 0.4929 0.4454 0.5964 0.5697 0.5738 0.8430 0.8658
LPIPS | 0.7227 0.7230 0.6117 0.6485 0.6653 0.4603 0.3743 0.7506 0.7703 0.6031 0.6631 0.6660 0.4253 0.3655

batch, while GI-NAS is insusceptible to larger batch sizes and on CIFAR-10 and B = 32 on ImageNet. Besides, GI-NAS is
continuously generates high-quality images even at B = 96 able to acquire consistent and significant performance gains
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TABLE VI

CORRELATION INDICATORS BETWEEN VARIOUS TRAINING-FREE SEARCH METRICS AND THE ACTUAL PSNR PERFORMANCE ON CIFAR-10 (32

32)

AND IMAGENET (256 256) WITH THE DEFAULT BATCH SIZE B = 4. NOTE THAT A CORRELATION INDICATOR CLOSER TO 1 (OR -1) INDICATES
A STRONGER POSITIVE (OR NEGATIVE) CORRELATION

Training-Free Search Metric CIFAR-10

ImageNet

Kendall’s 7 Pearson Coefficient Spearman Coefficient Kendall’s 7 Pearson Coefficient Spearman Coefficient

Gaussian Noise N ~ (0, 1) 0.0531 0.0948 0.0720 0.1187 0.1672 0.1773
Uniform Noise U ~ (0, 1) 0.0885 0.0921 0.1291 0.0486 0.0822 0.0798
Initial Gradient Matching Loss -0.4491 -0.6128 -0.6345 -0.4906 -0.6633 -0.7120
34 e e : .gﬁ‘. . TABLE VII
3 e lo 2415 & '.‘ ..%:ee‘e TIME COSTS (MINUTE) OF DIFFERENT METHODS AVERAGED OVER EACH
o 0 o ® ;.. ".-.'- ol BATCH ON CIFAR-10 (32 32) AND IMAGENET (256 256) WITH THE
32 P -0.4491 ~ ® e of o0 & DEFAULT BATCH SIZE B = 4
2 2.ea . 22 .43.! e
Z3 oy = . . Daaset Metric  IG ~ GI  GGL GIAS GIFD GION GI-NAS
Z 30 ® o 0053 % .‘. % -
@ S e o o £ ee NAS Tl‘me - - - - - - 6.6
2 @, 0 e Se ® CIFAR-10 Total Time 46.1 329 1314 2148 302 469 573
Te ¥ Y L T=-0.4906 N PSNR  16.3188 15.4613 12.4938 17.3687 18.2325 30.8652 35.9883
28 o ° 18 S NAS Time - R R R B B 10.9
2 ° . ImageNet Total Time 291.1 273.7 244.6 3432 70.6 58.1 84.4
0.008 0.010 0.012 0.0175 0.0200 0.0225 0.0250 0.0275 PSNR  7.9419 85070 11.6255 10.0602 9.8512 21.9942 23.2578

Initial Gradient Matching Loss

(a) CIFAR-10

Initial Gradient Matching Loss

(b) ImageNet

Fig. 5. Correlation between the initial gradient matching loss and the actual
PSNR performance on CIFAR-10 (32  32) and ImageNet (256 256) with
the default batch size B = 4.

on the basis of GION at all the given batch sizes. Figure 4
shows the qualitative comparison on ImageNet with the larger
batch size B = 32. We notice that GI-NAS exactly realizes
pixel-level recovery, while all the other compared methods
struggle to perform the attacks and only obtain images with
huge visual differences from the original ones. These results
further provide evidence for the necessity and effectiveness of
our batch-level optimal architecture search.

3) Attacks Under Defense Strategies: Next, we evaluate
how these attacks perform when defenses are applied both
on CIFAR-10 and ImageNet. Following previous works [9],
[11], we consider four strict defense strategies: (1) Gaussian
Noise [25] with a standard deviation of 0.1; (2) Gradient
Sparsification [29] with a pruning rate of 90%; (3) Gradient
Clipping [25] with a clipping bound of 4; (4) Representative
Perturbation (Soteria) [31] with a pruning rate of 80%. For fair
comparison, we apply the estimated gradient transformation
T () described in (6) to all the attack methods. From Table V,
we discover that although the gradients have been disrupted
by the imposed defense strategies, GI-NAS still realizes the
best reconstruction effects in almost all the tested cases. The
only exception is that GGL outperforms GI-NAS in terms
of SSIM and LPIPS when the defense strategy is Gaussian
Noise [25]. This is because the Gaussian noise with a standard
deviation of 0.1 can severely corrupt the gradients and the
information carried inside the gradients is no longer enough
for private batch recovery. However, GGL only optimizes the
latent vectors and can still generate natural images that possess
some semantic features by the pre-trained GAN. Thus, GGL

TABLE VIII

PSNR RESULTS OF GION AND DIFFERENT VARIANTS OF GI-NAS ON
CIFAR-10 (32 32) AND IMAGENET (256  256) WITH THE
DEFAULT BATCH SI1ZE B =4

Method Connection Search Upsampling Search CIFAR-10 ImageNet

GION X X 30.8652  21.9942
GI-NAS* X X 30.6514  22.0126
GI-NASt v X 354336 22.4597
GI-NAS# X v 353542 22.3992
GI-NAS v v 35.9883 232578

TABLE IX

ATTACK PERFORMANCE WHEN INCREASING THE TRAINING ITERATIONS
FOR THE SEARCH METRIC ON IMAGENET (256
DEFAULT BATCH SI1ZE B = 4. NOTE THAT THE TRAINING
ITERATION OF 0 INDICATES THE USE OF OUR
TRAINING-FREE SEARCH METRIC

256) WITH THE

Search Metric Training Iteration PSNR 1 SSIM 1 FSIM 1 LPIPS |

0 (Training-Free Search)  23.2578 0.6848 0.8513 0.3952
5 22.0149 0.6732 0.8545 0.3961
10 20.9854 0.6115 0.8393 0.4511
15 21.0370 0.6260 0.8389 0.4358

can still obtain not bad performance even though the generated
images are quite dissimilar to the original ones.

D. Further Analysis

1) E ectiveness of Our Training-Free Search Metric:
We provide extensive empirical evidence that our training-
free search metric (i.e., the initial gradient matching loss)
highly negatively correlates with the real attack performance.
Specifically, we attack the same private batch using models
with different architectures and report the PSNR performance
as well as the training-free search metric of each model both
on CIFAR-10 and ImageNet. Following previous training-free
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TABLE X

PSNR RESULTS OF GI-NAS AND STATE-OF-THE-ART GRADIENT
INVERSION METHODS WHEN ATTACKING MORE FL. GLOBAL MODELS
(E.G., LENET-ZHU [9], CONVNET-32 [10]) ON IMAGENET
(256  256) WITH THE DEFAULT BATCH SIZE B = 4

FL Global Model IG GI GGL GIAS GIFD GION GI-NAS

LeNet-Zhu [9]  7.7175 6.9530 11.8195 16.5229 17.5620 19.2478 21.1847
ConvNet-32 [10] 10.9081 10.8886 10.4048 8.6696 24.3937 23.9602 25.7824
ResNet-50 [61] 10.9113 10.8914 9.5354 11.0040 9.3521 9.2080 11.2320

ViT-Base [69]  9.7616 8.4317 9.8555 9.9113 10.2516 11.5427 12.6151
ViT-Large [69] 9.6828 8.8500 9.8445 9.9554 10.3850 11.6536 12.4354
ViT-Huge [69] 10.3052 9.1382 10.5788 10.5919 10.4953 11.7839 13.0380

TABLE XI

RESULTS WHEN ATTACKING THE SAME BATCH BY DIFFERENT
NETWORKS USING DIFFERENT PARAMETER INITIALIZATION SEEDS
ON CIFAR-10 (32 32) AND IMAGENET (256 256) WITH
THE DEFAULT BATCH SIZE B = 4. THE LATENT CODE
INITIALIZATION SEEDS ARE FIXED FOR ALL THE MODELS.
Gc1 Gesz AND G;p Gj3 ARE RANDOMLY SAMPLED
FROM THE MODEL SEARCH SPACE, WHILE S eedc

Seedcs AND Seed) Seed;3; ARE RANDOMLY
SELECTED AND ARE DIFFERENT FROM EACH
OTHER. NOTE THAT  j555 AND g0 ARE
RESPECTIVELY THE STANDARD
DEVIATIONS OF THE INITIAL

GRADIENT MATCHING LOSSES

AND PSNR RESULTS

ON EACH NETWORK

Initial Gradient
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TABLE XII

RESULTS WHEN ATTACKING THE SAME BATCH BY DIFFERENT
NETWORKS USING DIFFERENT LATENT CODE INITIALIZATION SEEDS
ON CIFAR-10 (32 32) AND IMAGENET (256 256) WITH THE
DEFAULT BATCH SIZE B = 4. THE PARAMETER
INITIALIZATION SEEDS ARE FIXED FOR ALL THE MODELS.
Gcs  Geg AND Gy G ARE RANDOMLY SAMPLED
FROM THE MODEL SEARCH SPACE, WHILE S eedcy4

Seedcg AND Seedyy Seed;s ARE RANDOMLY
SELECTED AND ARE DIFFERENT FROM EACH
OTHER. NOTE THAT ;o5 AND gy ARE
RESPECTIVELY THE STANDARD
DEVIATIONS OF THE INITIAL

GRADIENT MATCHING LOSSES

AND PSNR RESULTS

ON EACH NETWORK

Initial Gradient

Dataset Model Random Seed Matching Loss nggsle) PSNR  opsnr
(x1073) (
Seedc 8.5647 28.7283
Ger Seedes 8.5648 0.0012 28.8082 0.1211
Seedors 8.5645 28.5703
] Seedo 8.4321 33.5848
CIFARI0 (0 Seedes 8.4323 0.0006 33.4631 0.2581
Seedors 8.4322 33.9584
Seedo 7.9501 49.4290
Gos  Seedcs 7.9499 0.0015 49.1171 0.2936
Seedors 7.9502 49.7039
Seedr, 21.0167 22.9013
Gp Seedrs 22.1401 5.6866 22.8912 0.0329
Seedrs 21.4250 22.8398
Seedr, 24.4600 21.1475
ImageNet o~ Seedys 24.0722 22089 21.6449 0.3040
Seedrs 24.0828 21.6989
Seedyy 18.5319 235278
Gr3  Seedrs 18.3819 6.0290 23.2974 0.1884
Seedrs 17.4208 23.6709

Dataset Model Random Seed Matching Loss Ul°5f4 PSNR  opsnr
(x10-3) (X107
Seedcy 14.5338 26.4506
Geoy Seedcs 14.5335 0.0018 26.2082 0.1925
Seedcg 14.5336 26.0703
) Seedcy 13.4751 30.1240
CIFAR-10 Ges Seedcs 13.4753 0.0018 30.2045 0.2675
Seedcg 13.4755 30.6222
Seedcy 13.2704 31.3139
Geog Seedcs 13.2701 0.0015 31.4256 0.0566
Seedcg 13.2702 31.3540
Seedry 23.1931 21.8376
G4 Seedrs 23.6335 4.6280 22.0556 0.1164
Seedrg 22.7083 21.8760
ImageNet Seedry 19.5264 23.6033
Grs Seedrs 19.5677 1.1102 23.2439 0.1889
Seedrg 19.7360 23.3226
Seedry 25.9479 20.4730
Gre Seedrs 25.3497 3.6054 20.8007 0.1655
Seedrg 25.9975 20.6776

effects. Our method significantly outperforms the two random
guessing methods based on Gaussian Noise and Uniform
Noise. Thus, utilizing the initial gradient matching loss as the
training-free search metric is reasonable and meaningful.

2) Computational E ciency: We next analyze the compu-
tational costs. From Table VII, we find that NAS time only
takes around 12% of Total Time, yet GI-NAS still achieves
significant PSNR gains over GION and reaches state-of-the-

NAS methods [54], [55], [56], we calculate the correlation
indicators (i.e., Kendall’s  [66], Pearson Coeflicient [67],
Spearman Coefficient [68]) to quantitatively measure the rel-
evance. To be more convincing, we introduce Gaussian Noise
N (0;1) and Uniform Noise U (0; 1) for comparison,
where random noises sampled from N (0;1) and U  (0; 1)
are regarded as the training-free search metrics. Through this
comparative experiment design, we evaluate the performance
when using our search method and randomly selecting struc-
tures based on Gaussian Noise and Uniform Noise. From
Figure 5 and Table VI, we conclude that a smaller initial
gradient matching loss is more likely to result in better PSNR
performance, while the random noises are far from similar

art. The additional time costs introduced by our training-free
NAS (6.6 or 10.9 minutes per batch) are very minor, especially
given that many methods (e.g., GGL, GIAS) consume over 100
or even 200 minutes per batch. Therefore, such minor extra
time costs in exchange for significant quantitative improve-
ments are essential and worthwhile. Our method achieves a
good trade-off between attack performance and computational
efficiency.

3) Ablation Study on Search Type: In Table VIII, we
report the performance of GION and different variants of
GI-NAS. GI-NAS" optimizes on a fixed over-parameterized
network with the search size n = 1, which means that it is
essentially the same as GION. GI-NASY only searches the
skip connection patterns while GI-NAS? only searches the
upsampling modules. We observe that the performance of GI-
NAS™ is very close to the performance of GION, as both
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TABLE XIII

AVERAGED ARCHITECTURAL STATISTICS OF THE SEARCHED OPTIMAL MODELS BY OUR NAS STRATEGY UNDER VARIOUS SETTINGS TESTED IN
SECTION V-C. THE DEFAULT SETTINGS ARE HIGHLIGHTED IN GRAY COLOR. Aconnection AND Aypsampling ARE RESPECTIVELY THE GAINS OF THE
NUMBER OF SKIP CONNECTIONS AND THE KERNEL SIZE OF UPSAMPLING MODULES WHEN COMPARED WITH THE DEFAULT SETTINGS

. Number of Kernel Size of Mostly Used
Dataset Baich Size Defense Skip Connections Upsampling Modules Aconnection Aupsampling Upsampling Operations
4 No Defense 11.4 4.8 0.0 0.0 bilinear
16 No Defense 13.5 4.0 2.1 -0.8 bilinear
32 No Defense 14.0 5.0 2.6 0.3 bicubic
48 No Defense 13.0 5.0 1.6 0.3 bicubic
CIFAR-10 96 No Defense 12.0 7.0 0.6 2.3 bicubic
4 Gaussian Noise 12.3 5.5 0.9 0.8 bilinear
4 Gradient Sparsification 11.8 4.5 0.4 -0.3 pixel shuffle
4 Gaussian Clipping 12.5 5.0 1.1 0.3 bilinear
4 Soteria 11.5 5.0 0.1 0.3 bicubic
4 No Defense 11.9 3.8 0.0 0.0 bilinear
8 No Defense 12.8 5.5 0.9 1.8 bilinear
16 No Defense 14.0 6.0 2.1 2.3 bilinear
24 No Defense 16.0 5.0 4.1 1.3 bilinear
ImageNet 32 No Defense 12.0 7.0 0.1 33 bicubic
4 Gaussian Noise 12.3 5.0 0.4 1.3 pixel shuffle
4 Gradient Sparsification 12.4 43 0.5 0.5 bilinear
4 Gaussian Clipping 14.1 3.3 2.3 -0.5 bilinear
4 Soteria 12.6 4.3 0.8 0.5 bilinear

of them adopt a changeless network architecture. GI-NASY
and GI-NAS? improve the attacks on the basis of GION or
GI-NAS”, which validates the contribution of each search
type. GI-NAS combines the above two search types and thus
performs the best among all the variants.

4) Ablation Study on Search Metric Training Iteration:
GI-NAS utilizes the initial gradient matching loss as the
training-free search metric, which implies that its training
iteration for each candidate is 0. To explore the rationality
behind this design, we gradually increase the training iterations
for the search metric. From Table IX, we conclude that further
increasing the training iterations cannot improve the attacks
and will instead increase the time costs. Hence, utilizing the
initial gradient matching loss to find the optimal models is
reasonable and computationally efficient.

5) Generalizability to More FL Global Models: We show
the performance of different methods when attacking more
FL global models (e.g., LeNet-Zhu [9], ConvNet-32 [10]) in
Table X. We note that GI-NAS realizes the best reconstruction
results in all the tested cases. These results further demonstrate
the reliability of GI-NAS. We also observe significant varia-
tions in attack results across different FL. global models, even
when applying the same gradient inversion method (e.g., a
7.85 dB PSNR drop when switching from LeNet-Zhu [9] to
ConvNet-32 [10] on GIAS). This implies that future study may
have a deeper look into the correlation between the gradient
inversion robustness and the architecture of FL global model,
and thus design more securing defense strategies from the
perspective of adaptive network architecture choice.

6) Robustness to Network Parameters Initialization: Fol-
lowing the general paradigm of previous training-free NAS
methods [54], [55], [56] in other areas, the parameters of
all the NAS candidates are randomly initialized and there is

no special need to tune the parameters before calculating the
initial gradient matching losses. Moreover, GI-NAS records
both the architectures as well as the initial parameters when
finding the optimal models. Therefore, for the model we decide
on, its initial gradient matching loss in the NAS time (i.e.,
Stage 1 as shown in Figure 2) is the same as its initial gradient
matching loss in the optimization time (i.e., Stage 2 as shown
in Figure 2), and the influences of parameters initialization
can be further reduced. To further demonstrate the robustness,
we randomly select models with different architectures and
apply different parameter initialization seeds to them to attack
the same batch. From Table XI, we find that for the same
architecture, both the initial gradient matching losses and
the final PSNR results stay within a steady range when
changing the parameter initialization seeds. However, when
the architectures change, both the initial gradient matching
losses and the final PSNR results will vary significantly. The
impacts of different architectures are much greater than the
impacts of different parameter initialization seeds. As a result,
we conclude that GI-NAS is stable and insensitive to network
parameters initialization. We also observe that the models
with smaller initial gradient matching losses often have better
final PSNR results in Table XI, which is consistent with our
aforementioned findings in Figure 5 and Table VI. This again
validates the rationality and usefulness of adopting the initial
gradient matching loss as the training-free search metric.

7) Robustness to Latent Codes Initialization: The latent
code zy is randomly sampled from the Gaussian distribution
N (0; 1) and then kept frozen. Thus, we explore the influences
of different latent codes by changing their initialization seeds.
From Table XII, we discover that although different latent
code initialization seeds on the same architecture may result
in different initial gradient matching losses, the differences
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TABLE XIV

QUANTITATIVE COMPARISON OF GI-NAS TO STATE-OF-THE-ART
GRADIENT INVERSION METHODS ON FFHQ (64 64), MNIST (28
28), AND SVHN (32 32) WITH THE DEFAULT BATCH SIZE B = 4

Metric IG GI GGL GIAS GIFD GION GI-NAS

PSNR 1 12.1571 12.4204 10.8660 13.2693 13.7942 31.7174 36.2522
SSIM 1 0.2226 0.2237 0.1958 0.3418 0.3609 0.9865 0.9954
FSIM 1T 0.6212 0.6128 0.6099 0.6623 0.6763 0.9879 0.9979
LPIPS | 0.7448 0.7516 0.6327 0.6160 0.6182 0.0212 0.0025

PSNR 1 15.1129 14.1863 9.3894 22.8035 28.8421 31.9038 37.4773
SSIM 1 0.3497 0.3220 0.0670 0.5962 0.7874 0.9935 0.9953
FSIM 1 0.5319 0.5115 0.3957 0.7520 0.8959 0.9982 0.9993
LPIPS | 0.3898 0.4425 0.5735 0.2240 0.0923 0.0014 0.0005

PSNR 1 20.9779 20.9475 16.9157 21.0760 22.8974 44.8053 46.4780
SSIM 1 0.6702 0.7047 0.4427 0.6704 0.7894 0.9774 0.9870
FSIM 1T 0.7993 0.8121 0.6535 0.8045 0.8531 0.9895 0.9941
LPIPS | 0.5145 0.5247 0.6789 0.5148 0.4270 0.0045 0.0028

Dataset

FFHQ

MNIST

SVHN

are still very minor (less than 10 ¢ for CIFAR-10 and less
than 10 3 for ImageNet), and the impacts on the final PSNR
results are limited (less than 0.5 dB for CIFAR-10 and less
than 0.4 dB for ImageNet). However, when using different
architectures, both these two values will change dramatically,
and the differences are much greater than those brought by
changing the latent code initialization seeds. Hence, GI-NAS
is also robust to latent codes initialization.

8) Preferences of NAS Outcomes: To figure out the impli-
cations behind NAS preferences, we trace back the searched
optimal models from Section V-C and analyze their averaged
architectural statistics in Table XIII. Note that the bicubic
operation takes more neighbourhood pixels than the bilinear
operation (16 > 4) and is thus considered to be more complex.
Besides, the pixel shuffle operation rearranges lots of pixels
and is also considered to be more complicated than the bilinear
operation. From Table XIII, we observe that the optimal mod-
els are largely dependent on recovery difficulties. Generally,
batches with larger sizes or under defenses are more difficult
to recover. Compared to the default settings (highlighted in
gray color) that are with the batch size B = 4 and under
no defenses, the more difficult settings would prefer models
with higher complexity (e.g., more skip connections, larger
kernel sizes, more complex operations). The complexity gains
Aconnection and Aypgampiing are often greater than 0 when the
settings are B > 4 or under defenses. Easier batches prefer
simpler, lighter architectures and harder batches prefer more
complex, heavier architectures. This might be used to further
improve the efficiency. By considering the difficulties ahead
of time, we can have a better estimation of the complexity of
optimal models. Thus, we only need to focus on models with
a certain type of complexity and skip other unrelated models
even when there is not enough time for NAS.

VI. CONCLUSION

In this paper, we propose GI-NAS, a novel gradient inver-
sion method that makes deeper use of the implicit architectural
priors for gradient inversion. We first systematically ana-
lyze existing gradient inversion methods and emphasize the
necessity of adaptive architecture search. We then build up
our model search space by designing different upsampling
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Fig. 6. Attack performance of GI-NAS when changing the values of g (the
probability of assigning a training example with a certain label to a particular
client) on ImageNet (256  256) with the default batch size B = 4. Note
that there are Nj.,; = 10 clients in total, which indicates that if ¢ = |170’ the
distribution is IID. These settings strictly adhere to the settings in previous
works [77], [78] considering data heterogeneity.

modules and skip connection patterns. To reduce the computa-
tional overhead, we leverage the initial gradient matching loss
as the training-free search metric to select the optimal model
architecture and provide extensive experimental evidence that
such a metric highly correlates with the real attack perfor-
mance. Extensive experiments show that GI-NAS can achieve
state-of-the-art performance compared to existing methods,
even under more practical FL scenarios with high-resolution
images, large-sized batches, and advanced defense strategies.
We also provide deeper analysis on various aspects, such
as time costs, ablation studies, generalizability to more FL
global models, robustness to network parameters initializa-
tion, robustness to latent codes initialization, and implications
behind the NAS searched results. We hope that the remarkable
attack improvements of GI-NAS over existing gradient inver-
sion methods may help raise the public awareness of such
privacy threats, as the sensitive data would be more likely to
be revealed or even abused. Moreover, we hope that the idea
of this paper may shed new light on the gradient inversion
community and facilitate the research in this field.

A. Limitations and Future Directions

Although we have empirically demonstrated that the initial
gradient matching loss is highly negatively correlated to the
final attack performance, it is still of great significance to
further prove the effectiveness of this search metric with
rigorous theoretical analysis. In the future work, we hope to
provide more insightful theoretical results with regard to this
search metric from various perspectives, such as the frequency
spectrum [60], [70] or the implicit neural architectural priors
[21], [71]. Furthermore, inspired by the effectiveness of NAS
for attacks in this paper, a promising defensive direction
involves exploring victim-side neural architecture search to
discover model structures inherently more resistant to gradient
inversion while maintaining model accuracy, or developing
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Original IG GI GGL GIAS GIFD GION GI-NAS

Fig. 7. More qualitative results of GI-NAS and state-of-the-art gradient inversion methods on ImageNet (256  256) with the larger batch size B = 32.
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adaptive gradient perturbation techniques on the FL global
model guided by NAS principles.

APPENDIX A.
ATTACK RESULTS ON MORE DATASETS

We further compare the attack effectiveness of GI-NAS
with other methods on more datasets, including FFHQ [72],
MNIST [73], and SVHN [74]. These datasets are also consid-
ered in previous gradient inversion methods [12], [75]. From
Table XIV, we observe that GI-NAS consistently outperforms
all the compared methods across diverse datasets. This consis-
tent superiority suggests that GI-NAS is a highly generalizable
and effective method for privacy attacks in federated learning.

APPENDIX B.
ATTACK RESULTS ON HETEROGENEOUS DATA

FL systems would commonly face the problem of hetero-
geneous data [76]. Thus, to further validate the robustness of
our method, we strictly align with the prior works [77], [78]
to design the data heterogeneity experiments. To be specific,
we randomly allocate the classes of datasets into N, clients
with a probability g of assigning a training example with a
certain label to a particular client and a probability Nl :1 7 of
assigning it to other clients. When g = , the client’s local
training data are independent and 1dentlca11y distributed (IID),
otherwise the client’s local training data are Non IID.

We set Njjens = 10, which means that if g = 10, the distribu-
tion is IID. We select ¢ = 0:10; 0:30; 0:50; 0:70; 0:90; 0:99, and
test the performance of GI-NAS under these settings. From
Figure 6, we notice that the attack performance of GI-NAS
stays within a steady range when changing the values of q.
Therefore, we conclude that GI-NAS is also robust to the
influences of data heterogeneity.

APPENDIX C.
MORE VISUALIZED RESULTS

We provide more visualized comparisons in Figure 7. We
observe that all the other methods struggle to conduct the
reconstruction attacks, while our proposed GI-NAS again
realizes the best performance in terms of visual fidelity.
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