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ABSTRACT

Space-air-ground integrated networks (SAGINs)
allow mobile nodes to gain access to the Internet
anywhere and at any time, which has significantly
broadened the communication coverage all over
the world. Different from other heterogeneous net-
works, SAGINs have the characteristics of dynamic
network and wide coverage, which make it vulner-
able to various malicious attacks. To improve the
security of SAGINSs, researchers are facing many
sophisticated challenges, in which access authenti-
cation is the primary problem to be solved because
is mainly used to prevent illegal nodes from access-
ing SAGINSs for network services. Therefore, it is
crucial to design a secure and lightweight access
authentication scheme for SAGINSs. In this article,
we propose an identity-based mutual authentication
scheme (IMAS), which consists of three segments
and five procedural phases. Multicast communica-
tion is first introduced in access authentication for
re-authentication message transmission, which can
greatly reduce authentication delay and signaling
overhead during handover. Our further qualitative
analysis shows that IMAS has proper security char-
acteristics which can meet various security require-
ments. In addition, from the perspective of
performance evaluation, IMAS has outperformed
the existing schemes especially when mobile nodes
change their access points frequently and need to
be re-authenticated for accessing requests.

INTRODUCTION

With the skyrocketing development of various
communication technologies, the era of the Inter-
net of Everything from terrestrial networks to
space communication infrastructures is coming.
Space-air-ground integrated networks (SAGINs),
including geosynchronous Earth orbit (GEO) sat-
ellites, medium Earth orbit (MEO) satellites, low
Earth orbit (LEO) satellites, unmanned aerial
vehicles (UAVs), and terrestrial networks, have
emerged to ensure high data rate, low latency,
high reliability, and simple connectivity of every-
thing, anywhere and anytime [1, 2].

Considering that different kinds of satellites can
serve as access points, SAGINs can provide mobile
nodes (MNs) with a wide variety services from
telephone to the Internet of Things (loT) [3]. Com-
pared to terrestrial networks, the majority of data
transmission in SAGINs is through the air interfac-
es. Therefore, the communication in SAGINs has

several defects, for example, vulnerable communi-
cation channels and limited resources in the space
network nodes, both of which will lead to mali-
cious attacks. As a result, the security of SAGINs
is becoming an widely concerned issue especially
when adversaries are accessing the network and
launching deadly unknown attacks.

As the first line of network defense, access
authentication is a crucial technology to identify
the legitimacy of MNs that will access the network,
and to prevent illegal ones [4]. Therefore, design-
ing secure access authentication architecture is
critical for SAGINSs to prevent any access request
from unauthorized MNs and to effectively avoid
the vulnerability of data transmission.

The lightweight characteristic is also a wide-
ly concerning issue for access authentication in
SAGIN scenarios due to the limited resources in
satellites and other flight nodes such as UAVs and
airships. Therefore, we propose an identity-based
mutual authentication scheme (IMAS) via satellite
proxy authentication function to reduce resource
consumption in this article. Even when the number
of MNs increases, the resource consumption will
remain in a relative constant value.

The contributions of this article are summarized
as follows:

+ Based on the characteristics of SAGINs, we pro-
pose the IMAS, which mainly consists of four
communication entities, including MN, proxy
authentication center (PAC), terrestrial gateway
station (TGS), and network authentication cen-
ter (NAC), and utilizes the broadcast capability
of PAC such as LEO satellites to optimize the
mutual authentication via broadcast messages
signed by PAC.

+ To solve the access authentication message
storm problem when lots of MNs are re-authen-
ticated at the same time, we design the multi-
cast access authentication mechanism between
MN and PAC, which can easily reduce redun-
dant signaling messages.

* To validate the security and light weight of the
proposed architecture, authentication delay and
signaling overhead analyses are conducted by
simulation evaluations, and the analytical results
prove that IMAS is appropriate for establishing
the access authentication system in SAGINs.
The remainder of this article is organized as fol-

lows. We first describe the state-of-the-art research

efforts related to the access authentication of

SAGINs. Then we design the access authentication
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Although SAGINs have
lots of advantages in
terms of abundant
radio frequency
resources, large cov-
erage, long commu-
nication distance, fast
deployment, and little
interference compared
to the terrestrial net-
work, their authentica-
tion mechanism is still
confronted with new
challenges.

segments for SAGINSs. Following that, we introduce
the secure and lightweight access authentication
procedure of IMAS in detail. Furthermore, the per-
formance evaluation is presented. Finally, the last
section concludes our work, and summarizes the
challenges and future work.

EXISTING ACCESS AUTHENTICATION SCHEMES FOR
SAGINS

The existing access authentication mechanisms
are mainly based on public key infrastructure
(PKI), symmetric encryption, hash function, com-
binatorial public key (CPK), and identity-based
cryptography (IBC). In the past few years, many
access authentication solutions have been pro-
posed to provide secure and efficient com-
munications for SAGINs by directly adopting
traditional authentication mechanisms. Although
SAGINs have lots of advantages in terms of abun-
dant radio frequency resources, large coverage,
long communication distance, fast deployment,
and little interference compared to the terrestrial
network [5], their authentication mechanism is still
confronted with new challenges.

First, the openness of satellite communication
requires mutual authentication between satellites
and MNis to avoid potential security threats such
as impersonation. Most current authentication
schemes support mutual authentication. Howev-
er, the mutual authentication schemes based on
PKI introduce heavy computation delay and signal-
ing cost. Therefore, some IBC-based schemes are
proposed [6] that can offer great security guaran-
tees. However, the original design of IBC is diffi-
cult to use in a SAGIN because the single public
key generator of IBC may become a bottleneck.
More recently, Zhou et al. [7] proposed a hierar-
chical identity-based signature over lattice (L-HIBS)
based on a mobile access authentication mecha-
nism to settle the insufficiencies of existing access
authentication methods such as high computa-
tional complexity, large authentication delay, and
no resistance to quantum attacks. Furthermore, to
exploit the natural broadcast property of SAGINs,
Zhao et al. [8] proposed an identity-based efficient
and lightweight mutual authentication scheme
to optimize the authentication process in which
the MN authenticates the network control center
(NCC) by broadcasting.

Second, the long transmission delay between
satellites and NCC results in large authentication
delay. The traditional authentication schemes in
SAGINs usually perform the authentication between
MNs and terrestrial facilities, and the satellites are
not involved in the essential authentication pro-
cess but only forward the authentication messages.
Therefore, some schemes employ satellites for the
authentication to reduce the transmission delay. For
example, Meng et al. [9] proposed a proxy signa-
ture-based authentication scheme to reduce latency.

Third, the resource-limited onboard processing
(OBP) of satellites requires lightweight authentica-
tion to reduce the computation cost caused by
encryption operations such as signature and ver-
ification. For example, Lee et al. [10] proposed a
simple and efficient authentication scheme based
on hash functions and exclusive-OR operations.
However, Jurcut et al. [11] pointed out that Lee’s
scheme confronted the desynchronization attacks

and improved it by incorporating a resynchroniza-
tion phase.

Fourth, the velocity of satellites, especially
LEO satellites, is fast, which may result in frequent
intra-satellite and inter-satellite handovers. Therefore,
a fast re-authentication mechanism should be con-
sidered in access authentication schemes. For exam-
ple, Xue et al. [12] introduced the batch verification
mechanism when a group of users switch to another
satellite to improve the handover efficiency.

Furthermore, some blockchain-based authenti-
cation schemes are proposed to provide authen-
tication, privacy protection, and data security. For
example, Li et al. [13] proposed an authentication
protocol for the LEO satellite network by combin-
ing IBC and blockchain. More recently, Zhao et al.
[14] proposed a hash-chain-based authentication
mechanism by simplifying the blockchain.

All the above access authentication schemes
for SAGINs have their own advantages and short-
comings. Although they can solve some problems,
with the increasing number of potential users, the
demands of security, light weight, and scalability
are urgent. Therefore, we propose the IMAS for
SAGINs, aiming to solve these challenges.

ACCESS AUTHENTICATION SEGMENT
DESIGN OF IMAS

On the basis of the “control and data separation”
idea, the IMAS consists of three segments includ-
ing the authentication segment, the control seg-
ment, and the access segment, as shown in Fig. 1.

The authentication segment consists of PAC
in space and a terrestrial access authentication
center such as NAC, and it is responsible for uni-
cast authentication and multicast authentication in
SAGINSs, including communication key distribution,
MN and PAC registration, authentication strategy
establishment, and multicast group assignment.

The control segment is responsible for forward-
ing authentication data through space controllers
and terrestrial controllers. Space controllers includ-
ing all kinds of satellites forward the authentication
data to terrestrial controllers in the unicast authenti-
cation stage. Terrestrial controllers such as gateway
stations forward the terrestrial authentication data
to NACs.

The access segment consists of all kinds of access
entities authenticated by NACs, such as various ter-
restrial and space mobile communication nodes.

In IMAS, the entities in the access segment first
send access authentication requests to the control
layer for authentication, and then these requests
are forwarded to the authentication segment
through space and terrestrial controllers. Finally,
based on the authentication strategy, the PAC and
the NAC in the authentication segment respond
to the request to the control layer and finish the
whole authentication procedure.

In our design, we introduce a brand new access
authentication scheme, where the access satel-
lites can group-authenticate the MN as a proxy of
NAC to avoid the access re-authentication mes-
sage storm problem of MNs and the bottleneck in
access satellites, thereby reducing the long authen-
tication delay and the high authentication cost.

Compared to the GEO and MEO satellites, the
LEO satellites are much closer to Earth. Therefore,
LEO satellites have shorter transmission delay and
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FIGURE 1. The authentication model for SAGINSs.

lower transmission cost. Hence, once LEO satellites
serve as PACs, SAGINs can provide efficient and
reliable access authentication for MNss.

ACCESS AUTHENTICATION PROCEDURE OF IMAS

In this section, we discuss the access authenti-
cation procedure of IMAS in detail. As shown in
Fig. 2, IMAS can be divided into five procedures:
the initialization phase, the registration phase,
the broadcast authentication phase, the unicast
authentication phase, and the multicast authenti-
cation phase. Some notations used in this article
are shown as follows:
* IDyN: The real identity of MN
* AIDyn: The access identifier of an MN in [Pv6

address
* LIDpuc: IPv6 link local address of PAC
+ GIDp: The group identifier of MN
* PCKpn: The long-term public key of MN
* PTKpn: The long-term private key of MN
* PCKpac: The long-term public key of PAC
* PTK,ac: The longterm private key of PAC
+ SK: The shared group session key of MN

As shown in Fig. 2, there are four types of net-
work entities involved in the IMAS authentication
process, including MN; NAC, which is responsible
for accessing authentication service for MNs; PAC,
which provides the proxy authentication service
functions; and TGS, which provides authentication
message transfer between PAC and NAC. More
specifically, NAC serves as a private key genera-
tor (PKG) for private key generation and update,
public key parameters generating, and session key
agreement. For simplicity, it is assumed that PAC
and TGS have already established a secure channel

and finished mutual authentication. The detailed
procedure of IMAS is illustrated as follows.

INITIALIZATION PHASE

In this phase, NAC chooses the Kasahara and Sakai
scheme [15] to initialize the public key parame-
ters, and then publishes the parameters to other
entities in SAGINs. Based on these parameters,
MN and PAC can calculate the public key with
each other. Meanwhile, PAC initializes two infor-
mation tables: the group identifier mapping table
(GIMT), which is used to manage the whole group
in its coverage range, and the group member map-
ping table (GMMT) which is used to manage the
group members in the ith group. The GIMT con-
sists of group ID, PAC coverage area, PAC han-
dover sequence, and optional state such as active
or dormant, while the GMMT includes access ID
of MN (AIDyn), group 1D of MN (GIDy), and
shared group session key (SK) of MN. Based on
the PAC coverage area, the number of groups as
well as the handover sequence can be assigned in
advance. In this phase, the state of each group is
set to be dormant. Assume that there are | PACs
in SAGINs and n MNs, which can be divided into
m groups. All the above information is illustrated in
Table 1 in detail. To reduce the redundant signal-
ing overhead, PAC processes the MNs in form of
group based on geographic areas that are divided
in advance and mapped to different groups. All
the users in the specific region area S will join the
group after they have finished the authentication,
and the PAC that covers S will also join the group.
In this case, they can adopt the multicast to trans-
mit the signaling messages to reduce the cost.

Compared to the GEO
and MEO satellites, the
LEO satellites are much
closer to the Earth.
Therefore, the LEO
satellites have shorter
transmission delay and
lower transmission
cost. Hence, once LEO
satellites serve as PACs,
SAGINSs can provide
efficient and reliable
access authentication
for MNs.
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FIGURE 2. The proposed access authentication procedure for SAGINs.

GroupID  Coveragearea  Switching sequence State cate the identity of the sender. To protect the

privacy of MN, NAC will generate the access
GID, Ly (t, PAG), (t, PACi1y), -+, (t, PACLiy) Active/dormant identifier AIDyn for each MN during the regis-
tration phase based on the real identity of MN

il L (6, PAG), (&, PAGis1), -, (o, PAG 1) Active/dormant IDyn- Meanwhile, PAC will generate the link
local address LIDpuc by itself as the interface
unicast address. In order to reduce the hando-

GIDp, Ly (. PAG), (&, PAGis1), -+, (b, PACLj11) Active/dormant ver delay between MN and PAC, it is assumed

TABLE 1. The group information covered by PAC. that different PACs will maintain the same link
local unicast address LIDpsc to reduce the
REGISTRATION PHASE address configuration delay.

In this phase, identity-based signature is BROADCAST AUTHENTICATION PHASE
designed for mutual authentication between Generally, a mutual authentication procedure
MN and NAC. Before they perform the begins when an MN requests access to com-
authentication, MN and PAC should register municate with other nodes. However, different
with NAC using their identities for the corre-  from terrestrial network nodes, the PAC has large

sponding private keys. After calculating their broadcast areas. Thus, at the beginning of the
private keys, PTKy, and PTK,,c will be sent mutual authentication procedure, the PAC period-

in a secure communication channel by NAC ically broadcasts authentication messages, which
(e.g., offline transmission). After acquiring their include random numbers and timestamp using its
private keys, PAC and MN can encrypt their private key signature. After receiving the broad-
messages with signatures. Only through the cast authentication message, the MN calculates
public key of the corresponding sender can the public key of the PAC according to the public
the receiver verify the signature and authenti- key parameters given in the initialization phase
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and verifies the PAC signature to authenticate
the identity of the PAC. Therefore, the MN can
authenticate the PAC during this phase to prevent
the PAC impersonation attack.

UNICAST AUTHENTICATION PHASE

After verifying the correctness of the PAC signa-
ture through the broadcast authentication mes-
sages, MNs start to solicit the authentication to
the PAC. An MN first sends the authentication
solicitation message including random numbers,
timestamp, and geographic location, which are
signed by its private key. Similarly, after receiv-
ing the authentication solicitation message from
the MN, PAC calculates the public key of each
MN and verifies the corresponding signature. If
the signature is correct, the MN can be proved
to be a legal user. Then the PAC generates the
shared group session key SK for the MN and adds
the AID of the MN AID)y to the corresponding
group GIDyn according to the MN'’s geographic
location. Finally, the PAC sends the authentication
response message, which includes SK and GIDy.
The MN receives this message and obtains SK and
GIDyn by the PAC public key, which has been
calculated before. Based on the group identifier
GIDyn, the MN generates its multicast address
that will be used in the next phase. Therefore, the
PAC and the MN finish mutual identity authentica-
tion, and the MN can access the SAGINSs legally.

MULTICAST AUTHENTICATION PHASE

When a PAC moves in the LEO, its coverage area
changes accordingly. As a result, MNs need to
be re-authenticated by the new PAC. Due to the
large numbers of MNs, there will be lots of con-
current authentication solicitation messages during
the handover, which may cause a message storm.
Therefore, IMAS adopts the multicast authenti-
cation method to reduce the redundant access
authentication messages. Once a group member
has been authenticated, the whole group will be
authenticated, and authentication messages from
the rest of the group will be ignored. In this phase,
the group member sends an access re-authenti-
cation message to the multicast address using the
shared group session key SK, and the other mem-
bers in the same group will suppress their own
re-authentication messages and wait for the muilti-
cast reply message from PAC. The group member
receives the message from PAC, which has verified
the identity of the MN. Finally, the state of GIDy is
changed from dormant to active, and all the group
members in this group have been authenticated.
To provide security assurance, group session key
SK should be updated to prevent potential forward
attack, backward attack, and conspiracy attack.

To sum up, IMAS not only realizes the mutual
authentication between MN and PAC using identity
signatures when an MN accesses SAGINs initial-
ly, but it also gives a secure and lightweight multi-
cast authentication scheme for the MN to re-access
SAGINSs. This effectively reduces the frequency of
authentication message interactions in the same
group and achieves high concurrent authentication.

PERFORMANCE EVALUATION

In this section, we first analyze the security char-
acteristics of IMAS using qualitative analysis. In
addition, compared to the existing authentication
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FIGURE 3. The simulation results of different authentication schemes: a) the
handover sequence of MNs in a specific location for one day; b) the accu-

mulated computational overhead from 04:00 to 06:00.

schemes, we quantitatively analyze the perfor-
mance and discuss the simulation results.

SECURITY ANALYSIS

The security characteristics of IMAS cover the fol-
lowing aspects.

Mutual Authentication: The IMAS realiz-
es mutual authentication between MN and PAC
during the broadcast authentication and unicast
authentication phases. More specifically, in the
broadcast phase, the MN authenticates the PAC
based on the broadcast authentication messages
sent by the PAC, which is encrypted by the PAC’s
private key to ensure the legitimacy of the PAC. In
the unicast phase, the PAC authenticates the MN
based on the authentication solicitation message
encrypted by the MN'’s private key to prevent the
illegal nodes from accessing SAGINS.

Unforgeability: Only those PACs authorized
by the NAC can serve as proxies of the NAC. The
proxy certificate of each valid PAC is signed by
the NAC. Considering that private keys can be
preserved securely, the malicious attackers cannot
forge the proxy authentication.

User Anonymity and Traceability: In the reg-
istration phase, access identifier AIDyy is dis-
tributed to each MN by the NAC for message
transmission instead of real identity IDy. Since
the real identity of the MN is not revealed in the
wireless links, the proposed scheme can protect
user privacy and provide user anonymity. Once
an anomalous behavior of the MN has been
detected, the NAC can track the real identity of
the malicious MN.

Minimum Trust Parties: NAC is assumed to
be trustworthy because the MNs have to register
with their real identities and obtain their private
keys for accessing to SAGINs. Therefore, IMAS
provides the services as PKG, and no extra trust
party is needed.
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IMAS not only realizes
the mutual authenti-
cation between MN
and PAC using iden-
tity signatures when

an MN accesses to
SAGINS initially, but it
also gives a secure and
lightweight multicast
authentication scheme
for MN to re-access
SAGINSs. This effectively
reduces the frequen-
cy of authentication
message interactions

in the same group and
achieves the high con-
current authentication.

Phase MN signature MN verification PAC signature PAC verification
Broadcast TChast + TChash + 2TCadq +
authentication phase \ 2TCopyn +2TC, TChasto + TCun \
Unicast TChasa + TCrnun + TCadd + TChash + TChash2 *+ TCadd + 2TCrun
authentication phase TChasha + TCun 21C, TChast * TCmun TGy + TC, + TCexp
Multicast
authentication phase TChashZ + TCmu/l \ \ TChashZ + 7—Cmulz + TCp
TABLE 2. The computational delay of IMAS.
Stolen-Verifier Attacks: In IMAS, only non-sen-
sitive information is stored in the NAC. Even if the Scheme MN-PAC R TCSNAC
attacker gains access to the NAC and is thus able Lee et al. [10] N x 2 N x2 N x 2
to steal the identities and passwords, the attacker
cannot obtain the signatures without knowing the Xue et al. [12] Nx2 N1 0
private key of the PAC and the MNs. Therefore, the Zhao et dl. [8] FelN Nox Nox
proposed scheme can resist stolen-verifier attacks.
Our scheme (initial Filx2 0 0
PERFORMANCE ANALYSIS authentication)
We adopt the Iridium satellite system to analyze Our scheme (re-
the performance, in which each orbit plane has 11 NJi 0 0

satellites (named 01~11), and there are 66 satel-
lites in the system. The model setting is J4, and the
antenna half cone angle of each satellite is 62°. The
satellite sequence number consists of two parts,
the first and the second number present the orbit
plane, and the third number and the fourth number
are the satellite sequence number. For example,
1101 means the Tst satellite in the 11 orbit plane.
We select 108° east longitude and 31° north
latitude as the location of MNs, and calculate the
satellite handover sequence by analyzing the dura-
tion of satellites that cover the given location. In
the simulation, an MN can access multiple satellites
at the same time, and handover strategy is to select
the satellite with the longest connection time. Final-
ly, the order and quantity of handovers of the sat-
ellite within one day are obtained as shown in Fig.
3a, and there are 154 intra-satellite handovers, the
average duration time for each satellite is 856 s,
and the average overlap time is about 3 minutes.
Authentication Computation Delay: The authen-
tication delay refers to the timespan from the time
when an MN requests access to SAGINs to the time
mutual authentication has finished. Therefore, the
authentication delay mainly consists of the authentica-
tion message transmission delay and the time cost of
computational overhead. Considering that authentica-
tion message transmission delay is dependent on the
network topology and network capability, we mainly
focus on the authentication computation delay in this
section. To calculate the computational delay conve-
niently, seven operations are defined as follows:
* TC,4q: the time of two-point addition operation
in an elliptic curve
* TCpyn: the time of one-point multiplication
operation in an elliptic curve
* TCpup: the time of two-point multiplication
operation in an elliptic curve
* TChash1: the time of one-way hash operation
* TCpasho: the time of one-way hash operation in
an elliptic curve
* TCexp: the time of one-point exponentiation
operation in an elliptic curve
* TCp: the time of two-point paring operation in
an elliptic curve
Since computational delay dominates in the
above operations, some other operations such as

authentication)
TABLE 3. The comparison of signaling overhead.

subtraction are neglected. In the simulation, the
fastest singular elliptic curve E: y? = x3 + x is gener-
ated on the finite field, where the length of prime
number is 160 bits. The simulation is implemented
in the Ubuntu 16.04.6 LTS system with 2G memory
and 2.70 GHz single-core Intel CPU. Based on the
PBC library and the GMP library, the tested time
overhead of the above operations can be obtained.
The computational delay of IMAS in one whole
authentication procedure is shown in Table 2.
Assume the initial access authentication starts at the
beginning of the simulation time (the start time is
at 04:00) when the MN attaches to satellite 1105.
Ten MNs have been chosen during 04:00-06:00
for the performance comparison of computational
delay during this period. As we can get from Fig.
3a, satellites mainly hand over from the 1th orbit-
al plane to the 3rd one. From the initial attached
satellite 1101 to the final access satellite 1303, the
accessed satellites of MNs have changed 12 times.
According to the procedure of IMAS, the initial
authentication phase consists of all the computation
procedures shown in Table 2. Once the MN has
finished the authentication, the following authen-
tication only consists of multicast authentication.
Therefore, the computational delay of IMAS during
the above period can be obtained. As shown in
Fig. 3b, IMAS has an obvious advantage over other
schemes. The reason is that MNs in the multicast
authentication phase can be re-authenticated in the
form of a group without involving the whole access
authentication process, which can reduce the re-au-
thentication computational delay for each node.
Signaling Overhead: The signaling overhead can
be evaluated by the number of message interac-
tions in the whole authentication process. Table 3
gives the comparison of signaling overhead between
IMAS and other schemes when the authentication
requests are from the N MNis. In a traditional authen-
tication method such as Lee’s scheme [10], all the
access authentication of an MN can only be con-
ducted by an NAC. Therefore, there are at least N
x 6 signaling message interactions in the whole pro-
cess for the mutual authentication between the MN
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and the NAC. In Xue’s scheme [12], the PAC can
authenticate the legitimacy of an MN without the
participation of NAC. As a result, there is no signaling
message between the TGS and the NAC. However,
in this scheme, a PAC should interact through one
signaling message with a TGS. Therefore, the total
number of signaling messages is N x 3. In Zhao's
scheme [8], the PAC broadcasts F authentication
request messages in one switching period for its legal
identity authentication. Generally, for the massive
number of mobile nodes, N is usually much larger
than F. Due to the fact that the PAC does not pro-
vide the proxy authentication service, the MN needs
to be authenticated by the NAC. Therefore, there is
F + 3N authentication messages in the whole authen-
tication process to achieve mutual authentication.
From the above analysis, we can conclude that there
are F + N x 2 messages between the MN and the
PAC for mutual authentication.

Compared to other existing schemes, IMAS has
better performance on signaling overhead, espe-
cially when the MNs have been densely distributed
and need to be re-authenticated frequently. Further-
more, IMAS can decrease the burden of PAC when
MN needs to be re-authenticated for legitimacy
after it has been switched to the adjacent satellite.
While in other schemes, MN is assumed to restart
the whole authentication process and the signaling
overhead is almost the same as that in the first time
access authentication, in IMAS, the authentication
messages are transmitted by multicast, which will
greatly decrease the number of messages between
the PAC and other MNs in the same group. For the
average group member i, there are about N/i mes-
sages exchanged for the MN re-authentication.

CONCLUSION

This article proposes a secure and lightweight access
authentication scheme called IMAS for SAGINs, and
the proposed scheme consists of three functional
modules and five procedural phases, which provide
four essential security characteristics. With the adop-
tion of multicast authentication, IMAS has greatly
reduced the authentication computation delay and
signaling overhead, especially when a large number
of mobile nodes are involved in re-authentication
by a new access point for link switching. Moreover,
the performance analysis results prove that IMAS is
appropriate for establishing the access authentica-
tion system in SAGINs. Future work is to improve
the security of PKG to avoid a single point of failure,
and the available methods include adopting distrib-
uted PKG or lightweight blockchain to enhance the
reliability and security.
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