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Abstract  In recent years, the network attacks that adversaries take advantage of router/switch
vulnerabilities to perform data interception continue to be exposed, which highlights the importance
of secure communication within core networks. As the most affected victims, users and Internet
Service Providers have little control on router vulnerabilities, which results in such attacks always
being performed in low cost, unidirectional, concealed mechanisms, and being difficult to be
recognized let alone restrained. Researchers have proposed many solutions, and most of them are
able to prevent or mitigate data interception attacks, however, it is our humble opinion that these
solutions are either only fit for specific core networks and specific types of DIAs, or are difficult
to implement. To the best of our knowledge, there are still no security complete, universal and
easily implementable mechanisms for defending data interception attacks. Based on analyzing all
possible abnormal behaviors that vulnerability routers and switches perform, this paper designs

and implements a static routing and switching paradigm, a paradigm-based detection algorithm
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and detector model to recognize the paradigm-violation output-packets. It proves that the routing

and switching paradigm is security complete to data interception attacks. Also all rules of the

paradigm are universal applicable to TCP/IP networks, the detector is designable, and the

paradigm violations are detectable. The detection algorithm is optimized to gain high performance.

Based on simulations, we show that not only 100% of normal packets can pass through the

optimized paradigm-based detector, but also about 99. 92% of intercepting ones would be caught.

In addition, the throughout put of the detected routers/switches can reach Gbps level.
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Background

This paper aims at defending data interception attacks
(DIAs). With such attacks, non-target users take advantage
of wvulnerabilities embedded in routers and switches to
monitor and acquire legitimate users’ traffic within core
networks.

Because DIAs have characters of low cost, stubborn,
concealed and being able to create highly damage, researchers
have been paying more and more attentions in defending
them. Most current solutions can be broadly categorized in
four areas: recognizing and restraining intercepting behaviors
routers output, designing secure routers, designing secure
networks and encrypting traffic. All these solutions have the
ability in preventing or mitigating DIAs. however, it is our
humble opinion that current solutions are either only fit for
specific core networks and specific types of DIAs, or are
difficult to implement. To the best of our knowledge, there are
still no security complete, universal and easily implementable
mechanisms for defending DIAs.

Based on analyzing all possible abnormal behaviors that
vulnerability routers and switches perform, this paper
designs and implements a static paradigm-based routing
and switching system and the model of paradigm-violation

output-packets detector. We prove that the paradigm-based
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routing and switching system is security complete to data
interception attacks. Also all rules of the paradigm are
universal applicable to TCP/IP networks, the detector is
designable, and the paradigm violations are detectable. Based
on simulations, we show that not only 100% of normal
packets can pass through the paradigm-based detector, but
also about 99. 92% of intercepting ones would be caught. In
addition, the throughout put of the detected routers/switches
can reach Gbps level.

The proposed work of this paper is one of the component
of National 863 Project Key Technology and Validation of
Address Driven Network (ADN). In order to solve the security
challenges that Chinese Internet is facing, this project tries to
design dynamic and trusted ADN-based network architecture,
addressing and routing system. Trusted routing and switching
system can contribute much to these systems.

In order to defending DIAs, we present in [ 1] the
definition of routing and switching paradigm, and proposes to
design paradigm-based system to detect and restrain abnormal
behaviors routers and switches output. Also [ 1] analyzes the
validation mode and difficulties in design routing and

switching paradigm.





