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Figure 2 (Color online) Multi-mode network identification management architecture and operation flow
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2 3 B AR, W 7 iR, TCP/CCON R4 HIHIE CON M4 Ki%HH SYN, SYN+ACK,
ACK FEHNE A 240 F Sk 52 B TP M4 TCP i 3 (4B Pl fE. IP M4 TCP %7 i [H] 2 b
HE& A8 K& SYN, SYN+ACK, ACK BEFAEHIME A, CON W48 I8 1E B (5 2 H 348 CCN M
28 PGEEL I Lk SR ON TCP RS HINE 2 HAL N, 5 2 hn iR B B 2% 78 O e hil(E 27 K 3 1P
W& TCP 45, i 5E TCP/CCN REIH A IP M4 TCP biiE 8 M E T

Pebri&ERe. WS TCP imRBRIEREN 4 RIEFRIRESER T AR RGN 4 RGBT Wl FE, MEe
THIE RS TCP/CCN & & B A AL
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P CCN
Application Application
Transport
Merge— Content
Network
Data link

Physical

Receiver

(® Send data packet with TCP

@ Send TCP data block payload :

@ . Cache data . @ Receive TCP data block Etherne/ TCP'UDP
0 Send mteres-t packet with 0) Send ACK ‘ élll\z]mnel
header with TCP/IP f Send interest packet with router

@ Route interes.t packet with }_} header with ACK :3 Multi-identity
header with TCP/IP O Receive ACK i router

6 (MEIRFE) CCN %H IP MK R=E

Figure 6 (Color online) Communication between CCN and IP network

(Support multi-identity transmission)

10 Send SYN @ Forward interest packet with SYN|

: a and ACK signal ; Ethernet/TCP/UDP

® Forward interest packet @ Receive SYN and ACK signal | g channel

with SYN signal Lo : t CCN router
O] Send ACK signal i

@ Receive SYN ® Forward interest packet Multi-identity

- o with ACK signal ; router

‘(@ Send SYN and ACK signal | (® Receive ACK

B 7 (MEMFE) TCP/CCN B &
Figure 7 (Color online) TCP/CCN connection establish

4 FBESESEHREE RS RN RNIR S IE

4.1 EIERIRFAA PIRIEEIR
4.1.1 [XHREEETE R INREIR

FAb, R RGL T WA S AP RG], 58 ELHE DX BB S 3] Gy B 2 P
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Multilateral Governing System for Identity and Domain Name Resolution

Transaction

FIB Table

Bulter Commi Block Agree Tran

Number Node Name e Candidate BU'T ssioner Height orNot saction
1 Kingsoft 110. v W v 608 v 1
2 Guangdong Uni. 15 v v ; i , :

of Technology & B °
uuuuuuuuuuu s
3 e ot GUANGDONG 1836 Al v v 608 ¥ 1
Futian Center ,
4 China Tetecom 1211 v v v 608 x |
South China Univ, 4 p p
: of Technology 59.42 v El ¥ 608 o 1
6 PKUSZ 1 1211 v W v 608 v 1
Nanshan Center ,
7 MR v v v 608 v 1
Macau Univ. of Science s |
8 A o of Seence 202.1 v v v 608 v 1
The Hong Kang Univ. of .
Sciance and Tachnology 143+ v v v 608 v 1
| Argee : 88.89% Disagree :11.11% Neutrality :0.00%]

PR
)
@
Peking University
Shenzhen Graduate School

8 (MLEhFZE) XIREET <5 B SLRT BT

Figure 8 (Color online) Endogenous safety architecture

Select CCN Node: | /pkusz/node14

ard Info Base Route Info Base Content Store IP Route Table

Nodes Entry Index

/pkusz/node14

9 (MBEMFE) TREBERSER

Figure 9 (Color online) Node routing status information

Ui BEERAE N IR R GTT K.

R 6 X B IR AL T RS AT ARAS IR SE R R« 6 X BB SO (1 2 i), DA RORT X B
SRR ANEC . DS SOR AR AR IR « VR P SR AR U B AR DLAE 5 T AT TR
FAN X B T AR P AR TR AR B AN, DRI 7 i AN R BB T X He i 1) & T
B, i *%Tﬂ#ﬁ)ﬁﬁ)ﬁ%ﬂ%&ﬁé’]ﬁﬁiﬂ - P S B — U SRR B YR R ATAT A AE A AT
— SR, ROE S R AL S EE . (ERGP LT UL IhEE: XHERIR A S M . X B
iﬂl%ﬁ%wﬁj\ DX BB o 24 5 R Th BE AN X BRBEUT HA%E & A vh), Wil 8 BT,

AR T SR AL TR R BRI 8] (R B S R % B SO RS, AT SRS T FIB R B
R 5 B, el 2 ARt ORI A 2 AR R 7 SR R e, AR HIRSER
Wik 9 Fios.
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Multimodal Identifiers Network User Client Multimodal Identifiers Network User Client
User Registration Resource Publication

[ User Name: I

[ E-mail Add ] [ Resource Identifier ]

[ Name ] [ Resource Address ]
ID Number

[ 1 [ Resource Hash Value ]

[ Discription I [ 3 o Discript ]
Prefix

[ ] [ Key Path ]

[ Key Path I

B 10 (MLERFE) AFREIMEERLHAE

Figure 10 (Color online) User registration and resource publishing interface

4.1.2 P PIRINAETEA

F P& P it 1) 32 BTN RE R A P AR R — X A FAEH, IR R P S hn iR 5 A AR 2 X R B
T R S bniR 5 AHEE. R, KA SIEH PR, 2 RiF— MR AT,
MRS T PRI A IR E. FEM LI -, a7 DA 3 A 0 1 P 25 4 i 48k R A —
ANWFERRR, BFERAERER N EHPRHZELE R, W 10 FioR. XEEEICENR AR 7RG KRG,
S0 I 2 A B0 UE FH PR, (IR 25 44 0 FH P B A R 5 R AT I I S AR IR R 8, DAE 43 26 b - e
BRI R, 5348, F PR R AT BRI, BT DAFE € SR AT E SRl B . X AN SEBR A E T PUE —A4 CCN
W26 N AARIR, AT LR —AN TP L8 bRl BTLA, 4 H P 48 e BRI SEhathhib ) CON bR, mhe L
T A B AR R 1A P RS U S WL T a0 SR P e R YR sl Dy TP AR, U RETS B — AN &
BRI P RS U A B B ST . 3K A PR TR G 4R SRR, P X T i e B S R — A
JNGE M B R AT TR, 2 TR AR IO IR L FE IR B I 9 28 BRI A AL, K i B AR
BIAE 2R R T I D Re.

4.2 SIEMEIRREE RIS 5)SKE

KRGS CON ML EEIEE MAC 2, ML T 1P MRS, 3 HSZRAI 1P 45 HoAH
AR SRR ARG5S T 2 a0 e [ A EE I 2 A R A (] 1) A R B AR AT Th RE, LA AR HE TP-CCN-IP,
IP-CCN, CCN-IP, CCN-TP-CCN, CCN-CCN £ Fi [0 26 1f5 5t T BEE AL 5 A AR IR U7 DhRE, S b AR 1
T PN 5 VR B 0 R 22 A A {5 T8 S AR B T 1) i AT

DL SIS PR INC R AN 11 o, TR R Gu7E S Fris 8 i 40 W 2 H B8 18I 7R A6 s KRS
FARE PEBE PEBCGE, REH —REE S M AR s EREE TR R L
R E FHERHE RS B SCRE: SR TRHR RS A B Fh P I 2%, I3 22 300 3 () A B I 2% A i
2 [A] ) 26 0 ERL AR AT Th e

B 11 R BR T S 5 AR R BV EL R T A, LR SN XY 5, S R IR,
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Support for multi-
channel

Support for Ethernet
channel
channell
v\\ ee
e Macau thernet_—
% University ~channel&5) -
R remm e P

IP-CON-IP s
IP-CCN ﬁl}

Ethernet/TCP/UDP|

@ channel
CCN router

Multi-identifier —
router
11 (MEIRFE) FEE RGN

Figure 11 (Color online) Overview of prototype testing system

CCNIP _>

CCN-IP-CCN

4.3 HIRGSMLEERRENIK KL EELER

S AN R (B LA Internet SEMLIEAE, & CON 7 gl #% th % & LAk SE Bl 1P
1 CCON [a) LM 4%, CON i 5l NFD (named data networking forwarding daemon) #54ti#
it MAC Mtk 5 A AR fRO8(E, AL 5 HABYLE 2 B 1P #HTEE. £ IP M2 5 CCN
W28 I AL, ia4THE T libpeap, ndn-cxx 5 raw socket [IFEFLHAE CCN WM& Hiz#k IP . LG
B IAE LR E R M b, B ATIb R OB RN 7oA B A b R 25 2% H S 8 HUE 100 M H
B, AR AN U T A KT 50 MR . AR5 R 52 SR N 28 TR RN, 9 AN RIS
P T FRT R 1], PA) L 55 I £ 3 DX R e PR . S B it ls 2 W, AT R G S e il AURE 23R TR, A
KEBTT LG IR, RGCFHEI 6 B% 1080P ¥ M E AL I AE 2B T FRATTI R G B8T U 3CFF 1P
Overlay CCN {375, [, #HELT LA CON Overlay TP HIfFR T %, IATH RGOk 137 5 R iR
PR T 8 £ LR BRI RS 4 Migse FRISLIRSS R

4.3.1 IP-CCN-IP EIj3IA=56IE R eI

O YERCAE P S AR E VL5 16 pkuszl 5 SRR LIS 4 pusz3 45 &L, S8 b 50 SR DI
FLAEBER) node9 5 AU HEAT MR i ) 1 52 6

RATIEIEARIE node9 Fr AR LS pkuszl FRIFLAR, SEIGHRHE RAMES S RnE 12 R,
HRERFIE 2.65 MB/s (21.2 Mb/s).

FA AT ACHEE M node9 FrEUET LML pkusz3 IR, SLU6H0 bk RAME S S5 B 13 Bk,
N 2.44 MB/s (19.52Mb/s).
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China Telecom Shenzhen backbone network environment

PKUSZ-4 servers | China Telecom Futian
4 servers

noded@noded: -5 wget http://192.169.1.4/movie/ 10801 .mpd
--2019-01-26 12:04:30-- http://192.169.1.4/movie/10801.mp4
Connecting to 192.169.1.4:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 295599286 (282M) (video/mpd)

Saving to: ‘10801.mp4”"

10801.mp4 8%(> ] 25.03M 2.65MB/s eta 1m 59s

12 (MEIRFE) “dLXR - BIERE" ERMINRAMTRREUER

Figure 12 (Color online) Topology of “PKU-Shenzhen and Futian China Telecom” and its testing report

China Telecom Shenzhen backbone network environment

PKUSZ-4 servers | China Telecom Nanshan
4 servers

node9énode9: -~$ wget http://192.170.1.4/movie/ 10801 .mp4
--2019-01-26 12:05:05-- http://192.170.1.4/movie/10801.mp4
Connecting to 192.170.1.4:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 295599286 (282M) [video/mp4]

Saving to: ‘10801.mp4.1"

10801.mpd .1 8% (> ] 24.92M 2.44MB/s eta 2m 12s

13 (MERFE) “ItXR - BIFRWL" EERIN KRR MFTIRAEUER

Figure 13 (Color online) Topology of “PKU-Shenzhen and Nanshan China Telecom” and its testing report

FABELARFEM node9 [FIFiBUHE AL pkuszl FEE ILALE pkusz3 ISR, SLI0AL s
WA 14 fiow, HER B4 1.18 MB/s (9.44 Mb/s) F1 1.71 MB/s (13.68 Mb/s). H bt B U
TR PR B, (HEAR R R 2 AR BUKF. SRR E A noded TN 7 9832 R, BN TR

N T RBUFRIRAEAN R 28 A58 N A%l 47 1, A PR BRI R WL HLGS ) pkusz3 55 1, T8
PR TTRHCR A Server2 T AR W ABLREAT UMAL S 10 5256 32T TRHEOR A (10 1 D s s R .
YAy 1.2 MB/s (9.6 Mb/s), {EAREAL S ENE . SEIGHh 2 RATIASE R A& 15 Fros.
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= noded@noded; ~ +

node9@node9d: ~3 wget http://192.169.1.4/movie/10801.mp4
--2019-01-26 12:05:56-- http://192.169.1.4/movie/10801.mp4d
Connecting to 192.169.1.4:80.,. connected,

HTTP request sent, awaiting response... 200 OK

Length: 295599286 (282M) [video/mp4d]

Saving to: ‘108Q1.mp4.3"

w
|
c

10801.mp4.3 2%[ ] 6.50M 1.18MB/s eta 3m 54s

B nodeddnoded = - ©
node9@node9:~$ wget http://192.170.1.4/movie/10801.mp4

-~2019-01-26 12:05:56-- http://192.170.1.4/movie/10801.mp4

Connecting to 192.170.1.4:80... connected.

HTTP request sent, awaiting response,... 200 OK

Length: 295599286 (282M) [video/mp4]

Saving to: ‘10801.mp4.4°

10801.mp4.4 3%[ ] 9.00M 1.71MB/s eta 2m 19s

14 FiRERRIEURZR

Figure 14 Testing report of 2-way resource request

China Telecom Shenzhen

Macau CTM network environment backbone network environment

MUST-4 servers ‘ China Telecom Nanshan
4 Servers

usr@dns-serverT:~% wget http:/7/192.171.7.4710802.mp4
--2019-04-02 11:30:44-- http://192.171.1.4/10802.mp4
EEERE 192.171.1.4:80... EE#E.

2&H HTTP R, EEFFHERM... 200 0K

K E: 253861622 (242M) [video/mp4]

EHEREFE: “10802.mp4.8"

10802.mp4.8 11%[=> ] 26.76M 2.08MB/s eta 1m 52s

E 15 (MEhRFE) <RI - BEFEL” EERIN X RMTIRREURER
Figure 15 (Color online) Topology of “MUST and Nanshan China Telecom” and its testing report

4.3.2 IP-CCN HiFiH=uGuE X M4 eeMK

HlE A o E BB RINE IR ALDS host2 19 i b, IATHIAL SRR FLA B nodel0 1ENZ AR
R HES, A ENLOY IP 35 A1, SREUAL T CON MIZEIAE BT 53 host2 AOBTYR. eIk Hicdie It b i 1
ARSI, IR 58 RANNRE R W E 16 .

226X, FEEHCILIEEE -7 38 % 0.65 MBps (5.18 Mbps).

4.3.3 CCN-IP HiFiH=iiuE & 4ee ik

BAEHAE TP 5 R A b 5 R FIE VI R4 e node9 5 b, FRATEAIL 5T AR I 78 4
nodel0 fEAZ PRI H2S, 4T CCN LIS hostl EHHL noded FHIFTIR. S HH<
ZAAES R 17 Fros.
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China Telecom Shenzhen
backbone network environment

China Unicom Shenzhen
backbone network environment

China Unicom Tongle

| PKUSZ-4 servers |

4 servers

—l ,— i

i: N(())de I\llgde Nﬁ?e Node 6 Node 8 Host 2 ::
l\:,_a \_\_/_ ..... ! _______________________ !__I_—"./J

13749 : valid_num = 8000 recv_num = 8002

13750 : valid_num = 8000 recv_num = 8002

13751 : valid_num = 11 recv_num = 8002

time 169.989253 s

rate : 5.178469 Mbps

16 (MERFE) “tXRI - FYEFR" EEHRIN KX RMTIRAEUER

Figure 16 (Color online) Topology of “PKU-Shenzhen and Tongle China Unicom” and its testing report

China Telecom Shenzhen
backbone network environment

PKUSZ-4 servers |

Adaptive network environment

Kingsoft-4 servers | |

usr@dns-server4:~/Documents/ndnip_proxy$
9758 10802.mp4

start: 1554176442148

end: 1554176647021

./nc ./config/ndn_client_config.json 192.171.1.4

E 17 (MEMEE) “&lUzm — SRRV EERINXRMFRERIURE
Figure 17 (Color online) Topology of “Kingsoft and PKU-Shenzhen” and its testing report
2N, SREALEE 117218 % 1 MBps (8 Mbps).
4.3.4 CCN-IP-CCN EififsuiE R EaEmIR

BHEHAE CON M5 N4 1z hostl 55 L, FATHAT CON PILIAEE B A6 5 K AR I 5T
A Bt nodel0 ZEHiHA 111z hostl LRAIBEIR. SLI0h4h o RAMNALE R 18 Fros.
W, FHRFI L HIE AN 2.65 MBps (21.2 Mbps).

5 RLE

AR —E VAT L IR, BD &S BUH TR R T 5 B 5O E T i Bk,
SCHF B % P 4 2 8] LRI T 7 R R W AR e b e [ K s 4, SR “WAE R4 B R
RN R GEN 2 e 20K, SESR R4 22 k. R IR0 W 48 A T St 4= 4 ] g S, R I TR 55
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China Telecom Shenzhen
backbone network environment

PKUSZ-4 servers | | Kingsoft-4 servers

Adaptive network environment

write to file 87594:87595:8000
write to file 87595:87595:7526
87595 send finish

time : 264.541876 s

rate : 21.196952 Mbps

18 (MIFEMFE) “dtRR - IR EEAINXRFZRREEE
Figure 18 (Color online) Topology of “PKU-Shenzhen and Kingsoft” and its testing report

HUELAA /5 R T BUA 280« B, KIESRTH N 2% ik 55 BE 71, 78 73196 A2 7 2 190 2 AN s i M 55 75 R

ASCET UL B, MVEIAIE B S R, St B RA 2IE . ST WER S,
e AT AT G RA DR PR s KR T A2 A PR 8. IZ AR GEmT LUT RN T B B 2 AR RS (B R R
B S 2z P, R0 E RN CAE AL SO AR YT AR e« o B A5 o BB AR —AE
EE MR R @il ERBE TR AR TIREE FBRHORS . F PO RITR
R R S BRia 8 W 2% iR T 20 100 R] 7 2 00 2 bR 2 () 1 A2 8 B A A ) e S A TR A TR
HREIEM B 5. WIS UESS FAEW RS S 7 BHEOR, JF HARRESR bR RAF

Sk

1 Lan J L, Cheng D N, Hu Y X. Research on reconfigurable information communication basal network architecture.
J Commun, 2014, 35: 128-139 [ E %, FEAREE, WAFH. AT EAME EI0ME R4 REFF 7L, 815 24K, 2014, 35:
128-139]

2 Wu J X. Thoughts on the development of novel network technology. Sci Sin Inform, 2018, 48: 1102-1111 [QB(I)J\ B
HIMBFEA R RIES. REEE: 5 2FE, 2018, 48: 1102-1111]

3 WuJ P, Lin S, Xu K, et al. Advances in evolvable new generation internet architecture. Chin J Comput, 2012, 35:
1094-1108 [T, W&, 11, 25, Al — A E B MR REE M FE . THENLSAR, 2012, 35: 1094-1108)]

4 Ali M, Nelson J, Shea R, et al. Blockstack: a global naming and storage system secured by block chains. In:
Proceedings of USENIX Annual Technical Conference, Denver, 2016. 181-194

5 Wu H Q. Reflections on the reform of network architecture. ZTE Commun, 2019, 25: 1-5 [Efﬁfﬁ% of o 254K 2R A5 B
B, FRGEINEA, 2019, 25: 1-5]

6 Lv P, Liu Q R, Wu J X, et al. New generation software-defined architecture. Sci Sin Inform, 2018, 48: 315-328[&°F,
XELk, BRVING, & Hr— AR U R A5 K. T ER 5B R, 2018, 48: 315-328)

7 LiH, Wang X G, Lin Z L, et al. US Patent, US10178069B2, 2019-01-08

LiH, Li K J, Chen Y L, et al. US Patent, US10178069B2, 2019-03-14

9 Li H, Wu J X, Zhang X C, et al. PCT No.CN2019/073507, 2019-01-28

10 Li K J, Li H, Hou H X, et al. Proof of vote: a high-performance consensus protocol based on vote mechanism

oo

& consortium blockchain. In: Proceedings of IEEE International Conference on High Performance Computing and
Communications (HPCC), Bangkok, 2017. 1820

11 Jacobson V, Smetters D K, Thornton J D, et al. Networking named content. Commun ACM, 2012, 55: 117-124

12 Moiseenko I, Oran D. TCP/ICN: carrying TCP over content centric and named data networks. In: Proceedings of
ACM Conference on Information-Centric Networking (ICN), Kyoto, 2016. 112-121

1202



HEB FERE B 49E W

13 Wu H, Shi J X, Wang Y X, et al. On incremental deployment of named data networking in local area networks.
In: Proceedings of ACM/IEEE Symposium on Architectures for Networking & Communications Systems (ANCS),
Beijing, 2017. 82-94

14 Kietzmann P, Giindogan C, Schmidt T C, et al. The need for a name to MAC address mapping in NDN: towards
quantifying the resource gain. In: Proceedings of the 4th ACM Conference, Berlin, 2017. 36-42

15 Ou S W, Xie R C, Huang T, et al. A survey of communication between IP and IC. Inform Commun Technol, 2017,

11: 53-60 [RRELE, WHAGEE, 3565, 25, 1P MK 5 ION MK HIEH 5. 15 BiBEEOR, 2017, 11: 53-60]

Prototype and testing report of a multi-identifier system for re-
configurable network architecture under co-governing
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Abstract Even though the internet has become an essential infrastructure of modern society, the centralized
domain name system (DNS) is unable to provide high-quality services and secure management and controlling.
To face this challenge, we have proposed a reconfigurable multi-identifier network architecture and have developed
a prototype of the multi-identifier system. We optimized network security using consortium blockchain, improved
forwarding speed using HPT for FIB, and enhanced scalability through a tunnel algorithm. Experiments and tests
of this prototype on the network of the two largest telecommunication service providers in China demonstrate
that the system is considerably robust to support real-world traffic. Moreover, it can be applied to sovereign
networks and other private networks with multiple identifiers, which may become a Chinese solution of network
security to the world.

Keywords multilateral co-management, DNS, multimodal network, consortium blockchain consensus PoV,
multi-identifier inter-translation, post IP high security private network

1203



FHESE ZIIVE ) 2 RS M AR AL A e AR AT B R 4

1204

Hui LI was born in 1964. He received
his B.Eng. and M.S. degrees in School
of Information Engineering from Ts-
inghua University, China, in 1986 and
1989, followed by his Ph.D. degree in
Department of Information Engineering
from the Chinese University of Hong
Kong in 2000. Currently, he is a Profes-
sor at Peking University, China. His re-
search interests include future network
architecture, cyberspace security, and
blockchain technology.

Kaixuan XING was born in 1994. He
is a postgraduate student at the Peking
University Shenzhen Graduate School.
His research interests include new ar-
chitectures and new generations of in-
formation communication technology.

Jiangxing WU was born in 1953. He
is an Academician of Chinese Academy
of Engineering and a Ph.D. supervisor
at National Digital Switching System
Engineering & Technological Research
Center (NDSC). His current research in-
terests are information & communica-
tion technology and cyberspace secu-
rity.



