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(a) HyperVision Datasets. (b) Whsiper Datasets. (c) NetBeacon Datasets.
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Figure 3 High-Level architecture of Centroids traffic dataset compression system.
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Table 1 Improvements on training speeds.

Methods HyperVision Datasets Existing Datasets CIC Datasets Overall
Malware MISC Web NetB. CIC-IDS Kitsune  Whisper DoH CTU IoT
CICFlowMeter 19.48 18.76 28.67 98.01 28.54 37.56 32.71 20.14  15.55 9.78 30.92
HorusEye 11.06 11.63 22.68 40.97 15.65 19.49 13.69 22.68 18.72 4.52 18.11
Taurus 125.59 3.67 182.14 40.00 1.68 4.02 4.23 19.95 2.59 85.69 46.96
N3IC 21.85 51.19 66.76  189.42 79.58 64.17 83.54 2.20 1.18 2.13 56.20
FlowLens 174.66  154.41 510.37 578.56 148.54 240.42 319.05 3.03 1.33 2.10 213.24
NetBeacon 20.77 56.00 63.42  190.32 66.79 58.77 83.21 1.74 1.30 1.61 54.39
Kitsune 11.39 11.87 17.99 12.46 10.27 16.51 12.72 15.00 6.65 5.93 12.08
RAPIER 28.76 23.84 42.18 116.95 33.77 45.45 38.69 27.86 29.89 12.45 39.98
FSC 7.98 9.48 9.63 17.29 10.22 4.53 9.47 8.44 13.72 14.35 10.51
nPrintML 75.25 186.67 598.81  258.29 590.76 131.20 206.32 587.59 16.30 107.14 275.83
Average 49.68 52.75 154.26  154.23 98.58 62.21 80.36 70.86 10.72 24.57 75.82

1 We highlight the best results in ® and the worst results in e.
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(a) Compare speeds on different datasets. (b) Compare speeds for different detection methods.
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Figure 4 Comparing speed improvements before and after Centroids compression.
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Table 2 Ratios of compression by Centroids for different kinds of features on various datasets.
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Methods HyperVision Datasets Existing Datasets CIC Datasets Overall
Malware MISC Web NetB. CIC-IDS Kitsune  Whisper DoH CTU IoT
CICFlowMeter 15.77 15.55 29.06 64.26 18.64 47.78 26.86 25.88 9.61 11.39 26.48
HorusEye 32.31 30.32 56.71 72.16 32.59 89.81 43.66 57.94 20.34 24.63 46.05
Taurus 16.64 16.39 30.30 65.03 19.43 49.09 27.87 26.98 10.17 12.39 27.43
N3IC 19.31 18.90 36.23 73.69 22.18 55.76 32.49 31.68 11.42 14.18 31.58
FlowLens 51.89 49.40 117.32  181.28 53.45 191.66 100.01  100.55  59.75  88.12 99.34
NetBeacon 34.27 33.24 70.74  128.44 36.71 115.33 61.88 59.78 28.30 39.16 60.79
Kitsune 115.92 11798 197.71 125.59 96.73 171.18 133.33 16292 4043 17.42 117.92
RAPIER 80.55 76.75 168.01  284.56 85.83 228.52 147.75 165.32  61.46  90.33 138.91
FSC 54.20 49.41 104.41 117.96 52.02 168.46 77.37 102.38 46.41 57.92 83.05
nPrintML 30.45 30.89 32.12 31.62 30.83 28.13 32.33 29.75 37.02 24.41 30.75
Average 45.13 43.88 84.26 114.46 44.84 114.57 68.36 76.32 3249  38.00 66.23

[

Centroid Avg.

Original Avg.

‘We highlight the best compression ratios in e and the worst ratios in e.
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(b) Storage overheads.
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Figure 5 Comparing numbers of samples and storage overheads after the compression.
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Figure 6 Comparing traffic feature spaces before and after Centroids compression.
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Table 3 Impacts on detection accuracy when enabling Centroids dataset compression.

HyperVision Datasets Existing Datasets CIC Datasets
Methods Overall
Malware MISC ‘Web NetB. IDS  Kitsune  Whisper DoH CTU IoT
CICFlowMeter -0.030 -0.000 0.280 -5.730 -0.000 -0.000 -0.000 -0.570 -0.000 -0.000 -0.605
HorusEye -0.850 3.200 3.910 0.500 -3.060 2.560 1.260 5.860  -5.680 -4.400 0.330
Taurus -0.230 -0.070 -0.010 -4.720 -0.000 0.180 -0.000 -3.610 -0.170 3.150 -0.548
N3IC 0.060 -13.240 -0.250 0.020 -0.030 -0.000 -0.000 -10.560 -0.000 -1.000 -2.500
FlowLens 0.170 -0.000 -0.000 -0.000 -0.000 -0.300 -0.000 0.450 0.160 -0.000 0.048
NetBeacon -0.020 -0.160 -0.200 -0.300 -0.010 -0.020 -0.050 9.060 -2.270 0.380 0.641
Kitsune -0.000 -0.000 -0.000 -0.000 -0.000 -0.000 -0.000 -0.000 -0.000 -0.000 -0.000
RAPIER -0.000 -0.000 -0.000 -2.620 -0.000 -0.010 -0.000 0.040 -0.000 -0.000 -0.259
FSC -0.000 -0.240  -0.000 0.090 0.670 -0.650 0.200 -0.000 3.290 5.700 0.906
nPrintML -0.000 -0.020 -0.020 -0.030 -0.010 -0.860 -0.000 0.110 8.600 -0.090 0.768
Average -0.090 -1.053 0.371 -1.279 -0.244 0.090 0.141 0.078 0.393 0.374 -0.122
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Figure 7 Precision-Recall curves before and after the compression.
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Figure 8 Impcats on robustness when enabling Centroids for compresing training datasets.

0.6
g [ HyperVision g [ HyperVision z [ HyperVision g2 [ HyperVision 2075 [ HyperVision
502 CIC 10T 5 1.0 CIC ToT 4 CIC IoT 52 ~1CIC ToT g CIC IoT
a a 204 a 2050
= = = =1 =
2 0.1 2 0.5 £02 E §025
<1 2 g 2 2
~ ~ ~ =% a~
0.0 0.0 0.0 0 0.00
0 20 40 0.0 2.5 0 1 2 0 5
Time Consumption [s] Time Consumption [s] Time Consumption [s] Time Consumption [s] Time Consumption [s]
(a) nPrintML. (b) HorusEye. (c) Taurus. (d) N3IC. (e) FlowLens.
3
z [ HyperVision z [ HyperVision z [ HyperVision «;‘2 [ HyperVision «;‘ [ HyperVision
S5 CIC ToT £0.075 CIC ToT 5 FICIC IoT 54 [71CIC IoT 502 CIC ToT
a a a2 a a
z 20050 z z VAN z
E1 3 z z Z0.1
E 20025 24 £ 2
=] =] i<} o =]
& < & & o I3
0 0.000 0 0 0.0
0 1 0 50 100 0 1 0 1 0 20 40
Time Consumption [s] Time Consumption [s] Time Consumption [s] Time Consumption [s] Time Consumption [s]
(f) NetBeacon. (g) Kitsune. (h) RAPIER. (i) FScC. (j) nPrintML.

9 Centroids X AREMER EBIEE EHRRE XL 947

Figure 9 Speeds of Centroids traffic dataset compression for various detction methods.
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Figure 10 Comparing effectiveness with other compression methods.
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Abstract Attack traffic detection systems identify malicious traffic within vast amounts of internet traffic to
protect legitimate users. In recent years, artificial intelligence algorithms have been widely applied in the detection
of attack traffic. These algorithms learn traffic patterns from traffic datasets and are capable of detecting stealthy
threats with significantly higher accuracy compared to traditional rule-based detection methods. However, with
the rapid increase in internet traffic, the scale of traffic datasets has also grown significantly, meaning that training
models for attack traffic detection on large-scale traffic datasets consumes substantial computational power and
involves considerable deployment delays.

In this paper, we propose a method to accelerate the training of attack traffic detection models by
compressing traffic data, allowing for rapid training on large-scale datasets using limited computa-
tional resources and enabling swift deployment of the detection system to networks. The specific
data compression method is based on the geometric structure of the high-dimensional traffic feature
space. We map the entire set of sample traffic to a point cloud in the high-dimensional traffic feature
space, and extend the concept of voxels to this space. By calculating the centroids of points within
these voxels, we represent the entire set of points (traffic samples), thus significantly reducing the
size of the dataset. Experimental analysis shows that this method can improve training efficiency
by 75.82 times across eight datasets for the ten state-of-the-art detection methods currently avail-
able, without significantly affecting the accuracy and robustness of detection, and ensuring real-time

processing of compressed traffic data.

Keywords Network Security, Artificial Intelligence, Attack Traffic Detection, Point Cloud, Voxel
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